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Fast and Transmissible Domain Knowledge Graph Construction Method

DENG Kai, YANG Pin, LI Yi-zhou, YANG Xing,ZENG Fan-rui and ZHANG Zhen-yu
Schoolof Cyber Science and Engineering, Sichuan University, Chengdu 610207, China

Abstract Domain knowledge graph can clearly and visually represent domain entity relations,acquire knowledge efficiently and
accurately. The construction of domain knowledge graph is helpful to promote the development of information technology in rela-
ted fields,but the construction of domain knowledge graph requires huge manpower and time costs of experts,and it is difficult to
migrate to other fields. In order to reduce the manpower cost and improve the versatility of knowledge graph construction me-
thod, this paper proposes a general construction method of domain knowledge graph, which does not rely on a large of artificial
ontology construction and data markup. The domain knowledge graph is constructed through four steps:domain dictionary con-
struction,data acquisition and cleaning,entity linking and maintenance,and graph updating and visualization. This paper takes the
domain of network security as an example to construct the knowledge graph and details the build process. At the same time,in or-
der to improve the domain correlation of entities in the knowledge graph,a fusion model based on BERT (Bidirectional Encoder
Representations from Transformers) and attention mechanism model is proposed in this paper. The F-score of this model in text
classification is 87.14% ,and the accuracy is 93.51%.
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Fig. 1 Construction route of network security knowledge graph
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7] 8 0.92 1.84 2.75 3.67 1.58 5.33

W ®  63.97 67.88 64.36 64.80 65.34 41,95

Cosine  HHE% 18.88 12.67  9.52 6.42 5.61  17.31

F1f& 29.16 21.36 16.59 11.68 10.34 24.51
MR 75.02  74.59  73.93  73.57  73.49  70.97

To W B R Iy vkl ] k M8 2R 255k (K-Means Clus-
tering algorithm, KMeans) , & T % & 19 3 28 5 3 (Density-
Based Spatial Clustering of Applications with Noise, DB-
SCAN) itk #] 5 7 % 43 (Latent Dirichlet Allocation, LDA) 3
Tl 5 1 4 S X ) £ SRR AR B AT 3R 18T 5(b) |
REERM FLES HEHRER,

100

—e— Jaccard index
— Euclidcan distance
80 —4— Cosinc similarity

topl top2 top3 topd topd top6
Rin 0L BE AR
Ca) B B4 2
100
. F1 . Accuracy

80
L 60
S
o
® 40

20

Kl\ggns sza?ns DB%C{AN DB;;AN LDAR L LDAKF
VR EE €
D) ARG TR =R’k
Fig. 5 Unsupervised classification and clustering

& 5(b) AT LIE . KMeans 5 DBSCAN 7£ 5t 28 % i
BUAT T S Y v S, (B AR AR B9 FL (8 AT i 2 L P of
JRA IIREAS IR A R — 38 LDA R F1{E 5 1k 0 56 A0 X 5
i B3

FETC B VR Jaccard J5 A3 8] 70,092 F1 {0
84.12% WML H Jaccard ik AN REAL B — 18] £ L1
B0 o O R R 2 A W B VA 0 1 O A ke — ) 22 SC I i
FRIC BRI 572 A B0 DI 25 280 ke ) W S S 14 1138 A DG 1
4.3.2 ABHEHE

TEA BT R SRR R bR IC 1 8635 SR BRI 75112
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B B 43 S DI 2 B L6 IE 4 5 I A G b T SRR R A B
S 2349 FI 6826 A8 F AN [8] 7 1 %] F SCAAF B AT 4 26
RN, ) TA5 B 18 AE SRR S T IO £ A SR 4 B
B ) T4 SRR A U0

) {5 B N SOAR Ay AR B, L FL (5 R R 45
FwmE 6 s,

=331
% = Accuracy

TextRNN TextRNN_ TextCNN TextRCNN DPCNN FastText

Att

XA KT
6 BRIk

Fig. 6 Supervised classification methods

P 6 1Bk FastText i FIBAHL R A G 55 Fb . H At J7 22 4
A A GRS . TextRNN, TextRNN_Att, TextCNN,
TextRCNN, DPCNN ( Deep Pyramid Convolutional Neural
Networks) Fl FastText 77 1% 35 J& 766 7] 715 B 4 09 1] &2 )5
TR BE 2 37 5 10 43 2%, 45 A6 AR YR X 7 194 R 88 2 T 5 3k O
X Ji] K S IS A28 A it 5 T 45 | 4 34 4 ol 44 DO 5 A T L i 0
B0 BILSTM, 2 & M & M 45 B8, 5 RUZ L 2 i &
P25 AL, BILSTM AL 2 5 42 35 B il 28 ) 2R A AL, B B
WAk 25 2 T AT 2 P AT, e 22 I 2 A AL, 25O
TEfli 1] DPCNN J5 i F1H 5 i 235 B e 75. 2800 5
87.34%.,

T RSB R A A A IR v 2 ) B S RO B
by o7 FH BR85S TR T A R I 5 275 5 IR BT S 4080 5 AL
2R BERT BEAUAE Jy FUI 25 A BRI ) 4. i ] BERT
TN G B 5 ) {5 S R SO A AR L F L (E 5 B R 46
Rk 4 pral,

# 4 BERT 4] T{5 B/ e gh 1

Table 4 BERT sentence information classification results

CHA: Y0)

A 4 AR AR LR RS 4% F1 Accuracy
Bert BERT+ Softmax 91.16 94.43 76.20 88.91
BertDNN BERT+ DNN-+ Softmax 90. 58 94.58 75.00 88.51
BertRNN BERT+ BiLSTM+ Softmax 94. 21 93.06 81.01 90. 46
BertCNN BERT+ CNN+ Softmax 96. 24 93.82 85.52 92.59
BertRCNN BERT+ BILSTM~+ CNN+ Softmax 93.48 96. 26 83.27 92.13
BertMerge BERT+ (CNN.DNN.BIiLSTM) + Softmax 95.70 95.12 86. 39 93.10
BertMergeAtt BERT+ (CNN,DNN.,BIiLSTM) -+ Attention+ Softmax 96. 43 94. 89 87.14 93.51

BertMergeAtt BRI H) F1{E | i 55 5308 3] & & . A 7E
2% A AU % b o S A 2 A B b BertMergeAtt £
TR J) DR I S92 R R T SRR O . RS S RN SR 5 A

%5 BertMergeAtt 5 S5

Table 5 BertMergeAtt parameters
A 53 A &
DNN Layer num AW A W% B 2
DNN Activation function ok B R PR B R ReLu
BiLSTM dimension Wk LSTM & 4 % 768
CNN window size H R AN (2.3,4)
CNN filter size EREHKE 256
Learning rate ESES 1x10 4
Batch size ok KN 128
Padding size FERKE 48
BERT Hidden size BERT [&# & 4 A % & 768
Dropout rate ML % & & 0.1
Merge DNN num A B % E K 4

RS BERT LA S 400 52 30 19 52 W, 76 )i BERT A% Y
A A b A R R e R R e 2 A B L S
HR AR LA B 358 430 s 4] B v XS I 1 S R R ME B, 3k 159448
A F A g BERT B8, A B M 240, K A i H T
H R HE Y 8635 AT SR SUA Ml . (1 BERT B2 Y
PR YNGR 9 BERT B8 7 53 S i XF LE L FL(E -5 0 R
HHWAE 7 fraxn, H P, Bert trainAgainFl 5 Bert trainA-
gainAcc 43 H 8 7E TR Y55 (1 BERT A5 5 [ 5 0 T 452 7l
i) F1 {8 5 HE#H 2 ; Bert_primary F1 5 Bert_primary Acc 4351
FRAE IR BERT SR 00 R BURL A F1E 5 HER % . P Fh s
BT AT 2R 15 A S 1 oE AR R AT R IR S 19 BERT A 2

FHLL R R F1 A — & TR

100

—— Bert—primary F1

—— Bert—trainAgain F1

—— Bert—primary Acc 93 93,51

—— Bert—trainAgain Acc s
0.5

HAH/%

Bert BertDNN  BertRNN  BertCNN  BertMerge BertMergeAtt

L E2 S

[ 7 BERT 8 4
Fig. 7 BERT model comparison
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FRMAE Ik A 15 B8 T 4 F- 15 & 8 ] BERT T
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BLHIE TR . JE M8 7 kv, Jaccard J7 1545 B F1 fH K
70.09% . eI K 84.12% ;4 W& J7 % 1 , BertMergeAtt 15
RIRAS f i 65 5 . F1{E 0 87. 14 %0 ERE R A 93.51 %,

SRR SO SRR R T S I R
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