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Abstract The Python programming language and its echo-systems continue to play important roles in modern artificial intelligent
systems like machine learning or deep learning,and are among one of the most popular implementation languages in modern ma-
chine learning infrastructures like TensorFlow,PyTorch,Caffe or CNTK. The security of the Python virtual machines is critical
to the security of these machine learning systems. However,due to the existence of huge native code base in Python’s CPython
virtual machine,it’s a great research challenge to study the security vulnerability patterns in Python virtual machines and the
techniques to fix these vulnerabilities. This paper presents a novel vulnerability analysis framework PyGuard, which makes use of
the static program analysis techniques to analyze the security of native code in Python virtual machines. This paper also introduces
a prototype implementation of this framework and reports the experimental results of an empirical security study of the CPython
virtual machine (version 3. 9) : we have found 45 new security vulnerabilities which demonstrates the effectiveness of this system.

We have conducted a thorough study of the vulnerability patterns and given a taxonomy.

Keywords Python virtual machines.Native code,Security vulnerabilities, Program analysis
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fErhE &M ARG R .

Python M AHLA MRS L A2 45 53— F Python $547 119,
FH T4 1A oA = 49 B s 2 AL G 46 T 5 B0 o AL 4
i R . fE Python Hv, 24 30 Python BAAI C/C+ + %
WHZENMHE %, 5] AT PyArg Parse, PyArg ParseTuple
1 PyArg_ParseTupleAndKeywords ¢ Python/C $% I p& %%,
I 2 R R T AR U A A Tk S A U AT ER i R
SRECERREOE BRI . F A4 TN T AL A s TR

FA RHEAT I B R AL A

Table 4 Format characters without overflow checking

HAFH  Python XA CxA
B integer unsigned char
H integer unsigned short int
1 integer unsigned int
k integer unsigned long
K integer unsigned longlong

T 1 /& Modules BT socketmodule. ¢ SO ) — 4~ 2% 1
B i AR S, A A S AT S LA A A% X A
‘I7 ¥ —A> Python 2B fk )il — 4> C unsigned int T 5
1. // cpython-3. 9. 0/Modules/socketmodule. ¢ # 1815
2. int port,cid;

3. e
4.if (1 PyArg_ParseTuple(args,“Il: getsockaddrarg”, &.cid, & port))

5. return O3

24 Python %if% A B9 4 EE# 73 C unsigned int {5 F (0~
4294967295) ,Python/C APT A4 5| ki S8 T 2 B it
FT AT L 7T B 25 T SO A 4 1R 5T R B U TR

Xof 3k 2 A AU ERO U 08 B R OR B 4% W B v
T 1y A 3 A 0 AT O v R A ARG A B R 5 e sk 28 4 4 U R 1
&5 AT B B AT, 3 23 T mT A 00 R
5.2 HNEEERFRR

Cpython 77 C {575 224 B B A~ 9 77 K 4. C P9 77 X ek
M Python W A7 X 3, T ) BE £ X 3X A~ W AF X U R 2,

CiEF M T malloc Fl free 25 b5 v JFE R 8. 0 78 T B4R
BEF3h A B AR RE T . 8 — 2 G R B RN 22 4 T T 9 AR
. HTFFhERNGE, HILTTRREERSIE S A 2R B
JHCRN P A 00 U 25 A7 B e A T IR . 3R AT CppCheck Al
TscanCode iR 5 5 H 4 H 5 o B9 N 77 45 B A 5C 19 SR K4,

Fahkd 7 REEN R T 3 B AE I 1 23 48 £ R
SUTRYRE L

toan, T A A B PC LT H F distutils 9 Win-
dows Installer F2J7 . 45t T — A~ N A7 Mt Ui 19 22 2 I 17 52 4]
% 2 f7i@ i3 fopen T IF logFile, #F 11 47 3% [0l 22§/ b % 5% 8
logFile JC M , 75 W 2% 38 A SC P i o JH A 9 95 ot e L & 3R U5
[ SC A B 3 1] R
1. // epython-3. 9. 0/PC/bdist_wininst/install. ¢ # 2542
2. logfile=fopen(argv[ 27],“r") ;
3.if (! logfile) {

4 MessageBox(NULL, “could not open logfile”,NULL,MB_OK) ;
5. return 1l; /* Error */

6.}

7

8. lines= (char * % )malloc(sizeof(char * ) * lines_buffer_size) ;
9.if (! lines)

10. ++ fclose(logFile) ;

11. return SystemError(0,“Out of memory”) ;

Bt 2Z 4, Python/C 42 1 iR $2 4t 55 4b 3 25 N7 40 T 4%
PyMem _ RawMalloc/PyMem _ RawFree, PyMem _ Malloc/
PyMem_Free fil PyMem_MALLOC/PyMem_FREE, I F Py-
thon #Er B AR LN A . Hisp PyMem_RawMalloc/PyMem_
RawFree #l PyMem_Malloc/PyMem_Free & Python #A & i
23 [H] H N A7 43 BE 24 T PyMem MALLOC/PyMem FREE Jf&
CPython #2417 I T BHE AW AF L
1. // cpython-3. 9. 0/Objects/memoryobject. ¢ % 824
2. static int mbuf_ copy _ format ( _PyManagedBufferObject * mbuf,

const char * fmt)

3.4

4. if (fmt ! =NULL) {

5. char * cp=PyMem_Malloc(strlen(fmt) +1) ;

6. if (cp == NULL) {

7. PyErr_NoMemory() ;

8. return —1;

9. }

10. mbuf — >master. format=strcpy(cp,fmt) ;

11. mbuf—>flags| = _Py_ MANAGED_BUFFER_FREE_FOR-
MAT;

12. }

13.

14. return 0;
15.}

FH AT R T Cpython 3.9 H — AN P 77 3 i 19 51
T PRECTIHE R DT BE 23 T8 25 0 R A % 5 A2 A X A
$i, % 5 478 & PyMem_Malloc 7E Python P77 X 18 45 748 &
cp BT strlen(fmt) -+ 1 By A, 76 bR 20 45 o I 3% 15 2 B
W S BOZAR T N A

S HRTE A E X Java T C 0 5 0 A7 5 AR 5€ U TR
B STERE AR AT AR 20 30 P T fige P A 4 BG4 1 B L 3R B
UL B AT & & A8 T B AR K e AT Sl 52 A7 B R DU AT 4% 2
PR A4 B B A 1) T Ik
5.3 REALAEFR

CPython #2fit PyErr_SetString, PyErr_SetObject it API
PRk I & Python S % . KT, Python S ¥ 4k ¥ HL i 5



F L L 55 : Python HE fLHLAS b AQ T 4 222 42 R SEERFF 5

479

Python/C AP 5 4k BEHLH Z (8] A VEHE . 76 Python fUHSH

fib i 57 I Python i B3 86 37 BN 1L & IR bl 2 4 4

RITHY try 4], I DL BC 57 S B EAT S W AL B, (] Py-

thon/C API 5| & H) 5 8 AN B8 37 BIZ¢ 1k A AL J5 35 (1 PUAT L 26 250

205 8] L A 2 A 1 4 o L

1. // cpython-3. 9. 0/Objects/listobject. ¢ # 2412

2.if (self—>allocated ! =—1 &&. result | = NULL) {

3. /% The user mucked with the list during the sort.

4 * and we don’t already have another error to report

5. %/

6.  PyErr_ SetString ( PyExc _ ValueError, “list modified during
sort”);

7. result = NULL;

8.}

BEXS L T 7R A 1 8 S AR AT BRI TR N S
ZJE M E return 1HA] . HJE S K B eR B B 1 B0 50 AR
\ERT . WiIn— CRE fAMA -1 CREL g . REL g
TE 5 R A AR A I S BRI S e B S AL BRI g 10T
FE L« BT RS B Ol . IR B Y AT RE S R B
AbBRAE TR . Y C &L f 98 Python J7 i I, 1% B0 23 28 45 3
=/

5.4 HIREERE

Python/C 2 I {8 I 1 A A [8] BL 11 > b 21 4% 98 T o 4% b
LI 15 < A P S R R 0 APT, sl AR R e
SCHY RSB A X T A8 14 A6 25 S TR o AE X 5 4 1) K
PO PRI 3 3 B2 2 T A 10 B 5% [ A IE A 1 3R [
JETC BT D) R AR ) AR 2 ) 22 W X ik R 1 5 T
A, 5 B B A T T

BT AR [0 51 2% consts 1, A8 R TIN arg BX)
% constant,{H 2 constant 1] §E 8 25, FEHE AN X 4 constant B
U8 1y e AR A RO RS
1. // cpython-3. 9. 0/Python/peephole. ¢ £ 150
2. PyObject * constant = PyList. GET_ITEM( (consts,arg) ;

3. +-+ if (constant | =nulD) {

4. Py _INCREF (constant) ;

5. PyTuple SET_ITEM (newconst,i,constant) ;
6.}
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