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Design and Implementation of Cross-chain Trusted EMR Sharing System Based on Fabric

YUAN Hao-nan' , WANG Ruijin"* ,ZHENG Bo-wen' and WU Bang-yan'
1 School of Information and Software Engineering, University of Electronic Science and Technology of China,Chengdu 610054 ,China

2 Network and Data Security Key Laboratory of Sichuan Province,Chengdu 610054 , China

Abstract Electronic medical record(EMR) is a sensitive and important privacy data asset of patients. Its trusted sharing is sig-
nificant to the development of medical informalization. Aiming at the problems of unsafe data storage,difficult cross-domain trus-
ted sharing and long access period of EMRs, this paper integrates blockchain and edge computing, designs and implements a
cross-chain trusted EMR sharing system based on Fabric alliance chain frame. The system is mainly divided into patient mobile
application, hospital Web application and RFID tag bracelet, including medical record encryption and authentication, cross-chain
trusted sharing,remote authorization and other functions. In addition, this paper designs encryption and authentication mechanism
based on biometric key and national commercial cipher algorithm series,to control the flow of privacy data with patients as the
main bodyand realize personalized privacy protection. It applies a master-slave multi-chain hierarchical cross-chain model on the
Hyperledger Fabric to achieve reliable access and control. Experiments and comparative analysis show that the system has great
advantages in data security and performance.

Keywords Electronic medical record, Alliance chain, Trusted sharing, Edge computing, Biometric key
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Fig. 1 Design diagram of system overall architecture
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Fig. 2 Five-layer architecture design of core medical record business



492

Computer Science TEPE#  Vol. 49,No. 6A,June 2022

2.2 RGINREBRIEIT
L Hi G o B 5T LR P SR e M. s T T A
PEINRESS K L 3L =R 6,20 DIRERL L, A 3 PR

| & TR RT A b
i i o A ]
bt Hie 5 4] His e g
i i 4] Ui 29 He o1 1]

i )71 4 S

[t 7]
i i ] (] o Himns]
i 48] HEe 2 ] Ha o] Hie 7 122
i i T 4] i s ] Higcap get] Yoo et
] it ] Yy 2 Y o |

[Epewebii Al |

K3 REIRERIHIA
Fig.3 System function module diagram

(D 85 B 8h N 5 T R A

1O 7 0y « 378 8 52 AU ASE B Ab 311 5 A 3 AR 3 T A R 3 4L
K 59 U0 SRR A T s e 3 SO O T AR R L TR A
2 S5 ER A R 505 I A SR R K A I Bk BB T RO T i ik
Btk

DML TG S R SR B A B A HE PR I
HES B L5 3R BRI E A0 5%,

AN AF B TR R A AL B 03 W
B A s B AT LA B AR A AR R AR B A A O i e
SR A5 s A )RR AR A P B 4 RR 3 AR )RR AR I R AT AR S 4%
EH R,

(2) B Bt Web Jif FH % B BEAR B

DRI H G 0T LR B BT M R AL N
J5 W 5 SCAE R AT 1A 5 AR A DT T O B iy B YT
SRR DT S DT R 3 E A M 9 D7 R SR A B 4G IR A S R )
R R T S 2 SR A

2)1B WPl A RS AR P B R AR X R 12 R AT TR
125955 07T 5 il Bl A A AR B ply I A T LA B R A O R
B A HOID BB S T S R SR IR T AR S
g,

W TG R G BRI I 5 AT RSSO
eI SR DL 2 S0 2T R G 45 2 B T Ak
A Y L HCHR W A KB

(3) 2 Bt Bh F PR A

DRRES . LR 2GR N EmlR314E R
HAFHIFmeE,

2) L B SRR IR R AL P A SR R AT Bl
I [ BRI

3) N GE T+ S R 30 5 o A A 8 v g A B
2.3 Aol EREIEIT

RERGHONS HBTHRITMEL . LiE5 14,
DIRR IR R T8 584 WiE, b £ T REEY
FRAE 2 B 55 T S 0 B 7 i 2 DE DL R IR 3t [ 4
Fias . Hod BEBE T A AE CA A S EME A H 2B al BS B 35 A
IFAAR (PKoe s SKios >« #4503 15 18 B 28] PKyo, 32 38 4
CALZERBFIE B R M E SRS 4. BEBINAK
i e T A 0 I B T B 4 4 I ) B B T SR
Cig U G ST A I R INE S b ) =i o NV A SIS/
PKo s HEATIE . Koo 7 835 £ W) RRAE %5 51 R 18 B8 3 BT
EEIRE Z -2 A T

Kiri Siger sh(M
iris E]; 'IgV\hos(Ha‘\h(M)))

Xt b

SKhos: BT & A4
PKpos: & i
Kiris: A Y4 AE 1 725 40

PRpos

P4 99 I3 8O0 ik 2 S5 I L R 8T
Fig. 4 Design of medical record data encryption,decryption

and authentication mechanism

2.3.1 mmEL mE b L4
= e B 2 WG L 5 5 Web 07 3t 28 B 3% W SC
TG DT . BEBE Y R SN W SR E SR T I 2% SM3 Bk T
B, Z 5l B B W S B8] SK. I ok H Bl % SM2 ik
M EEFATE L. HBE LGN EE Sigs,, (Hash
(VD) s B W] SCRCHE R 28 2 J5 i B PR e — & 5 il A=
WRRAE X BR 2 Koo JF SR 2% SM4 B30 % 50408 3#E 47 % FR
STEIN A A B 58 LA A UCIE KO JE 0 T BUEE Exa
(Sigsg,,, (Hash(MD)) o W3O I B n 8 e %6 44 53 15 4l 3d
WAL 1 iR,
k1 LT E 0 B SO D RO 45 4 B L
H A W SO DB emrData BE BE 1 2L FA B SKuos  2E 9 7 AE 3T B 25
] Kins
it < 25 4 TN I ) % SO D 8 emrDataEncrypted
LR SO DI 22 . R FH SM3 i 228, 3157 emrData Y Hash {f
emrDataHash;

BT R SM2 % & Bk T A X emrDataHash 1) % 4 {i
emrDataHashSig;

3. PF#% ;emrDataPlainText=emrData | emrDataHashSig;

AN FR N < SR T SMA N 25 B3k 6 W SCECHE N % 4 emrDataEn-
crypted;

5. i Y emrDataEncrypted, 45 %,

W S5 [ B30 45 44 B T 8 5 S U5 o T 2% 95 D SC A emr-
DataEncrypted 4% % IPFS 43 4i 2\ P2P 171 W 4% , 15 3| i —
53 HENAMIKEH RS Hash {8 ; B S0 i Hash (i 5
TR P IERE BT X, 8 R BE A I8 g 3t
AR S LTl S NP A = R £
2.3.2 ABER TR MELELRIE

MBEARNAEF Dy L D05 K, Bl s A S 8 T
ARG, B B B R 55 2% 98 T AR G 24 AR B OC B 5 AE B
A R T ad . AW RS R 35 R 51 Hash 67
IPFS 434 20 P2P £74iff 9 46 i T 2845 3 in %5 955 J3 SC 14 emrDa-
taEncrypted, FHXFREEE Ko, XT 905 J7 809 16 25, 2 )5 98 30E 1%
WL A ER T S AP PK. . B3 54 S E H ¥
BH S D BHE R % SM3 Sk h B AR B BHE H L iF A
FLWIER B . #F H 5 H' 58 4 — 30, W3 i X B 96 F 99 D7 2
LA R AW R, B SO 7 SOHR A 2 T 06 4% Sk A R
WA 2 fiR,



BRIP4 HT Fabric WH PRI FHREZRFE RIS L 493

Bk 2 kTR W 0 SO I BN i M e A B 1k
BN 88 30 i B8 emrDataEncrypted , 2 B 5 A A 8 PKios
TE XS FR B A Kiis

it W SO0 38U emrData

L XA« R T SMA ik 5 557 K 985 SRR A% %5 emrDataPlain-
Text;

2. Yt . BU emrDataPlainText B J5 32 735 & emrDataHashSig, 4%

4~ emrDatas

LTS SO RO R L R T SMI3 i B AL 5 A8 Hash

emrDataHash;

IR 4 R T SM2 85 & Lk, B A emrData, emrDataHashSig,

PKpos PEAT B2 IE 5

CAEE A L P BRAIE S W, T 4 nall, 25 3 B W emrData, 25
WAL Y BEAEBE AN R A B AT O SR B A

SR B TR R IO T S D7 Hash &R 51, dE 10 B #: T 2045 1

TR I S, FEANESR B AR AR AT . I E i R

FONT B RAAE 3 1 AR W B Ko 58 U 2020 3R SR HE 2 R

3 REXBEEARLIH

3.1 BETEYHENZEASHERE

W RS & HoA— JC A U AE 7 & Rl i A W
AR5 1 0 5 B o L O R 0 T, BB T AR — MR AR 8 B
B EE (=56 D) M5 K 43X — s T IR AR AE 5 1 A= ) 2
A A B

7 BT AR AT £5 AR ) % 91 WE 52 05 1T Davida T 1988 4F 4
T AV B AR 7 %€ (Private Template Scheme) ™, % J5 %% 2
T M 7R T R A R R B B R I S g A AR A R A
R R, TR A R TAE 2 Hao E‘J%TQL{%@DZ]
Je Rathgeb % T 17 5 () 4 J5EF5 AF 25 51 A iep R LR T
PEAAAE LT )0, — 2 4 B r J R i A5 R AE A T 2 i » A2 7E
B 5 A 1) s R AR Y 2 B X ok B AN L AN 2 ok T
FAEA B, A R G5 R 5 5 v« 76 01 I 191 4k 3 3k itk 1, 1)
Haar /N = 2 73 fif 32 OIT BERFALE o SR FH BB ATL I S5 o 50 M AT i
FRAE T B 3R O 128 A0 FR N2 2% 410, 0 T B % SM4 T FR
R SR E A AR A G B R A 3 T
TR
Bk 3 T BEARAE i % 0 i Ak
A T AR E R img
it T B SMA X RO % R IA I 128 (1% 4
1. 0w PR T # 2Kf img HEAT WAL # S 45 ) 5 — L E R img_tmp,

K/NH 100X 4005

2. %505 B img_tmp EIR A7 105 40X 200 X Ry

EYHE

w

o~

ul

3. 24k Haar /NE =2 53 WSS 2R 19 HLs , LH3 . HH; X &, 3t 375

AN R AL
4IRS+ 0~ 17 B (A /0N I 2R B0k B0 RS AIE Tl B € Sy it A
5. BT Ll ST BEAL W BRAUN C PR EL 128 0 X FR D % 4R P
6. f it PLAEIR,
3011 AT

AT R Ak B 0 T R A LT S A A L HR RS R L BE B

R A BEEER SRR 0 — b 5 AN 25 3R, I H A 2 B8 IO A0k AR IX
WALRRIE SR L A, Wb 3 ﬁzﬁnl 5 TR .

i
"3 o

Co) HR R s )

() BE B A

Ce) BT B R AT 9 — 1k
Pl 5 B AR AL B
Fig. 5 Iris image preprocessing
3.1.2 SR AFAE R BRI A G D
WT S S B R AT 2 A PR AR R R AT R AE XS AT
4 Haar /NE =250 0 1& 6 TR,

&6 AT MRS Haar = )2 /N4 fif 25 R

Fig. 6 Results of Haar three-level wavelet decomposition

of iris image

T 5 S0 B ARR A (1) A3 %6 A8 A 5 O B PRI A5 A 1) 40 5 £ S
FEAL PR RO R B AR IR R RO I AR AE R
B B s S EURFAE 1) 42 8] 2 A, B AR G A 280 5 8 T
B o PRGHR MRS = 2 v O R BN O 0 R AE 1) & CL AR R
25X5X3=375 /N R RWME 1 FrFl,

1ML BERRE R B IR

Table 1 Results of iris feature coefficient extraction
FHA 1 2 3 4 22 23 24 25
44,625 38.500 18. 750 37.000 43.000 1.125 39. 250 40. 625
LH 20. 375 5.875 —1.875 —8.750 —8.000 1. 375 1.125 —6.000
_H3
15.125 2.500 —31.875 2.500 7.375 9.250 2.500 6.375
46.125 —44. 250 49.500 33.000 —28.750 —30.625 —21.250 —60.875
HI 30. 875 —11.125 11.875 —12.250 .- 0. 000 —31.875 24.125 —56. 750
L3
—10.875 —8.250 —12.375 20.750 —40. 375 —2.500 13. 000 12.375
2.125 —9.500 —1. 250 16. 500 —16.000 —1.375 21.250 —0.625
8.625 —8.875 25.125 —8.000 0. 000 11.125 —40.875 —12.000
HH;

12.625 1.250

—25.125 5.750

—9.125 —7.250 14. 250 1.375
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Fig. 7 Results of biometric key extraction

3.2 ENSHSEEEKRE

5 A S RU 1 T L A i X e 090 A e R AT R L 4
MRAL SR BIRE T . ARG T — A EHESE T PBFT 3
WA EN ONFEE T PoVT LR LY 2 N 245 53 2 15 4 A5
B, AT T T A TR AL A B R BOR M BE 1 T 4T |
o D17 A DX B 5 5 0 2 5 X MR DA% IX B R AT HE R L
W5 R4k, BRI I 8 fTR,

[E B 2k 7= % & Np (R4 HNy
%‘@Q&{&

BEV RNy X
@%%‘%&6%

B3 )@H 1 2

# K as|

#3 Y &
1
A AN M g
Ea@H A Ny

B8 2 N4k 4y 2 5 R4S AL 45 1y
Fig. 8 Structure of master-slave multi-chain hierarchical

cross-chain model

3.2.1 MR

PN SR FH — o 3 T B AL RS FIALH S PoVT 2R 41
il o R 5 ]SS AL e 2 £ e R ORAIE T
Z 5 R Y ST RE P L R B B AR T T AR A I KA 4 BT
B S DAY 38 SR 3R 40 R AN #3890 O BUAE i RL A
B SEROERE . R TE — I [R] P9 58 OB X 3T 4
5 b4 E— A H G EE A A 131 S0k A R 0 oy B
BHRAGIX Y b2 EREM L, BT G 5 KM 658
TR HEZE T AN A S R AN T AR L T A
Z GAR AR, 757 7] 20 B AU X e 2 AR b 5 R 28 Y R R A
i DX LR AT A 50 I 45 55 5 A 7 T 5N DT B AR SRR A
JAT AL R DX e s 5 b1y 810 T A AR T B 2 T ek R
PR 55 B 3 DR 2 R 0 Ak SR AT B A 5 1R 3R T AN B0 TR
BT AE JE R — JA 0T P 9 B A Y B X B b AR E R 4%
L A S e U o S D =W 7 N I W LV e e 8

— AR SRS NVES N PO S A F R 5 R
AMEETT SRR By . S N B UG il PoVT LU
T T A — AN I B P e A DR A N R S TR I
F M R TR 2 B 0 A I — A PR BT DA 4 ke = 4 o AR 3R 9
B 2 o K B DX B b A 2 R R4
3.2.2 E4 R

F R — Fp ik i PBET AL 2 3 IR 2
PBFT SR AL A9 25 Ak L K 2 a0 Dp SO 1T 2 i A 0 37 B
TE A 2 B 97 ) 25 A R A ) HAt Y R R B X B R Y
75 358 R A5 5 4L IR D145 DR TR 25 DX B A i bl 6 1
SR A ML BEAT AL B . Bt )R 9 PBET JLRURRE 220y
JEE] B 3 BOAH ELE L T B AR I e

R S0K B T e NEE T E B A B X H s b = &
HEML L RE 25 RS R PBET 31, 78 LS8 R
HARE G B X PR EAR MM, B MRERT R
PRAF 1 32 6 DX He v B 4 35 R B AS ) DA B9 DX JR 500 , kG BT
TE 9 DB A9 A 5 A IR, DT S8 S ) D 1) ) 90 s

4 RGEaHRMK

4.1 BREHH
4.1.1 =4 WoH

(B 22 4 R G0 A Bt R SR 80 5 B 2 AUk
B R U Jr sUAL HOIF A4k . FC v B Al IR R B A7 6 T
% e AN M 548 O o, 0 P P A A B AT A A R A
Jo Ak . B U I B SR B — RPN L T A R S
% B B N 5 UGIE ML R A B HL R R G A X BN 2
B PR R A AT B B S F L B R R e v A X L
i TR A T AR . A DG BB REID B F o
23Rl NTag213 it . JF )i T g R P 452X, HR 128
ECC fn% , MK 4 50 KJG , il 745 20 Sk AP, %
.

(D RFEBITEEN: REZ ORI R A ST
P2P 5K B i 3l i T s L R 4 b, T AR — i R L A
W B s M ZBE 4T 2 B AE 4% P 4 s 9 PBFT JLi0
SV SRR 31 W AU AR TR M AR IE R S AR M
4.1.2 EHH

i I SimPy #2451 &5 %t 3 Ge A% 0 X HE N % 5 3 T 5
i 5538 A7 R HEAT @R, R B AR i PBFT R 1 DL & H-
PBFT Sk #EAT XTI .

B R T SEECH 20.50,.100 X 3 MO0 T Y7
Mo S AE, B 9 R 10 AT LA H R AR PBET JE31
VRN R G RE R 1 B 20T T B, R A H-PBFT 3
HEENRERA NS . ARG DEITAEH ARG X H
HERFEL G R NS 2SR, ST A LRI A R
GiAstri Al e B kB 5 AL LA R . HOR L
CPU (5 RIS pa I 8] 19 A8 fk 25 SR a8l 11 i . g5 SR T
VIE WL, BEE AR, R Ar i PBET HiHA B RS
CPU 5 M R8Tt |, I KR 5 1E 9826 4245 ; H-PBFT &
2 CPU [ IR AR a3 5 Z 0L KR IFELE 829 A s &
F 8 CPU N HSEA KB, T LLREETE 200 LT



BRIP4 HT Fabric WH PRI FHREZRFE RIS L 495

8000

7000

6000
170]
& 5000
mﬂ 4000 o RFAPBFTH % #H A%
- 3000 FAHPBFTH % # A %
# LESS Y]

2000

1000

) H [

K9 Rapmrulmxf
Fig. 9 Comparison of system throughput

1200

1000
2 800
g{ 600 o RAPBFTH %M 2%
= RHAHPBFTH k£ %

400 " AXR%

200 I

0
20 50 100
HRH

K10 RGERIEXT I
Fig. 10 Comparison of system delay

120

100
80 f
60

/

/ == R FAPBFTH %t R 4%

40 RAH-PBFTH % ) # %
2 —-— R X R4

0
0 5 10 15 20 25 30 35 40 45 50 55 60 65 70

i 8 /s

CPU & F%/%

B 11 A4 CPU & HIER L

Fig. 11  Comparison of CPU utilization

4.1.3 REZ%AK

IR B 45 L R G (kA R SE LCPU (5
) BRI RS G 5 A Ty xR 2
T DB LR G HAT T X L SRk 2 pral, AT
L . 25 By B 0 D B I 52 R e 3 B 7 X B F
% U0 MedRec 2 F DL K35 . MDSM 574 3¢ £ 40 5L F 0K W 5
WAh AR CR G X BE S Gt HA PR G DR &
T B o B 7 5 A7 it D A T A b AT 0 T A
NIE 5 76 AR RGBT AT, [RS8 5% I 3 I\ 24 4
JZ B BERCAL I R T X R 2 AR L R T R R ) LR T
B &

F2 FERGEX I

Table 2 Comparison of similar systems

, NN EE & EEEL

A AREERER ya pap aaunk
MedRec:”] PoW L RAK ®H %
MeDShare! 6 - ik & o & F Y
MDSMLI7] DPoS ik & f ) B
EMRSBCH'®] PBFT W4k BE i %
ES &S PoVT.PBFT %4 ] i %

4.2 A
BE RS VBERE Web BTS2 BLEE R A5l n ] 12, 8]
13 fis . AR4E B 2 s 3t il 07 58, R gl ad 1 D RE T

Ik 5 3k 2y R e I 1

B RETE
HE: FEEH

EfR: RETE_ARER
HE. EEET
EE: ¥

Bl 12 f B3l N I 0 BT

Fig. 12 Core page of patient mobile application medical record

MEIE

e b — o

& 13 BEEBE Web I 9% 57 4 B0 i

Fig. 13 Management page of hospital Web application medical record
HRIE ALEEXIESHEITEREAR, BT

T TR E = R, LR H YRR ], 52
A PEACBE AL BR3P . A B0 1) 4 e 5 S A 3R 3 1 B R Y
EP LA E W RN ST E R AR, YR ARG
P2 AR A X Yt 5 H ST B HRE A& B R b i
M — 2R 1 B R A P 0 43 T B A i e R B 30 0 B K
B Ja T B R A L ek R AR R PR LA R AT
TR 2R 1 AR AR R A R — P IRAIE L.

& % X W

[1] JIANG ] X. Application Research of Medical System Based on
Blockchain[ D]. Anshan: University of Science and Technology
Liaoning,2020.

[2] DENNIS R,OWENSON G, AZIZ B. A temporal blockchain: A
formal analysis[ C]// 2016 International Conference on Collabo-
ration Technologies and Systems (CTS). Orlando, FL, USA .
IEEE,2016:430-437.

[3] CCID. White Paper on Network Security of Medical Industry
2020L EB/OL]. [2020-12-15]. http://www. winetworks. cn/
newsl/shownews. php?id=416.

[4] VUKOLI M. Rethinking permissioned blockchains[ C] // Pro-
ceedings of the ACM Workshop on Blockchain, Cryptocurren-
cies and Contracts. Abu Dhabi, United Arab Emirates: ACM,
2017:3-7.

(T#% 638 1)



638 Computer Science TEPE#  Vol. 49,No. 6A,June 2022
[20] CHENG P,CHEN Z. Multidimensional compressive sensing teristics for high-capacity space-time wireless[ C]J // Proceedings

[21]

[22]

[23]

[24]

[25]

[26]

based analog CSI feedback for massive MIMO-OFDM systems
[C]// Vehicular Technology Conference. IEEE, 2014 ;1-6.
JANG Y, KONG G,JUNG M, et al. Deep Autoencoder based
CSI Feedback with Feedback Errors and Feedback Delay in FDD
Massive MIMO Systems [ ] ]. IEEE Wireless Communications
Letters,2019,8(3) :833-836.

KUO P,KUNG H, TING P. Compressive sensing based channel
feedback protocols for spatially-correlated massive antenna ar-
rays C]J//Proc. IEEE Int. Conf. Wireless Commun. Netw. (WC-
NC). 2012:492-497.

GUERREIRO J,DINIS R.MONTEZUMA P. Analytical Per-
formance Evaluation of Precoding Techniques for Nonlinear
Massive MIMO Systems With Channel Estimation Errors[]J].
IEEE Transactions on Communications,2018,66(4) :1440-1451.
HUYNH V T D, NOELS N, STEENDAM H. BER evaluation
of OFDM systems with joint effect of TI-FADC circuits gain mis-
match and channel estimation error[ J]. IEEE Transactions on
Communications,2019,67(5) :3612-3623.

WANG C,AU E K,MURCH R D,et al. On the performance of
the MIMO zero-forcing receiver in the presence of channel esti-
mation error[ ] ]. IEEE Transactions on Wireless Communica-
tions, 2007,6(3) :805-810.

MARZETTA T L. BLAST training: estimating channel charac-

[27]

[28]

of the Annual Allerton Conference on Communication Control
and Computing. 1999:958-966.

HASSIBI B, HOCHWALD B M. How much training is needed
in multiple-antenna wireless links? [J]. IEEE Trans. Inf. Theo-
ry»2003,49(4):951-963.

WEN C,SHIH W,JIN S. Deep Learning for Massive MIMO CSI
Feedback [ ] ]. IEEE Wireless Communications Letters, 2018,
7(5):748-751.

QING Chao-jin. born in 1978, Ph.D, as-
sociate professor,is a member of IEEE.
His main research interests include
wireless network and communication,
Al empowers the innovative theory and
application research of wireless and mo-

bile communication physical layer.

DU Yan-hong, born in 1996, postgra-
duate. Her main research interests in-
clude Al empowers wireless communi-

cation physical layer and CSI feedback.

-

(B35 495 )

[5]

[6]

[7]

(8]

9]

[10]

[11]

[12]

[13]

[14]

SHRIER D, WU W,PENTLAND A. Blockchain&.infrastructure
(identity,data security) []J]. Massachusetts Institute of Tech-
nology-Connection Science,2016,1(3) :8-11.

XIANG F,ZHANG B L,FAN B N. Application of blockchain
technology in foreign medical and health field[J]. Chinese Jour-
nal of Medical Library and Information Science, 2018,27(8):
31-37.

BAXENDALE G. Can blockchain revolutionise EPRs? [J]. IT-
Now,2016,58(1) :38-39.

DHILLON V.METCALF D.HOOPER M. The Hyperledger
Projectl EB/OL]. [2018-07-20]. http://www. gemhealth. net/.

QIN B,CHEN L C H,WU Q H,et al. Bitcoin and Digital Fiat
Currency[ J]. Journal of Cryptologic Research,2017,4(2);:176-
186.

SATYANARAYANAN M. The emergence of edge computing
[J]. Computer,2017,50(1) : 30-39.

DAVIDA G I, FRANKEL Y, MATT B J. On Enabling Secure
Applications Through Off-Line Biometric Identification[C] //
Security and Privacy-1998 TEEE Symposium on Security and
Privacy. Oakland, CA,USA,IEEE,1998:148-157.

HAO F, ANDERSON R, DAUGMAN ]. Combining cryptogra-
phy with biometrics effectively[J]. IEEE Transactions on Com-
puters,2006,55(9) :1081-1088.

RATHGEB C,UHL A. Context — based biometric key genera-
tion for iris[ J]. Computer Vision,2011,5(6):389-397.

HUANG Q B,AN Q W,SU H Q. Study and Realization of an
Improved PBFT Algorithm as An Ethereum Consensus Mecha-

[15]

[16]

[17]

[18]

nism[ J ]. Computer Applications and Software, 2017.34 (10):
288-293.

AZARIA A,EKBLAW A,VIEIRA T.et al. MedRec:Using
Blockchain for Medical Data Access and Permission Manage-
ment[C]//2016 2nd International Conference on Open and Big
Data (OBD). IEEE,2016:25-30.

XIA Q,SIFAH E B, ASAMOAH K O,et al. MeDShare: Trust-
Less Medical Data Sharing Among Cloud Service Providers via
Blockchain[ J]. IEEE Access,2017,5:14757-14767.

XUE T F,FU Q C, WANG C, et al. A Medical Data Sharing
Model via Blockchain[J]. Acta Automatica Sinica,2017,43(9) :
1555-1562.

ZHANG L. H,LAN F,JIANG P P,et al. A secure medical re-
cord storage and sharing scheme based on dual-blockchain[ ] ].

Computer Engineering &. Science,2019,41(9):61-67.

YUAN Hao-nan, born in 2000, under-

graduate, is a member of China Com-

J
<

)
)

puter Federation. His main research in-

terests include blockchain, information

security and software engineering.

WANG Rui-jin, born in 1980, Ph.D, as-
sociate professor, master supervisor, is
a member of China Computer Federa-

tion. His main research interests include

information security. privacy protection

and blockchain.





