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Study on Key Technologies of Unknown Network Attack Identification

CAO Yang-chen,ZHU Guo-sheng,SUN Wen-he and WU Shan-chao

School of Computer and Information Engineering, Hubei University, Wuhan 430062, China
Abstract Intrusion detection is a technology that proactively defends against attacks in the network and plays a vital role in net-
work management. Traditional intrusion detection technology cannot identify unknown attacks,which is also a problem that has
plagued this field for a long time. Aiming at unknown types of intrusion attacks,an unknown attack recognition model combining
K-Means and FP-Growth algorithms is proposed to extract the rules of unknown attacks. First.for the data of a mixture of multi-
ple unknown attacks,cluster analysis is performed with K-Means based on the similarity between samples.and the silhouette co-
efficient is introduced to evaluate the effect of clustering. After the clustering is completed,the same unknown attacks are classi-
fied into the same cluster,the feature of unknown attack is manually extracted, the feature data is preprocessed, the continuous
feature is discretized,and then the frequent item sets and association rules of the unknown attack data are mined by the FP-
Growth algorithm,and finally the rule unknown attack is obtained by analyzing it. The rules of attack are used to detect this type

of unknown attack. The results show that the accuracy rate can reach 98. 74% , which is higher than that of the related algo-

rithms.

Keywords Intrusion detection, Unknown attack, K-Means, FP-Growth, Association rules
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R TC AR, T AR 48 1 W 40T 8088 78 NSL-KDD
R A T R AE SR R AT S B  IE H R AR S 1 B 2
PEor M 3 & 4 s,

1 2 tep ftp_data SF 12983 0000 000 00O 0 000000 1 1 0 0 0 0 1 0 0 134 86 0.61 0.04 0.61 0.02 0 0 0
2 0tcp http SF 267 14515000 001 000 0 000000 4 4 0 0 0 0 1 0 0 155 255 1 0 0.01 0.03 0.01 0 0
3 0 tcp smtp SF 1022 387000 001 000 0 000000 1 3 0 0 0 0 1 o 1 255 0 00.72 0.0
4 0 tep http SF 327 467 0 0 0 001 000 0 000000 33 47 0 0 0 0 1 0 0.04 0 0 0
5 0 tcp smtp SF 616 330 0 0 0 001 000 0 000000 1 2 0 0 0 0 1 0 1 0 00.33
6 37 tep  telnet SF 773 364200 0 0 0 0 0 1 000 0 000000 1 1 0 0 0 0 1 0 0 0 0.77 00.0
4 0 tep http SF 350 3610 0 0 0 001 000 0 000000 8 8 0 0 0 0 1 o 0 0 0 0
8 0tcp http SF 213 659 0 0 0 001 000 0 000000 24 24 0 0 0 0 1 0 0 0 0 0
9 0/tcp http SF 246 2090000 001 000 0 000000 16 16 0 0 0 0 1 0 0 0 0 0
10 Oudp private SF 45 4000 000 00O 0 00000 0 505 505 0 0 0 0 1 0 0 0 0 0
1 0 tcp http SF 196 1822 000 001 000 0 000000 17 17 0 0 0 0 1 0 0 0 0 0
12 0tcp http SF 217 1816 0 0 O 001 000 0 000000 17 18 0 0 0 0 1 00.11 0 0 0
13 0tcp http SF 294 6442 000 001 000 0 000000 22 46 0 0 0 0 1 00.11 0 0 0
14 0 tcp http SF 300 440 000 001 000 0 000000 7 7 0 0 0 0 1 0 0 0 0 0
15 Oudp private SF 54 51000 000 000 0 00000 0511511 0 0 0 0 1 0 0 0 0 0

7 e

3 IR HUEE

Fig. 3 Normal data set

1| 805/tcp http [RSTR | 76944 100000 10000000000 1212 0 0 1 110 o 00 0 0007007
2 | 2079 tcp http RSTR 72564 0 00000 10000000000 11 11 0 0 1 110 0 00 0 0017 0.18
3 | 2079 tcp http RSTR 69644 000000 10000000000 12 12 0 0 1 110 0 00 0 0017019
4|  0tep htep SO 0 0000000000000000010110 1 1 0 010 0 00 0.65 0.65 0.32 0.32
5 | 2069 tcp http RSTR 72564 00 0000 10000000000 § § 0 0 1 110 0 00 0.02 0.02 0.47 0.49
6 0 tcp http SO 0 00000000O0OO0OOOOOOO 35 350.26 0.26 0.74 0.74 1 0 0 0 0 0.05 0.05 0.68 0.68
7 | 902tcp http RSTR 57964 0 0 0 0 0 0 1 0000000000 42 42 0.02 0.02 0.95 0.95 1 0 0 00 0 00.16 0.16
8 0 tcp http SO 0 0000000000O0OO0O0OODOOO 29 29 0.79 0.79 0.17 0.17 1 0 0 00014 0.14 0.7 0.7
9 | 0tep http SO 0 00000000000000000 16 16 1 1 0 010 0 00 0.21 0.22 0.56 0.59
10 | 804tcp http RSTR 21184 0 0 0 0 0 0 1 00000000 00 50 50 0.02 0.02 0.98 0.88 1 0 0 00001001 0.7 0.71
11 | 2057 tep http RSTR 72564 000000100000000O0O0GO0 11 11 0 0 1 110 0 0 0 0.02 0.02 0.35 0.37
12 0tep http SO 0 00000000000000000 11 11, 1 1 0 010 0 00009 0.1 0.56 0.59
13| 841tcp http RSTR 60884 0 0 0 0 0 0 10000000000 73 73 0.03 0.03 0.97 0.97 1 0 0 00 0.01 0.01 0.35 0.35
14| 902 tcp http RSTR 56504 0 0 0 0 0 0 10000000000 61 61002002097 0.9710 0 00 0 00.230.23
15 | 2066 tcp http RSTR 56504 0 0 00 0010000000000 8 8 0 0 1 110 0 00 0.02 0.02 0.51 0.53

B4 el SRR

Fig. 4 Attack data set

5 B 1) P AIE AR UK SR T 2 2 AR 1 I TR] RS B L B i 2L
IR 55 S AL R A VIR E LA % 4 B AR ALY 8 B AR
FHL A 2% 25 U AL 00 1 i B A B R AR AR IR D 1OR
[l Sy 00 VHE DR 43 B B R 2 B0 A A 5 U ) 2R e SR

PEFNE 57 B OB 5 SR 2R A YRR B S S TCR I 0D
compromised H B K H . B root BRI AT shell 2 1N Ky
0) HUAT su root F84 4 1CE My 0 root HI P 15 18] R £ . £
SO B | shell i A8 A TR B U IR 5 o SCR 9 TR
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—A~ ftp S0 H I HE B B SR PR B AFFE T hot B3k
guest JFTVB SN TR NN 0) 57613 25 BRN N L A] = 0L B0 i 328
BRI 45 00 B A L IR ML B SYN B R T 4 Le L IR IR 45
L SYN SR 43 b L[/ ML B RE] 45152 & 4 L TF AR 55
L RE] 4515 43 b L[R]3 0L [R] AR 45 1) 128 B2 7 43 EG L T) 2 L
AN [ AR 55 19 3% 3 A B L TR IR 45 oh R [R] 8 BL A9 3 402 1 40 1
T 100 A4, [F] 3= ALY % B2 45 W) = AL IR AR 55 1 3% H24 [W)
FHLIE) AR S5 00 7 3 40 L L TR WU R IR 45 00 3 B2 8 4 L L )
F ML) 0 T A3 bR AU LY A L LR
HLH B SYNH5 82 A 43 L L R i 55 i BR“SYN” 5 1354 & 43 L L [+]
FHLH I REI SR T 4 R 45 3 RE] A5 52 1 4 H

Ve WO U 5 08 R 0 B IEA T 6E EL T LUK L AH E I R
B L B0 BSOS A i R G I R, R IR R R
tep, AFR EHLIR 55 2 B0 hp, 3% #4438 RSTR, S0,
S3,SF. IF % B W0k 25k SFL I B HLE] B bR 2L 5735 5ok
KL E AR E LB A IR 145 U8 L0800 , 76 W RD P 7E 7% 35
HEL“SYN"HE R H B RE] SR H /- b R Z B R F 0,
TEHT 100 A&, B “RE]” B9 & 43 Lo A L “SYN” (1 &
SRR ZERT 0. fE#AT /T SRR TR 2 2 B A LRI HE
AE 1k AP N L 5 2w B AR B AR AL R S
i % 4 E A R ) I 55 0 i e A, BRIBCHS 1Y TE R B0 AN B
BR AR 2 5 KRR E N2 2 i3,

2 IE R AN T B AR 2% B Y R AIE

Table 2 Characteristics with great difference of normal data and attack data

%5 BAE E#HEE ki HEE (R
0 duration #H R A K o H R B R K # 5%
1 protocol_type tepsicmp, udp tep B
2 service ftp. http. private % http B#
3 flag SF % % fi ik & RSTR,S0,S3,SF B
4 src_bytes e &N F AR K #* 4
5 dst_bytes iR [EIE TR HEAH O # 4
6 count AT E T ki # 4%
7 src_count AT Ve E )T oA 4 # 4
8 serror_rate BAKLZH KO BAaLAEZHKATO # 4
9 STv_serror_rate ER R &) BALKEZHATO f=4
10 rerror_rate Bath kS8 N0 BHalkhKkEHATO # 4
11 Srv_rerror_rate HaASZHNO BAakKkEHATO #* 4
12 dst_host_serror_rate BatkhKEZH O BalAkEHKATO # 4
13 dst_host_srv_serror_rate BAakKLZH O BALKSZHATO % 4
14 dst_host_rerror_rate R EE &N BAMWKSZHATO * 4
15 dst_host_srv_rerror_rate EER TS &K BARAEZHATO #* 4

SrETZ A B AR AR AL 3 N B LA R 13 AL AR
i, 7E F FP-Growth 535 AT 43 7 i, 75 220 3% 20 B8 & 5
B, X T AN [ 1) 3 22 AU BN L 2R R () 19 o BIAL SR kL 16
sklearn. prepocessing. KBinsDiscretizer 2§ H1 ) uniform #ll
quantitle $E 47 A 7] 25 B Ak 4 #1L, H it uniform 5 WS {8 153 4 A<
2 18] B A AH T 1Y 98 % quantitle 5 W fdi 18 4 AN R AE | 4548
B A S ek FE AR [R] o AR 2 30 X 4 A AR SR U7 8 AL SR W n
3 F4.

T BHe 2 1) A2 I BB 2 DY U 4 4 ) S oA
205 BBCIE I L T O TR  F SR L AR RO T ) 1 5 L g — )
RIRFAE 5 % 2 PR3 — 2, S 2 )5 B0y A0 B T AR 1Y 43 AT ik
%,

XF T AL 2158 B2 5 9 BHE . F FP-Growth 553 % H
B R R B RO AT AR AR 4288 . —SB A 737 SR B
AT 930 B I R G Tk KL D 4 42 90

1 0-0.0 tep http RSTR 4-1.0 5-0.0 6-1.0 7-1.0
2 0-1.0 tcp http RSTR 4-1.0 5-0.0 6-1.0 7-1.0
3 0-1.0 tcp http RSTR 4-1.0 5-0.0 6-1.0 7-1.0
4 0-0.0 tep http SO 4-0.0 5-0.0 6-4.0 7-4.0
5 0-1.0 tcp http RSTR 4-1.0 5-0.0 6-0.0 7-0.0
6 0-0.0 tcp http SO  4-0.0 5-0.0 6-2.0 7-2.0
7 0-0.0 tcp http RSTR 4-1.0 5-0.0 6-2.0 7-2.0
8 0-0.0 tcp http SO  4-0.0 5-0.0 6-2.0 7-2.0
9 0-0.0 tcp http SO  4-0.0 5-0.0 6-1.0 7-1.0
10 0-0.0 tcp http RSTR 4-0.0 5-0.0 6-3.0 7-3.0
11 0-1.0 tcp http RSTR 4-1.0 5-0.0 6-1.0 7-1.0
12 0-0.0 tcp http SO 4-0.0 5-0.0 6-1.0 7-1.0
13 0-0.0 tep http RSTR 4-1.0 5-0.0 6-4.0 7-4.0
14 0-0.0 tcp http RSTR 4-1.0 5-0.0 6-3.0 7-3.0
15 0-1.0 tcp http RSTR 4-1.0 5-0.0 6-0.0 7-0.0

T
S G G bl d d bl Ll L Ll Gl el el el
cocoocococoocoocoocoocoococoococoo

00 00 0O 0D 0O OO 0O OO 00 OO OO OO OO OO OO

3 FRAESMAE MG

Table 3 Feature binning strategy

HEAE P b B R
duration uniform [0,1050,2100]
src_bytes uniform [0,50882,101764]
dst_bytes uniform [0,127.5,255]
count quantitle [1,11,29,45,72.8,130]
sre_count quantitle [1,11.,29,45,72.8,130]
serror_rate uniform [0,0.5,1]
Srv_serror_rate uniform [0,0.5.1]
rerror_rate uniform [0,0.5,1]
srv_rerror_rate uniform [0,0.5,1]
dst_host_serror_rate uniform [0,0.42,0.84]
dst_host_srv_serror_rate uniform [0,0.42,0.84]
dst_host_rerror_rate uniform [0,0.37,0.74]
dst_host_srv_rerror_rate uniform [0,0.37,0.74]

Zead B AL AL B 2 A B 42 SRR AN R 5 TR R AE X
N7 2 WP A .

9-0.0 10-1.0 11-1.0 12-0.0 13-0.0 14-0.0 15-0.0
9-0.0 10-1.0 11-1.0 12-0.0 13-0.0 14-0.0 15-0.0
9-0.0 10-1.0 11-1.0 12-0.0 13-0.0 14-0.0 15-0.0
9-1.0 10-0.0 11-0.0 12-1.0 13-1.0 14-0.0 15-0.0
9-0.0 10-1.0 11-1.0 12-0.0 13-0.0 14-1.0 15-1.0
9-0.0 10-1.0 11-1.0 12-0.0 13-0.0 14-1.0 15-1.0
9-0.0 10-1.0 11-1.0 12-0.0 13-0.0 14-0.0 15-0.0
9-1.0 10-0.0 11-0.0 12-0.0 13-0.0 14-1.0 15-1.0
9-1.0 10-0.0 11-0.0 12-0.0 13-0.0 14-1.0 15-1.0
9-0.0 10-1.0 11-1.0 12-0.0 13-0.0 14-1.0 15-1.0
9-0.0 10-1.0 11-1.0 12-0.0 13-0.0 14-0.0 15-1.0
9-1.0 10-0.0 11-0.0 12-0.0 13-0.0 14-1.0 15-1.0
9-0.0 10-1.0 11-1.0 12-0.0 13-0.0 14-0.0 15-0.0
9-0.0 10-1.0 11-1.0 12-0.0 13-0.0 14-0.0 15-0.0
9-0.0 10-1.0 11-1.0 12-0.0 13-0.0 14-1.0 15-1.0

IR =l e ik €1 S

Fig. 5 Data set after discretization
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HESCRFBEFE (S 1 T IR 8, R T e 0. 01, 24K
R 0. 01 B, JE T 19 451 %5 1T 4 AR DG B AL 0] 7= A D) Bk o 32 1 4k
Z: T 0.01,

MIFEREAEAS B E R 1R SSER AT Y AR AR A
RHRALIN 2% 4 JiR 5

Fed RN (T 1 A A T T AR T AL

Table 4 Frequent itemsets and association rules when support

and confidence are set to 1

LS X BEAL
tep tep— —>http
http http— >tcp

R R BT  htp B top S22 55 A i AR ) B0 A9 R AE 18, 156
Bz M Y 2 tep BRSCRI hep BRI,
243 B RS O 0. 99 B 48 0 A B I 4 A G
BRI 4026 5 fi gl .
F5  HHRFEERUEAGEE N 0. 99 BT (4 4 20 4L A
SR I
Table 5 Added frequent itemsets and association rules when

support and confidence are set to 0. 99

FERE X3 A
¢5-0.0" ©5-0. 0" — >tcp. http

5-0. 07 N5 5 FNARAE , B H AR E AL W45 P17 = HL o5
B AR 99 00 M AR AS op B R AE B9 (B 7E IX (8] [0, 127, 5]
FN

23 R B FE A BE R N 0. 86 B, B 110 A T 4 A
HEHLI 4k 6 3l .

6 STRFREMIER LB E A 0. 86 IHT Y A 4 BI04 A

SEIRAL
Table 6 Added frequent itemsets and association rules when

support and confidence are set to 0. 86

R E R X B
€12-0.0°  12-0.0° — >>tcp, “5-0. 0’
€13-0.0° —

€12-0. 0° F/REE 12 FIAFAEME 7 X | [0,0. 427 -, SL 3%
HHFE 86 %6 M REAS Hh 100 A 3% 32 [F) 2 ML BL“ SYN 45 1R 11
A HFEX 8][0,0. 427 |5 <13-0. 07 R4 13 FIFRAF (4 7E IX
[E[0,0. 427 I, 5L B R BITE 86 %6 M AR AS v, 100 4> 3% 2 v ) IR
B SYN” B E 4y b AE X |1 [0,0. 42]

WS R A O 0. T I T i A AR G
LI Gn & 7 T3,

FT O OHAFREEREAS R BRSO, 71 TR A A T A S A
Table 7 Added frequent itemsets and association rules when

support and confidence are set to 0. 71

LS S * B AL
‘8-0.07 -
£9-0.07 £9-0. 0" —>tcp, http

8-0. 07 FKIRH 8 HIARMFMAAE X 7] [0,0. 5] I, L4 £ A
TE 71 % MR R T RD Y IR AL B SYNT 45 1R A9 1 4 L 78
X [A1[0,0. 5] F59-0. 0" F/RTEH 9 FIRHE(E 7E X A [0,0. 5]
LSRR RAAE 71 MR T RPN ] R 45 B SYNT A
REE 4 HeAE X ] [0,0. 5] I,

R B E B E N 0. 70 B4 B0 4 S O 4 A G
IR 0] fn % 8 fr %,
28 HHFEMEAGEELE N 0. 70 I 371G Y 45 2 1004 i1 G BRI
Table 8 Added frequent itemsets and association rules when

support and confidence are set to 0. 70

mETAE * B AL
10-1.0’ €10-1.07—>>9-0.07,“5-0. 0", http
‘11-1.07 —

“10-1. 07 IR 5 10 FIAFAEAETE X [ [0. 5, 1] |, 5286 %
B 70 % BIREASLE PRSP [R] EHL I B RET 3R 19 B 43 L AE
L0, 5,10 F s 11-1. 07 R 55 11 SRR AR AE X ][0, 5. 1]
L SEB R BITE WRD A [R] IR 45 1 LU RET S 2R 9 1 4 HE7E X
L0, 5,10 k. &5 b BE 3 STHF BE Ay BR AR A0 58 0048 R G R AL
) 2538 W4 2 i B2 A TP R A A R A R AR RRL ) L SE A DL
G307 AT LAAR 2R N 0k 2 T A R0 AN 1) A8 B [ 2
FAEE AT tep B33 52) B AR EHLIY B 25 IR 55 26 84 heep; 3) B bR
FHLIR [ 28 PR F AL AY 515 B b ZE XA [0, 127, 5TV BN
OFE 100 A H AR R B AR 3 HLHAR [F] IR 55 v 86 26 1 A AR
B SYN”#5 1R, A 40 L IX 8] 20,0, 42755 7E P ER A 4 [7)
HAR EHLRAERI IR 55 . 710 AR A o i B “SYN” 4%, A
A3 LK TE 9[0,0. 575 6) FE MRS P, AR W) B A5 £ HLATAR A iz 55
L7000 BREA 2 I BLAY “REJ #5120 20 LLIX ) [0 5.1,

TR 5 A R AR L U 8 BRCIE R AR 3500 A% RTLA
AT SR R N T BHE 737 SRR L 4 T ST T A S
K 4E b5 : TP(True Positive) %71 4 1E B 73 28 #9 1E % B A FN
(False Negative) 32 7~ #4515 43 2 K& H I 09 1E % B A TN
(True Negative) 3 75 #% 1E 1 43 25 0 oA 1 7% i BE 7R ; FP (False
Positive) 2 7n #4552 7 B 1E # BOARF B h REAS . R (Ac-
curacy) A 1 Z (Recall) 4 #E & (Precision) . F1 7» #0315
mF .

TP+TN

Accuracy =5 T Ep T TN T FN (9
Reca[[:%\] (10)
Precision= % (an
pi- 2 rion R

Y 25 BB IE 8 20 28 B AR AR 0T o5 9 e 49 L 73 [T R B Bl OE
23 28 B 1 W R AR o5 BT AT IE AR AS A9 L 9], RS E 4 B B AE A
IR BN IE B REAR 5 A8 208 IEH R AR B LU B F1 23 BOR A
RURS 8 50 1 [T A 1 — Fp A A

F1{EAR D 455 WAL 46 b o 7T LA 47 ofi g 3 0 93 [0 3 fy 5
M, AN [R] S 47 B RV AR B2 T 10 F1 B 78 fL OR FEAn18L 6 s
Hdli 53K 9 XFNL,

100

90

80

F1/%
E

70
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50|,

100 099 086 071 0.70

Support and confidence

6 AR 10 F1{EZLHEE

Fig. 6 Scatter plot of F1-Score change of unknown attack 1
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9 ORISR AN EAR T L5 br

Table 9 Experimental indexes under different support and confidence
Support and Confidence Accuracy/%  Recall/% — Precision/% F1/%
1 43.66 31.80 1 48. 25
0.99 8.74 98.57 99.91 99. 23
0. 86 96. 60 98. 33 97.19 98.01
0.71 96. 34 98.91 96.73 97.81
0.70 94. 87 99. 14 94. 88 96. 96

SCRREEFVE AR B 1, S 56 95 bR A0 3 W1 4R BURRAE 1Y
BRI MR E U AS REAR 4 3t P00 T 58 P 5k A A A1 L
VU7 T R A v 0 R O ) 5 T 2 AR R B 0. 99 L 4R
IS SF #) R iE J DU0AG: 0 32 TG o 3K B T AR R L B R AR
BB 22, HERR 3R RS W RN P16 T [, Ul T 45 A B0 0 32
B A IS B 2 )5 AT R e - S R A (SR
HIBCR AL 2%

M 7 [ 50 32 ) S 45 SR AT Ll L 5 2R Ak 10 B A,

F10 ARFEEERERM L

Table 10 Comparison of experimental results of different algorithms

% EHE/ % Bt /s
K*Mcans,Apriori:”] 92.62 5.99

REM G X BN 2 &AM 92.03 -
R XH % 98. 74 0.51

W g X B DL b BN T A SO R A R T R
K-Means Fll FP-Growth 535 45 6 . $& BUA 260 Bo i 4o AiF B0 00
AT R 38 A X SRR AN A B R SRS N A AT AR B
AN T B R AE LU, kB 2R T K 98, 74 %6, Ui B RIS
B N T AR B R AE BT 1R 410 228 M, 5 H B Scilk b i
R A B A S0 3 48 14 R OE A L R SR B R A R
J - T8 BRI R A% A5 8 T 4400 oA 201 380 o 14 4R AE B DU, 3 L v
WA . FP-Growth 5 Apriori 3, W8/ T X 4 72 19 132 B
B S T B et ) B AR R B — R R

GERIE  BEE LI R R R, M A RAT T AT
b, 0T AR 22 8 R o T RN N A R N T
RAE B, 09k %o L3R A7 R 1 s PR AR S A R A v & SRR
A5 R o T AR s S A S ) £ AR AT R 0 Y
B . WO R R IR B R R L R AR — W
[i) B0 1 A0 Tk A B 0 R v R T — S AR R
AT X 967 St 14 B30 S 0 F BOE AT S v — 28 BLKOBOR £ 1 R AT
EHAHA L . fJF A SO NSL-KDD %3 52 15 21 (19 07 1 45
SRAE XS R N 4% 10 35 S P R T BN AR . EF X DL AR R
JEZAL S S BB 5T TAE T LA LR LA J7 TH R T

(1) SR R W 2 ) R0 T Wi B = ) F 45 1 XS B R 4%
ARG ) M 2 >0 o A g o AT IR L X T 40 2 A
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AHiRBIfE S, Lz 1fg 1ok,
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