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Abstract With the innovation and progress of imformation technology, Internet of things(IoT) technology grows explosively
growth in various fields. However,devices over these networks are suffering the threat of hackers. The rapid growth of loT-Bot-
nets in recent years leads to many security occurrences including large-scale DDoS attacks, which brings IoT users severe dama-
ges. Therefore, it is significant to study the spread of a group of botnets represented by Mirai virus among IoT networks. In order
to describe the formation process of IoT botnet precisely,this paper classifies the nodes of IoT devices into transmission devices
and function devices,and then proposes SDIV-FB,a novel IoT virus dynamics model, through the analysis of Mirai virus propaga-
tion mechanism. The spreading threshold and equiliabrium of the model system are calculated,and the stability of the equiliabria
are proved and analyzed. Moreover, the rationality of the derived theories are proved through the numerical simulation experi-
ments.and the effectiveness of the model parameters are verified as well. Finally,decreasing the infection rate and increasing the

recovery rate are proposed in this paper as two effective strategies for controlling the IoT botnets.

Keywords Internet of things (IoT),Mirai virus.Botnet networks,SDIV-FB model.Spreading threshold
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