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Application of Grassberger Entropy Random Forest to Power-stealing Behavior Detection
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Abstract Power stealing seriously endangers the grid security. In order to improve the efficiency of electricity theft detection,
this paper proposes a novel method for electricity stealing detection based on Grassberger entropy random forest. First, KPCA is
applied to reduce the dimensionality of the original power time series for extracting the user power consumption characteristics.
Then, considering the unbalance of the number of theft samples and normal samples, the data under sampling method is used to
establish multiple quantitatively balanced sample subsets. The random forest with improved Grassberger entropy is used to com-

pute informantion gain,so as to improve the accuracy of the model in power theft detection. Finally, the electricity consumption

dataset of China Southern Power Grid is used to verify the power stealing detection effect of the proposed model.
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Table 2 Comparison of accuracy of different algorithm models

HEpA NeEE  WHKE
KPCA-IGERF  99.61 98. 64
KPCA-RF 97.06 95.24
WDNet 96. 52 93.21
SVM 86.72 81.55
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Table 3 AUC comparison of different algorithm models on test set

a3 AUC
KPCA-IGERF 0.99
KPCA-RF 0.97
WDNet 0.93
SVM 0.84
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Fig. 2 ROC curve
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Table 4 Data set settings
5% 10% 15% 20%

Gw  E¥ e E¥ S EW Hw  E¥

BEHA 20 380 50 450 45 255 50 200
I 4 & 10 190 30 270 25 145 25 100
I R 10 190 20 180 20 110 25 100

¥ 4 PR EEEAE S A KPCA-IGERF B 7Y i BRI 25

3 BZ AR T AE N R 57 F LG 49T A 6 F ARSI PE AR, 3R 5 BT A,
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Table 5 Evaluation of electricity theft detection with different ratios

of electricity theft

7 A E fA X ES LK ES EaERS Fl1 14 AUC
5% 0.9843 0.9626 0. 9989 0.9685 0.9938
10% 0.9882 0.9549 0.9992 0.9642 0.9960
15% 0.9864 0.9633 0.9972 0.9759 0.9946
20% 0.9885 0.9721 0.9982 0.9814 0.9973
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Fig. 3 Influence of feature vector dimension on detection effect

with theft ratio of 5%
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Influence of feature vector dimension on detection effect

with theft ratio of 10%
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Fig.5 Influence of feature vector dimension on detection effect

with theft ratio of 15%
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Fig. 6 Influence of feature vector dimension on detection effect

with theft ratio of 20%
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