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Time Series Data Anomaly Detection Based on Total Variation Ratio Separation Distance

XU Tian-hui' , GUO Qiang' and ZHANG Cai-ming®
1 School of Computer Science and Technology,Shandong University of Finance and Economics,Jinan 250014, China

2 School of Software,Shandong University,Jinan 250014, China

Abstract Anomaly detection for time series data is one of the important research problems in data analysis. Its main challenge is
to detect if there are any anomalies and locate anomalies with low delay according to context. Most of existing anomaly detection
methods capture anomalies using the probability density ratio to measure similarity between sequences. These methods need to
use the cross-validation method to estimate the parameters of probability density ratio. However, cross-validation can increase the
computational complexity,resulting in low computational efficiency and a high time delay. To address these issues,this paper pro-
poses a detection method based on total variation ratio separation distance,in which total variation is adopted to extract sequence
fluctuation features. Due to the fact that the total variation ratio is better than probability density ratio, the proposed method
achieves higher computational efficiency and lower time delay. To reduce noise interference and further improve the detection ac-
curacy » the proposed method is combined with the relative total variation. Experimental results show that the proposed method
performs well in terms of detection accuracy.low delay and computational efficiency.

Keywords Anomaly detection, Probability density ratio, Time delay, Total variation, Relative total variation
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Process of window segmenting detection
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Fig. 2 Experimental results of different methods in Dy, D; and Dj
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Table 1 AUC values of different methods in Dy ,D: and D3
DataSet  M-statistic ul.SIF RuLSIF SEP B Wi
Dy 1.0000 0.1261 0.1261 0.4965 1.0000
D> 0.5119 0.1502 0.1511 0.3377 0.9713
Ds 0.5263 0.2263 0.2092 0.4809 0.8236

A3 AT AN TR 5 325 B e EE AN FRATT 43 331 2k BOAS [ Bief 22 ¢+ =
0,10,20,30,40,50, Z: il A [ J5 2 1) ROC B CULIE 4) 33155
AUCHLFE 2), ME 4 WAL AR ELE =0 if 358 T



TR A5 FE T A S0 He 23 A B8 1Y I 7 00 S o A

107

B TPR; M-statistic #§ TPR Fl FPR 3% i} 1 5 i K W
s HAR T R AR RN R B R SR T 8RR TPR M

FPR . X R WRA A SO A8 7 BRSO 48 b AT 3 B JC I 4 , 52

WA B TPR; M-statistic 14 B8 5% I 2E 52 W 5 /)N 5 7 HeAth Jy
TEAE I B A AS I i 3 . % 2 A ML AR AR B T Bk AUC 8,
M-statistic FIA SCH ¥ 7E ¢ =0 WA & 1 AUC 18, i3 B 31X

VI 7 3 S A7 A R I B AT 5 TR LA Dy vk 7E 22 800 L RO 4
b 205l 48 ¢=50,50 Fl 30 &b A 5 & 19 AUC B , 1 B X 2k
D5 IX 3 A B 5 Y R I R E K B4 B A t=50.50,
30, Wb AR SCH LR AEE D) LA B Y AUC 8, 18
ARG DRI Dy EIT RIS EL w0 AUC {H , 523 1 80 1Y
SR

Mstatistic uLSIF RuLSIF _ SEP o AXr#
10 ‘r S B : |
08 ¢ : 08 H :
|
I L I
x 06 1) & 0 % 04 & 04 & 06 - 1
Sl & Ry S & I '
<
i"o.af-lu S S o 04 - : :
I |
0z L 02 | : !
14l ! : 0 ! :
l)0 02 04 06 08 10 0 02 04 06 08 10 0 02 04 06 08 10 ‘ 02 04 06 08 10 0 02 04 06 08 10
FPR FPR FPR FPR FPR
() BHE 4 Dy
10 M-statistic RuLSIF SEP
08
& 06
&
04
02
"
0e- .
0 02 04 06 08 10 0 02 04 06 08 10 0 02 04 06 08 10 0 02 04 06 08 10 0 02 04 06 08 10
FPR FPR FPR FPR FPR
(b) Kt di 4 Do
M-statistic RuLSIF
10 b 10
08 ; 08
+
% o x o % 06 i % 06
& & & L &
04 i 04
; 02 lr*‘ 02
e - e S 'Y S 0 d :
0 02 04 06 08 10 0 02 04 06 08 10 0 02 04 06 08 10 0 02 04 06 08 10 0 02 04 06 08 10
FPR FPR FPR FPR FPR
(O BHELE D;
=0 = — = =0 2=20  reesenenes =30 —O— =40 ——— =50
B 4 ORI 7 kAR E Dy, Dy, Dy th AR AE T ) ROC i 25 [
Fig. 4 ROC curves of different methods with different time delays in Dy ,D; and Ds
# 2 ARREFEAELIEE Dy Dy Ds PRR I EE T Y AUC {E 100 N 100 ¢ a 1
095 095
Table 2 AUC values of different methods with different time delays 090 090
. 0.85 085
n D1 7D2 and Dz E 080 é 080
O o
- — v S 07 S o075
Dataset Methods M-statistic ul.SIF Rul.SIF SEP KX H* 2 o 2 o
Time delay  AUC AUC AUC AUC AUC 065 Mistatstic 065 Mestatistic
: 060 T Rt 060 F Rt
0 1.0000 0.1261 0.1261 0.4965 1.0000 0'55 O SEP 0'55 O SEP
10 0.9790  0.9139  0.9129  0.9630 0.0340 0c0 * RX% o x EXH%
b 20 0.9560  0.9349 0.9339 0.9800 0.0230 02 , 0 4050 o 10 2 , 04050
! 30 0.9349  0.9550 0.9540 0.9980 0.0731 ! !
40 0.9099  0.9750 0.9760 0.9810 0.3694 () H#i 4 Dy (DB D2
50 0.8899 0.9930 0.9920 0.9560 0.6587 100
0 0.5119  0.1502 0.1511 0.3377 0.9713 322
10 0.5089  0.2011 0.2025 0.5977 0.4280 085 X
< e
20 0.5061  0.3976 0.3976 0.8309 0.2451 £ 050
D, _ S o a
30 0.5036 0.5730 0.5715 0.9717 0.1348 I o
40 0.5012  0.7704 0.7609 0.8088 0.1843 065 ¥ Mgaitic
50 0.4995  0.9145 0.9704 0.5845 0.3435 060 i i
0% LS
0 0.5263 0.2263 0.2092 0.4809 0.8236 0501
10 0.4773  0.2352  0.2333  0.4807 0.7938 o 2 , 04050
d
D 20 0.4930 0.3564 0.3515 0.7416 0.6724 N
’ 30 0.4850 0.5531 0.5474 0.4751 0.4914 (B Ds
40 0.4975  0.7622 0.8036 0.4751 0.2927 B 5 AR EERIEE Dy Dy Dy 1y — AUCa &
50 0.5016 . . 0.4751 0.1913 <. . .
> 0.8602 0.8871 2 Fig.5 14— AUCuax graph of different methods in Dy, D; and Ds
S HMT AR FTIEESRWEE D D, fl D, B ¢, — ME 5 Hra] DLF ), M-statistic FlAS S 78 3 S 5dE
AUC,... A, £ EM e, ¥R 0, UL X PP J7 3 35 AT AR E AR B R



108

Computer Science FHEMLFI2:  Vol. 49,No. 9, Sep. 2022

M-statistic 1) AUC,.. B 77E% B 75 i 84 D, B 54K X
Jr AR L 7E & 22 5R AR A L AT AR SO s oAt T
AT ARAR R 1 1 AUC e fH - IR B B 5K 203X 30 B X
SO AR BAF R R DU PR RE L AH AT I R, A, FRATI R F
ARSI T A bR A 22 b A, i uLSIF, RuLSIF F1 SEP {3
T3 A kR A A M-statistic 7E8CHE 4 D, F1 Dy B4 T
AEKRZE T o KRR G AR SO AR S 9 A 1 AR B A
FH A Jy ¥, M M-statistic 3 & H T #f 2 58 5 %, uLSIF,
RulLSIF 1 SEP & 1E — & i & T Hili it 2 5+

L3V T ARG EEGERESE DD, D EF1
K k], 3 AT AT LA 2, uLSIF By 5 3 A& 00 6] & K, R
43.174 3 s3 M-statistic, RuLSIF FI SEP & I i [6] 43 51 4
28.2333s,42.9303s 1 22. 9653 s 3 7 37 1 A K6 I BeF 7] A5 4
H0.2627s, BLEHTE bR 5 B, RuLSIF 19 31 5 40 2 f {1k
AR AR A T ik Y T AR ] O T AR T v

%3 ARFEIFETEHIRLE D\ Dy . Dy 2786 0 i 18]

Table 3 Mean detection time of different methods in D;, D>

and Ds
Methods M-statistic ul.SIF RuL.SIF SEP AKXk
Time/s 28.2333 43.1743 42.9303 22.9653 0.2627
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Fig. 6 Influence of £ on AUC with the proposed method
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Table 4 Delay time and AUC values of different methods in human

activity dataset

uL.SIF RuLSIF SEP A X &
ti AUCpax  tg AUCnux tg AUCuax tq AUCpay

1001 50 0.7029 40 0.7067 30 0.5763 10 0.6601

Number

1002 60 0.6639 60 0.6773 0 0.4056 10 0.7040
1003 50 0.7018 60 0.7122 50 0.5376 0 0.8682
1004 50 0.7150 40 0.7192 30 0.6387 20 0.6722
1005 50 0.7513 50 0.7421 20 0.5769 0 0.6822
1006 40 0.6854 60 0.6942 40 0.6021 0 0.7789
1007 60  0.7205 60 0.7176 40  0.5721 0 0.7889
1008 50 0.7616 60 0.7770 40 0.5378 10 0.6980
1009 50 0.7307 50 0.7355 30 0.4762 10 0.6665
1010 50 0.7233 50 0.7253 20 0.4390 0 0.8901
Average 51 0.7156 53 0.7207 30 0.5362 6 0.7485
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Fig. 7 14— AUC.x graph of different methods in

human activity dataset
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Table 5 Delay time and AUC values of different methods in KPI

dataset
ul.SIF RuLSIF SEP AKX %
Number
ty AUCn.x tqg AUCp. ta AUCpu  ta  AUCpax
01 60 0.7274 60 0.6267 40 0.7062 0 0.6503
02 60  0.5550 70 0.6251 50 0.6333 0 0.8500
03 60 0.7088 60 0.6232 50 0.8695 0 0.8644
04 20 0.6356 20 0.5692 40 0.8207 0 0.8262
Average 50 0.6567 53 0.6111 45  0.7574 0 0.7977
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Fig. 8 ¢4~ AUCuux graph of different methods in KPI dataset
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Table 6 Mean detection time of different methods in real-world
dataset
(HLfT :s)
Dataset ulLSIF Rul.SIF SEP KX F #
Human Activity  566.0998 681.7530 273.1314 0.9323
KPI 497.6235 484. 6915 214.6723 0.8108
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