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PDiOS : Private API Call Detection in iOS Applications
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Abstract Apple has reviewed every application in App Store,including private application programming interface(APD)
calls,but some malicious applications still escape from the review. Aiming at the private API call in iOS application.,a
detection technique combining dynamic and static analysis was proposed. Most of the API call sites were processed by
static analysis of backward slicing and constant propagation,and the remaining APIs are dealt with by dynamic iterative
analysis based on enforcement. Static analysis includes a comprehensive analysis of the binary file and the implicit call
analysis in the resource file processing. Dynamic analysis mainly depends on the binary dynamic analysis framework for
iterative analysis. Finally,the existence of private API is determined by comparing the API in the public header file.

There are 82 applications with 128 different private API calls during the testing of 1012 applications in App Store,and

26 applications are sure to use private API calls in the 32 applications signed by the enterprise certificate.
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Table 2 Contrast of OC call object category identification
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Fig. 6 Proportion of analysis results
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Table 3 Private API frameworks in detection result
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