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Privacy-preserving Hamming and Edit Distance Computation and Applications

DOU Jia-wei

School of Mathematics and Statistics, Shaanxi Normal University,Xi’an 710119, China

Abstract With the rapid development of information technology, privacy-preserving multiparty cooperative computation is be-
coming more and more popular. Secure multiparty computation is a key technology to address such problems. In scientific research
and practical applications,people measure the similarity of two strings with Hamming(edit) distance. It is of great significance to
study privacy-preserving Hamming(edit) distance computation. This paper studies privacy-preserving Hamming (edit) distance
computation. First,we transform Hamming distance computation to inner product computation of vectors,and then use Okamoto-
Uchiyama(OU) cryptosystem and encryption-and-choose technique to design protocol for Hamming distance. Second, we give
each alphabet of a string a number, transform edit distance to determine whether the difference of the number of two alphabets is
0,and use OU cryptosystem to design a privacy-preserving edit distance computation protocol. The security of the protocol is
strictly proved,the computational complexity of the protocol is analyzed, the actual implementation efficiency of the protocol is
tested and compared with the existing results. Theoretical analysis and experimental results show that our protocols are efficient.

Keywords SMC,Hamming distance.Edit distance,Semi-honest model.Simulation paradigm
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Table 1 Efficiency comparison between our protocol 1 and
that of literature [ 18] for computing Hamming distance
(BT s)
FHEKE 200 400 600 800 1000
A ST 1 1.01 2.01 3.02 4.10 5.12
XEk 18] 13.70  27.30  40.90  54.50  68.10
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Table 2 Efficiency comparison between our protocol 2 and
that of literature [ 18] for privately computing edit distance
(€ XA}

FHEKE 200 400 600 800 1000
RSB 1.51 3.01 4.51 6.01 7.51
XEk 18] 109.60 218.20 327.00 436.00 545.00
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