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Implementation of FPGA-based High-performance and Scalable SM4-GCM Algorithm

ZHAI Jia-qi' , LI Bin' .ZHOU Qing-lei"? and CHEN Xiao-jie®
1 School of Information Engineering,Zhengzhou University,Zhengzhou 450001, China

2 State Key Laboratory of Mathematical Engineering and Advanced Computing,Zhengzhou 450001, China

Abstract In the context of vigorous development of big data and 5G technology,information encryption in high-speed communi-
cation systems has become a new research hotspot. How to increase data throughput and reduce the difficulty of adapting encryp-
tion algorithms to different application scenarios while ensuring high data security has become important research topics. Aiming
at the problem that traditional software’s SM4-GCM algorithm has a low throughput rate and is difficult to apply in changing 5G
and big data scenarios,this paper analyzes the characteristics of SM4-GCM algorithm based on the reconfigurable characteristics
of FPGA ,using Mastrovito,Karatsuba and fast remainder algorithms. Two high-performance, CNC-separated and expandable cir-
cuit structures are designed. Full-pipeline technology and four-degree parallel technology are used to accelerate the optimization of
SM4-GCM algorithm. While ensuring high security.it can achieve a high throughput rate,and can be flexibly transplanted to vari-
ous application scenarios. Experimental results show that the throughput rates of the proposed two solutions in this paper for a
single SM4-GCM module have reach 28. 16 Gbps and 28. 8 Gbps, respectively, which are superior to similar published designs in
terms of performance and scalability.

Keywords SM4 ,Galois/Counter Mode, FPGA, High throughput rate, Scalable
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K H FIFO VG R 6 8 He iy 31 33 s 38 . 3 55 SM4 R it g
T H R H KOA k#1183 H' ~ H I FE i 45 21
) BFK B S0 PO 8 30 C L R AE A FIFO s, 5045
B9 H R C 5@ P 336 A KOA ek 28,38 X, 0. 1152
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R QD FRBEY P EEIHAT T BT X I EY O 5
R AR BIAIERR 2 TAG, 1Y B IFA47 38 5 i Hir A B8 it k2
Bra

I
| SMdfn |
| |
! !
| |
| — |
! TR |
| Il %KOA |
| ﬁ%% |
i if Mod(7) |
L | # I
NES % |
LR || I
l # I
| |
| |
I N I
[ — |
| |
| |
| |
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| |

B 10 HF MEIFAT ALY SMA-GCM i, #4544 [#]
Fig. 10 Diagram of SM4-GCM circuit structure based on

four-degree parallel optimization

F 2 DUEEIATIE 0 B TR

Table 2 Input data stream for four-degree parallel operation
i} 4 I H*
1 Iy H*
2 I H?3
3 Iy H?
4 I H
5 I H?3
6 I H?
7 Ig H
8 Q H3

o1 2 JIT 4 A DU BE A7 32 B0 i A B80HE U AT L T 4 4
BARTT IS A Z 5 R 4 AR R LR/ 3 ANl i A %
SCoHJnE 1B QL B 4 A BB R IS 3 Al
B FH 3 F m MBS R H M=m+1 HEHEE A
GHASH 3155 H BT A 25 501 4 Hh 9T 15 B 4 JR 391 8, &
R, LD MK 2D PR,

T=4+4X(M—4)/3+4=4(M—4)/3+8=1.33M (21)

TP=128M/(M+3) X 0.75f=96 (22)
4.3 HiRHHER
4.3.1 BAEREM

FERRA AT, “ R A7 — M FR P A A 22 TR0 A4 AR
WG RGE, HF 2 /N5 H A4 B R /MR R X 28 A 45
B A A e A B A e R o mg LB kAR Ak, T R
SR B )4 O G — BT,

5% —h, SMA B HL B Fin i % 12 5, GHASH # 5e H
T BLIA TE AR 2, T AR B 22 18] 1) 37 1 00 fk 5 1 322 4 A58 B 5t
. 3 AR ) BE A S B A L TSR M, 7E 8 D OR AR 9 Ak 1
A A R A AT AR B, S Al AR R A G B AT R v
BUEE 1R SE A 7 AR T A R S — 25 R AL

TEMRAL T7 58 — SR I 09 FA #5620 A0 1 L Al L R A FIFO
VEfC SMA Bl GHASH BEH Y TH5 805, 5T 4 5 45 1 12 48

PR PR B 12 B
A Tr 58 — R J5 58 — 3R T AR FE A5 2244 2330 Jn 18T 11
B 12 Bis

BHEH
#0464

SM4 GHASH

11 IR — RS 5

Loosely coupled architecture of project one

Fig. 11

EHE
e Linss s} [ Fro |

SM4 SM4-GCM
|

B 12 J7 % TR R A

Loosely coupled architecture of project two

GHASH

Fig. 12

559K T D J7 B8 ST R 4 B R0 SMA TR K R = T .
PR J7 RB A T HAR R B, 7T FIFO 324 TR B 6 255
B LHE I B O 6 AN SMA-GCM. A5 e o # . X T
100 GB o 78 W £% T B 4 AN ASEH IE AT, DATAT I B g
P4 A0 Fi Ao 3B R
1.3.2 SB/EFHR

ZREFFEARZILHSHRAEENEETFRZ —~. —7
T B 22 9% 5 A7 1 R T A 5 22 ] 0 5 15 4080 , 7T LA /N5
R 22 (] A R B o 30k 484 o % A7 2 A 4 U A7 AR, BT A
He 22 [ B 6 e e bR L 0 390 A £ B A R S — T i K £
RGEAEH AT B A5 5 %0 B 19 42 1 15 5, 68 Bl 5 45 01 45
B AE 6% 7E B0 AL BT LA A B B R I A AR S A vk
BATH AT REME . ASCRAM ZRE PEARWNE 13 Fixs,

L
) 2 -
mx [[P] [ L] ]
o) | I I S
3 > I
Yy

F 13 Z YR v
Multi-level data buffering
B 05,Y o Yo Y AR A B SMA B, B4 A —
AT T HE — A~ B A R 3 L A O AR 2 32 A B T T m
W, AR R AR H IR A R 2 R B AR
TEAE WA SO 38005 5 AR B0 Po s Py ees s P o 33 B RS 75 2%
PSR 32 NI S S M A ECY) T R ela s, 5 5%
X C,
4.3.3 @RI FEMLA
TETTYHIRNE ST s ML g el 5l T%
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Fig. 13
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UIAE AR AL 7 1 S0 T 37 243 A

i 3.2 T A A el 0, Al Karatsuba B35 (P ok 4%
B Mastrovito vk BT 4 T vk e AR LU 1% 4 92 B 20t
Wb T SMA-GCM L % (4 8 IR VA 48, B AR T AR S A BE L 3R
THRACR JTB T X SMA-GCM H, i (1 B A AL

AN ) 255 R WS R A 8 30 W 114 32 428 2 5 T B 1 S L5 R
VR L AT FEAD 23 B 2 BOAE . TR JR A £R Y I AR Sk
P R SR e A B Sk ms 4H &, B Flow_ AlternateRoutability
Fil Performance-ExtraTimingOpt, M T i i 28 & 5 0 1Y 16 £5
e 2 HE— 25 1y T B A DA LA

GEMAS RN IR — N 58 291 NHIR.AERE N
2.554w; TS i JH 53380 BT AEREDY 2. 014 w. ML

GBS M GPU 28, 36 F FPGA SEPL A W Fh r £y
AR IR B 5514 F AT TR 35 B9 75 ik 3R, 0“1 BE KR L, &
&R R IN s a T BER , B S B

5 HEEER

5.1 FAHRX L
5.1.1  Hfesit

K H Verilog HDL #i 3 Wil L4k 7 2 . i F 3K 4 Vivado
2019. 2 ffi B 3 §iF . 76 ¥ & Xilinx Zynq-7035 FF & # b IF
%A A ZYNQ XC7Z035-FFG676-2 (Kintex-7 42 )
T, R 3G T A BT H A FPGA ¥ IR I #5 F0k
AEPEA

3 W7 S B IR FEXT HL

Table 3 Comparison of resource consumption of two schemes
i E B FFs LUTs RAMs #i & /MHz A £ /Gbps
£ O ZYNQ XC7Z035FFG676-2 12579 22856 0 220 28.16
AXHEZ ZYNQ XC7Z035FFG676-2 11528 20296 2 300 28. 80

AR R #oR 5 T REECE P R ERE . H PR AR
FEBE VIR L L X PIRD 7 28 B0 1k R W R EE A R =t (23)
M COFIR., TE—MJrE 1M ae 58t an =X (25) Al

26O TR,
R=LUTsX 2+ FFs (23)
PR=%P (24)
bRl — TP1 _ 220X10° X128
LUTsIX 2+ FFsl 22856 X2+ 12579
A4, 83X 10° (25)
bRy — P2 _300X10° X 96
LUTs2 %2+ FFs2 20926 X2+ 11528
A5, 40X 10° (26)

5.1.2 BER%F A

HE-SHEZFEAUTAR:

(DT E—F B GHASH £ 5 3% Fl Mastrovito 7€ 1 #§ 52
B, 77 % R H Karatsuba e 1% £ BiC & PR BUOR R B L S0,

(DT E— 1 GHASH Bk A A E |, &
TR P B IR AT K RS

TR — R I REAR Y S BT AR 5 A 5] 19 2 T 20 BE i R
WHECE,CHEERD, AR S BEOATEE, H 5 R IR
H,

H TP Al 25 T GHASH #8588 (4 4 16 56 s A [ F 30
HE B ARG AT mAATENRE D25 . RS R BAE

BT R — A S S HLIE 2 5 H5 g, Hl
JEE R 52 85 G178 A S WL, TR RTORE D5 58 — 2T T IR 55 b i » i 2
Ak B [a) AP R B o T O 28 T RE KR T BRI AR 12 A b
EHIH H ~H CYEFIAR AR R A TR, (2
MR R LA LR E w . TR T
B — R I [ A 2 0k A R A, TR G RTOR O R TR TR
F i

i T 90 285 R T BE AT TE 5 T B B AR 28 Ax Wy L MO B
I AN B o o B RO R E S A Y T SMd-
GCM i 13 ZCf i L ORAIE BOHE 58 48 1E FEH WA IE . o A 30
BeUb I e, A SM4 BT R AR S Feistel 2548 .
Py 25 BUdi 8 0 B - b T HAZ O B0 0k A 48 1 (v L EL R R
Bt 4, DR OB e BE R . 6 4 B HE T B B Y 4R AT

4 ROL R A

Table 4 Collision threshold of core algorithm

AN S Al % B E
SM4 212823, 4x10%
GHASH 204 ~1.8%x10"

A SCSE IR W AP Oy 6 A ik 3 4y Sl 3K B T 28. 16 Gbps
H1 28. 80 Gbps, 5E 4 HEAL T & 10 GB &1 2 M 4% Jin 2% A 3IE i B2
K. EFXF 100 GB il M 45 L Bl & PCle, S 4k 4 4> 58—
A SM4-GCM B H S 347 Ik , LLiA £ 100 GB i 7
R, A Rk 5 Y,

F 5 100GB £ LR 4LE

Table 5 Experimental results of 100 GB program
FE B FFs LUTs RAMs  #%/MHz % % /Gbps
AXT R~ ZYNQ XC7Z035FFG676-2 55802 118656 60 220 112. 64

100GB 5231

HIK , SMA-GCM i AiE SR i B 2 F0 i % &
IEEE 802. lae % 4> 3 i . IPSec Ml %5 1\ 3IF 45, 4 &% it (1%
SM4-GCM H1 % w] il i PCle fE % -~ 51+ B ALE & 6 H
ffi F FIFO B Bk, 4% Ak 8% 504 3% A SM4-GCM #5 e, m] %

B R SCREZ FE B AT m e . il B4 & 5G 3 5
F B MAC 3048 40 3% A SMA-GCM K B, 18 3 PCle fit & %
A S H, BAT S bR 0 0 A 18 . K O B8 — I H TR AN 3 S
H IS S an 2k 6 gl .



BRI, BT FPGA W TERE R P78 SM4-GCM 573k 92 Bt

81

6 PN A R R
Table 6 Test results of two application scenarios
iR # FFs LUTs # 4 A N/GB % HE /s & vk /Gbps
e % ZYNQ XC7Z035FFG676-2 45 335 55 886 1.12 0.040 6 27.62
Tk W AR % ZYNQ XC7Z035FFG676-2 50 801 60 716 0.98 0.100 1 9.79

5.2 H5EMARIL

HE— 20l R AR ST S A 5 SR BEAT T X LG S5 R AN SR
TR FH. AU LUT 523 S & . 5 3CHR[25 141 ik
BT RIIE RS R, B0 300 MHz L b, 36 9IF 45 1 2% W1 AR 3007
FAT MR T ICRR25 T i 7 58 5 30k 26 TR SCHRT 27 ]

AR LG A SCOT 58 BT B o B IR R R AR ik €

M9 AT LA, A S SMA-GCM B i B
e AT R AN A L, T SR C4 ], H DL SR R AR AR R Al
T WA SMA BEHL LRI T B m i R, AR T IR A
B9 GEUR MR RE DAE ) P A AL T 1 A4S SMA A, A7 3k F)
TR AR, JF B SCEkCA T 920 S 50 L Ak LI N &
AR S AR SCER I RS BOTRCE 5 TV RBAE.

F 7 SMA B HAL T X L
Table 7 Comparison of SM4 module with other solutions

E 3 B FFs LUTs RAMs  #%/MHz  &# % /Gbps

#2597 £  KINTEX-7 XC7TK325TFFG900 7736 3213 33 345. 00 42.10

R [26] &ty 7 % KINTEX-7 XC7K325T-2 — 18643 — 250. 00 31.50

Xkl27] % w7 F Stratix IV EP4SE230F2913 5438 7667 — 212.13 27.15

E W ZYNQ XC7Z035FFG676-2 8483 14427 0 340. 00 43.52

# 8 GHASH B 5 HAb J5 Xt 1L
Table 8 Comparison of GHASH module with other solutions

i E % 1% FFs LUTs RAMs #i % /MHz Z vk % /Gbps

X R [28] bty % Virtex-5 xc5vIx50t 430 9405 0 120.17 15. 38

KX %E— ZYNQ XC7Z035FFG676-2 3972 8350 11 220. 00 28.16

ES &/ 3= ZYNQ XC7Z035FFG676-2 1471 5406 0 301.93 28.98

9 SM4-GCM 5 HiAthJy % %t 1t
Table 9 Comparison of SM4-GCM with other solutions
7 E S B FFs LUTs RAMs  #i%/MHz  %&# % /Gbps

Tk[4]F g F % SM4-GCM Virtex-5 xc5vIx220 10609 10609 0 250. 6 32.10
x#[29]# 89 7 £ AES-GCM Virtex-7 X485T 38241 — 0 119.0 15. 24
KX E— SM4-GCM ZYNQ XC7Z035FFG676-2 12579 22856 0 220. 0 28.16
AXHEZ SM4-GCM ZYNQ XC7Z035FFG676-2 11528 20296 2 300. 0 28. 80

T 3CHR[29 TL Slices WAl BT I X T ARSI 48— 6062, 77 2 7210

HERIEFE A SCEN N BE A k F RE EER 1 Y
5,5 SMA-GCM S48 T B AR 1k 8, B 4 ik 2k L 45
FFISE T 00 BE 947 A0 4K 19 SM4-GCM &5 #9 , P i J5 28 8 A
SM4-GCM HEH ) &k 32 1 85 F [ 4 40 & R 1l 24k 3t
FE—HFET 58291 MR, ST T 28. 16 Gbps (I FF &,
TE B Y1 T LA AL 1 39 50 T 38 S MR RO 23 R A 35 A B AE IR
S, A RS RE, RITHERE: FEZHFET
52120 MY, SEILT 28, 8 Ghps WY It 2, 76 B 4 A A8 Ak
B9 5 TR R 0w T % — 35 G R ER P . A R
e B4 S B g A1

ARSCHE R R R )7 R A AE R — FPGA & i B8 £
AAHFEAEHOIFAT 5 il — 5 8 T F k&, B FIiEm 56 K
B R . T — 2 B AR SO R O S RS BT T I
ik SMA4-GCM Hi, 4 5 5 01 #E K T #E 1 5 3k 78 DR OIE & 7 ik %
B ] B E — 25 B AR T 15 RS
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