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Defense Method Against Code Reuse Attack Based on Real-time Code Loading and Unloading

HOU Shang-wen, HUANG Jian-jun, LIANG Bin, YOU Wei and SHI Wen-chang
School of Information, Renmin University of China,Beijing 100872, China
Abstract In recent years,code reuse attack has become a mainstream attack against binary programs. The code reuse attack such
as ROP uses the instruction gadgets in the memory space to construct an instruction sequence that can realize specific functions
and achieve malicious purposes. According to the basic principle of the code reuse attack, this paper proposes a defense method
based on real-time function loading and unloading. More specifically,the method shrinks the code space by the dynamic loading/
nloading, to reduce the attack surface and defend the code reuse. First,it extracts sufficient function information in the dependent
libraries of the target program by static analysis.and uses this information in the form of replacement libraries. Second, it intro-
duces real-time loading in the dynamic loader in Linux,and proposes an auto-triggerable and auto-restorable loading/unloading. In
order to reduce the high overhead caused by frequent unloading.a randomized batch unloading mechanism is designed. Finally,ex-
periments are carried out in a real environment to verify the effectiveness of the scheme against code reuse attacks,and the signifi-
cance of the randomized unloading strategy is demonstrated.
Keywords Code reuse attack. Real-time code loading and unloading, Return oriented programming, Dynamic link library, Ran-
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Fig. 2 Real time loading and unloading process
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Fig. 3 Schematic diagram of dynamic replacement library
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Experimental environment description

Table 1

Setting description

Protection scheme is not deployed. and the program
Unprotected A . )
runs with unmodified dynamic loader

The dynamic library function is loaded only once during
Load only L . . .
the initial execution without unloading

Once the dynamic loader is unloaded, the additional
Unload totally o X
function is strictly executed

Deploy random unloading strategy based on function
Unload randomly R
loading
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Table 2 Average gadget reduction with different commands

CHLA e 5D
Command Load only Unload totally  Unload randomly
Touch xx 77.2 98.3 94.5
Cat xx 76.1 98.2 94.3
Date 85.2 98.9 96. 4
Crashmail 84.7 98.5 95.6
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Table 3 Average command time in different environments

Load Unload Unload Performance
only/ms totally/ms randomly/ms improvement/ %
Touch xx 15.82 24.45 19. 35 32.1
Cat xx 19.51 28.32 22.13 31.7
Date 1.57 2.63 1.82 51.6
Crashmail 1.71 2.94 2.11 48.5
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Table 4 Benchmarking results of stress test

Load Unload Unload Performance
only totally randomly  improvement/ %
Simple call 1 1.83 1.02 97.6
Complex call 1 11.56 2.26 88.1
File operation 1 19. 10 3.11 88.3
Hybrid execution 1 24.29 5.32 81.5
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