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Locally Black-box Adversarial Attack on Time Series
YANG Wen-bo and YUAN Ji-dong

School of Computer and Information Technology, Beijing Jiaotong University, Beijing 100044, China

Beijing Key Lab of Traffic Data Analysis and Mining(Beijing Jiaotong University) , Beijing 100044 , China
Abstract Deep neural networks(DNNs) for time series classification have potential security concerns due to their vulnerability to
adversarial attacks. The existing attack methods on time series performglobal perturbation based on gradient information,and the
generated adversarial examples are easy to be perceived. This paper proposes a locally black-box method to attack DNNs without
gradient information. First, the attack is described as a constrained optimization problem with the assumption that the method
cannot get any inner information of the model,then the genetic algorithm is employed to solve it. Second,since time series shape-
lets provides the most discriminative information among different categories,it is designed as a local perturbation interval. Experi-
mental results on UCR datasets that have potential security concerns indicate that the proposed method can effectively attack
DNNs and generate adversarial samples. In addition, compared with the benchmark, the method significantly reduces the mean

squared error while keeping a high success rate.

Keywords Black-box adversarial attack, Time series classification, Local perturbations,Genetic algorithm,Shapelet
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Fig. 1 Comparison of time series and image adversarial samples

generated by single-pixel attacks

o3I 56 T I R] 31 43285 18] R A ) 40 B0k B AR 2 L T A
AR AT L1 42 SRy HE 2l o 10 EL T B AT AR AT A Bl R AU R Y
B BEAR B0 O T A ECHR AN T % B 1Y I [R] 8 X6 AR
A T 3 A Y1 R AR  — A UL Y SEAR 2 s D 3 B IXC ] Y
KL sh g B . R 8 shapelet J& A [a] 28 51 1] B¢ 2L 3% 51
PR 7 G0 A ORI e SR BRI B X . 5 4k
A% 51 (Genetic Algorithm, GA) 76 A 75 AT ] H 45455 1)
PR B AR LK 25 1 T L SR s A 1 JR B AR 2l L T EL B A T
AR b 3 5 40 3 B 4 o A sl

& 2 45 H T A S H B BAAT (Black-box Adversarial
Attackon Time Series) 5. 15 Fl B & X% $1 %% #t R 4% (Gradient
Adversarial Transform Network, GATN) 435 5 5 Ttaly. $ods
SR U X HORE AR S0, GATN B3k 2R 10 X B0 B AR 7 4
Ja DX TR] B R R B A0 3l B A i il 208 RO X 5 R e 51
KAETE R, M, BAAT A B FE A U F5 T I A i
LR PR T AR, FULE JRHE 1) Ja) 37 IX 1) A /I s B2 4 30

= Original
Peturbed

GATN

Kl 2 BAAT Al GATN Az 5 %R A 1 e 45
Fig. 2 Comparison of two samples generated by BAAT and GATN

AL A USRS M ity 24 AN W TEE 2 R Y UCR
BRSO A S TR T AR BB X BURE AR, AR S R
IS U

(DA T —Fh BT A4 2R A i ) 7 971 % 30 80k 3 2 (Black-
box Adversarial Attackon Time Series) , A~40i 2 A 1Y T/
FERAMT B AR AR B B (F BT BAAT AW E
B BEAR I AY

(2)BAAT 25 — A1 1 78 J5 #8 shapelet X [8] i 4 30
AT MOk i 8

(3 AH LR 0 BAAT #4207 IR 22 BRI T R AP %K
s [ I AR A T3 i I T R O AR T T O HURE A
M 2 B2tk

2 MXIE

2.1 HEFNSENRIE
A M Szegedy % 42 i & % iR 5 ] B b X T RE AR B

HESD 22 BT IR T A S Fo s i 5e . B Al A%
UG B A BT R IR TR R [ AR AL AT
B0, Su S B R BRIk T LA s e AR i — A
P8 ROR T LEXHPUREAS s Papernot 451 T A1) FH 5 AR8E 2L ) 7]
IR 2500 oL 4 AR Y, T GA B R A Tk A H Y
ANGRI Fil UPSET A58 8 I K& T A= i 0 40 00 45 1) 1 4 B
iz, HHE TSC [ b A B & dE R,

Oregi 45 $2& H 19 Jy 35707 258 — T4 H 78 TSC [a) 8 I 52
PR PLIGE B TAE . R Tr B R AE B s &R B EAT S
B o E W DA By i e T 3l A5 B R R R R R I AR
Tsmail 457 7] F VA5 40080 I 11 80 280 el D vk 2 e IR B 3 22 )
810 A AR A 3, 9 A0 PR B B 4F 5 7 1k (Fast Gradient Sign
Method, FGSM) #1 3 4% % X, J5 i (Basic Iterative Method,
BIM), Rathore %074 J& b3k W4~ [ & i A H b5 (Tar-
geted) 1Y A3 30 19 X P18 3%k . Karim 450V 42 H T GATN &
POk AR N Y N 2 i R US SEBURE AR, R TR 2 A PR
AR IR BE AR R, L3R U5 W i 58 o R R IR R Nk — A
RBEAEL, 5550 . Chen S 7 H2 11 T 26 T DNN f.0 HL B2 7 &
SRR B T T L B R RO AR T —
Tl SF- JBE Bk O R Ok BE AR AR ML B 25 . Han S0 IR R
TR HEAE S S O R R I T BB A . R,
R R G TG B R N I 4 5 6 SR B AE S BRI
ORI G AR
2.2 BEHEE

B FEILT O R AL T IR R SC A SR 1 B T A 0 R A 5
%, SIS RER AR i % 5kl i — L BEAL R 4h Fh
RF o 2 AR SR A B A T AR R, TR R
o 3 M R OB A A R R 3 IO B T v SRR T
AREAEIE BN — 0. KRBT AW B, 52 U2 i 24~ AR
AMEE R TFRAE L R AR SR T A R 2 AL T
P LSRN 98 3R H] 3L T VR TR AR D2 G I e 2 B
BeartY AR IE A AR R A 0 R A 3 T A U B B R B 1 %
PUREAS
2.3 EiE 5l shapelets

18] 5] shapelets & Ye ZE02 1) — & B A
[ 28 59 22 18] Jge L B8 50 P 08 F )3 50 o I 30 AT LASE ok g i 1Y)
ke > shapelets #4631 5 — A RFAE 2 0] o [ 0 2% b 43 26 4% 7T
PLE 2+ TSCH T 45 . K i 8] )7 31 shapelets 54 (1 3¢
SR B 9t DAAS SC AR e B T AR R L HC A 5 B B A S 4
I, A, BAAT FIH S8y shapelet X [R] 4 S X 471
Y sh X e . B3 4 T R 5 K H B A 1 shapelet,
HorbimA (9 ¥ 51 v BEgk /2 ECGFiveDays Hi % I e {19
shapelet,

ECGFiveDays

|3 i [E] # %) shapelet

Fig. 3 Time series shapelet
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Fig. 4 Fully convolutional network

3 BAAT &%

3.1 BERH

A SCABR A Yt A DA & 07 S R B B AR R LR AR
A0 TR T (1 284 R X B AR CRAB R . Bl AN H
PRAERL Y YA R BL S S BB | ) 45 245 0 RN R BT
TR, 552 46 2R I UCR™ B0 41 (M3t 4R D A hy i 2ot 19 4K
i, HARBL R R W MK 4R D, 4k, shapelet 1E 0 SE 50
FR BRI — A kST Y B B e AR B R D BRI 43 g
P ZEAR - 45 59 208 45 D v A Dicsr » 2390 JH K TS shapelet
FIE Sy 1 o A 4
3.2 [EE#R

4T DNN [ i 8] J7 5] 43 2546 84 (149 % i B0 o % 7T LB
KR — AR, & [ FRR BB, x= (2,
2,) RN AE Ny n B E] P 5, HG T A — > T8 R AR AE B I [
A EUE . A0 2R EAG T 8 I8 T35 o, DIASE 2D i 1 A4 A 5 K
for () o ZERUHE, 5 N 7E shapelet X [A] 1 (94 3l v LA os Sy )
#oe(x) . WARE o WL FE 7 g =M, =N O PR

o=p+ (%:lemmx—f:"*")) Sh
Horb, o Fl et a3 5 FR AR A I 1] )3 1) 1) die R AE Al e /ME
BB EA S T 48T S ., BAAT i HIFETFHT
2R ALAL B8 A R L% & ()

minimize fo: (x+&(x))

s "

sot. el || <t (2)

e |l .. <o

H, e 1o Al eCo || AR S0 = e ML,
ML 5%, (2 FR BAAT {UTE shapelet X [H] it Il BE AN
KT o BBl . 35 T 50 80 A s D s e O MR 36 °F L e 5K
B HBCE RO . T B MER B AT X L AR S R s
JC HFr It (Untargeted Attack) 8% 8 .
3.3 WEHEE

BAAT Y H B2 B 5 A 7™ % B ke A I [W 0w 2 Bk
A, R, AR SCH B R GA Rl shapelet X ] ) 2 & 35087
M 25 i DL LA HARAL T, P85 45 T BAAT Bk i # 1k

AR AL P BY B e B ANk 1 M 2 R,
BrEL: it Sshapelett KA 1 BHAR2: &AM TR K
FEEL

Dypap
L o b () — P - AV AYS
== shapelet LA : . Xadv
|
! +
Dies I &l
== A
MA~— | Xor
K5 BAAT 5k a2
Fig.5 Process of BAAT
&%k 1 % shapelet X [d]

Bl BB Doy s W B0 RN w

it shapelet X Ji] 1

1. candidates<-GenCandidates(Dygpap s W)

2. shapelets<—[]

3. for S in candidates do

4. quality<=—checkCandidate(S, Dghap)

5. shapelets. add(S, Dywy)/ * JAFIZE * /5

6. sortByQuality (shapelets) / * HEF * /5

7. removeSel{Similar(shapelets)

8. bestShapelet<-shapelets[ 0]/ * fix{# shapelet * /;
9. l<—getInterval(bestShapelet) / * LB X 8] * /;
10. return L.

TEBCE BRI T, T e 75 Z 4K 15 shapelets Sk AR 4 3 X
). 53Rk 1 235 shapelet X [AIFYPHARHS . 1 JE AR 45 HH &
SCHY W 2l 8 D w0 75 2000 Y 3 )3 50 (I3 3: 1 P iy
8141 . RRIFEEA T 75 B R H O A $) shapelet
FFP LEE 1S 3—517) . AR BTE XS shapelets
FeJG » EALEY shapelets K 85 M BR (W33 1 A9 EE 6 —7
1) o I A5 B I fE shapelet X [H] (92 45 {7 & A1 45 o o7 & (I
B 1P 8—10 17 . A E IR BRIE S FH O
[12.22],

B 2 R T X HUREA A R AR . E ORI R R
PAFH B XA CREEEE 2 PSS 147) SRR R (D 354
g (WAL 2 PsE 2 179 16 GA Akl 2 b, it i 19
P 2048 G 1 g — A S K ] A0 8 D I BEBE AL W0 4 Ak (L3
%2 A 4—6 A7) AR B TR S X ] £ K B, B
WHE/NT B T Y IREE O AR 5. BARfial £
) T 00 ABE 2 S A A 9 I RE (LB 2 TR s 10 A1), R
R DB A B T 28 A 1 IR 2R AR TS [] L IR 4 e A AR B it 1 )
LB 2 P95 12— 15 47) o 75 0, R 4 252 30 1k 0 3 de R
PR G A MR8 S5 N A — Al il AR A 2 (L
B2 P 17— 21 4D IR E S S XA R BR AT —
AR B 2 RS 22—24 47) . RUE I 13 B Bl fl ik
H— AU IR R (E R TR AR i L PR AT T, — B
T PP A0 2 15% 1 It AH B A4 X B RE AR
Bk 2 T ASRBCE SO A O PR A
A B Doy FI D s PSR T B3 HL T AT ton
By XS PURE ARSI adv_list
1. interval<FindingShapeletInterval (Dy )

2. o<GetMagnitude(Diw s )/ * PANIHEE * /;
3. adv_list<=[];

4. for X,y in Dy do
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5. fori=1,2,++,M in population do o, 2 o (L IRREE § ARG RHPOREAR T 2 « NMITEAE.
6. Ei] < init(interval, o)/ * FJARALFIIE = /; (3) - #4734 K L ( Average Numberof Iterations, AND ,
8. forg=2.-.G in generation do ANT 78 T 45 S50 5 9 0 WD A B GA 110 5743 AR
9. fori=lL.2,.Min population do B T — B A ) ANT BRI 2 I 5 v A
10l e G el 41 EREERET
Mo et et/ RARRIE /5 S:Yo v FE FCON i HARBER £ 36 (5 1 Adam F 4L 25 A1
12, il argmax [(xsbe ) F s RN O 2 KORE B AT IR0 AR 1 2 0 2 8
1s. N <x,, e /% Tt ¢ /s WX GATN Bk —81, % 2 8 T Bk 0 2 80
14. adv_list. append(x,,,) 5 FA UL, shapelet 3 30 I 1] i 3 67 0 /AN 38 i 15 4%
15. break: He B o R LA 0. 1 R B /Ny K B 10%
16, else GA i85 AT AL PR G % 50 FhBERCRE M %% % 60, 7E
i T““Mmfmwlf SEBRIE AT oy T I A RE A el R T B R TR
i :;;ig?ﬂﬁii;;ﬁ WA B . SRR L T AR B O 0 B
o el mmple(e oy R IFIAR 85 M R A B T o e P 2 S B2 11 3 86 B AR A
) e sampleCe - prob s R AR BT ot R B (LR T A 4 IR Tk R R, # 8
22. child«Crossover(parl , par2) ; T B U 4.2 15 T A S0 B0 3 <0, 01,0, 02 AT 0. 04,
23. childyy < Mutation(child) ; %2 BHRE
24. ef«childmm 5 Table 2 Parameter settings

25. return adv_list.
3.4 FRfEAE
R T HEG T S AR 4E D b O B0 I AR AR B, S0 R
EXW%%EEH’\D‘?E% 55— 0 E e B R R R F0 1 28 A
G AR — B W — B IR A5 b W A S A
B0 A4 2645 5 IR AR R AR R AT — B, P2 BTl R A IR
AE A RE PR R IE 86 4 B REAR S BN IR 2 . LI fl
JH UCR %u#5 4 B 7 2 L1 2845

BRI

R 1 g, A S0k B UCR #od 4E mh o0 L B (Electro-
cardiogram, E) Fl& JE& % (Sensor, S) X Wi 2844 T 7E &% 4 R L )
B e AT SRR . LR X L B R E R R GATNL B
BT B &R N Tk A nIPA IR AR T

R 1R KRR

4 SLIGFNEE

Table 1 Name and type of datasets
Name Type Name Type Name Type
Car S FordB S Phoneme S
Chlorine. S InsectWngSnd S Plane S
CinCECG. S Ttaly. S SonyAIBOSurf1l S
Earthquakes S Lightning2 S Sony AIBOSur{2 S
ECG200 E Lightning7 S StarLightCurves S
ECG5000 E MoteStrain S Trace S
ECGFiveDays E NonIFECGThol E TwoleadECG E
FordA S NonIFECGTho2 E Waler S
(D) ¥ ik B3 # (Success Rate,SR) ., SR 5 4 v o g oh
A D O HE
(2)¥)J7 1% 22 (Mean Square Error, MSE), MSE B # I

7 R P S iR MSE 80/ 3 B Bk B R, IR
3 AT BT A X HURE A B9 7 24 MSE $ili3id B 7 2 1
Pl i 2

L L(I,O — )" 3
nj—1i-1

T

Parameters Values Description
w 0.1,0.2,0.3,0.4 R =]
G 50 ok H#E LR #
M 60 GA F# % &
B 0.01,0.02,0.04 2 H

4.2 BEHH

WE 6 i, 4 g ELL0.01,0.02,0.04,0.06,0.08,0. 1]
w5 RS SRE S B RIEAR G, BEE pIYBE R,
Wt %) HIE Bl i R ALK X TR B AR AR 5 B2 i B R
FRAE . PR 4 3 PR 109 RO SR A6 AR 19 7R ) %656 1 AT SR AL
My aE A, ARYE SIS W] A, AR g 0. 04, A LAY XS HUAE AR
] LU 5 g AR PN, 2 25 T AR B i X B ), Bt AS Se 2
Jo B SE IR B R HUE BRI [0, 01,0.02,0. 04],

10 JE—

08

Success rate
o =3
= &

—— Car
+— Earthquakes
*— ECGFiveDays
—=— Lightning2

8

o

0 001 002 004 0.06 0.08 010

B

&6 5 NEE AR B Bl A Ak H
Fig. 6 Trend of SR on five datasets

i T2 A BR i, A ¢ R /R 7E 24 4 UCR $d 4 b s
G455, #3511 T BAAT #l GATN 78 24 P48 4E -
RIS AR Gt 4 R (W8 3 PRYSE 13 11) . BIKRE b
% BB/, SR bl Z BEAG . [E I, MSE #1428 45 3 % /N, A
i AT DA R AN 5 23t B M B RE AR . 36 3 3881 1 T 4% ANI
10 PRI A B SR B (L3R 3 R 4—6 47) X R 4 B diE
£ BAAT W LITE 10 AR LA B0 i . A Tm) B 4 ks i xe
GRRERA R, B 4024 B 0. 04 B, StarLightCurves %t
PEHH SR hy 97.41% 1M1 Trace FHEHE R A 6.32%,
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#3 AW B TFH BAAT Bl GATN (5831455
Table 3  Statistical results of BAAT and GATN with different

B=0.01 p=0.02 B=0.04 GATN
Avg_SR 19.01% 32.05% 57.64% 46.34%
Avg_MSE 0.0005 0.0020 0.0084 0.1273
Avg_ANI 8. 90 9.32 9.12 —
FANI<=2 2 3 5 —

#2<<ANI<10 11 15 9 —
#ANI>10 7 5 8 —

4.3 BAAT 5 GATN Eixgyxf Lt

gk 3 o, BAAT A A ) Xt 0 BE A 19 5 ¥ MSE # b
GATN BEAIE T 24 T A 5500 4, 33 B R b 42 T 7 %o Ho B A 1y
RE g3, M 8% T 0. 04 B, BAAT ¥4 SR & T
GATN;Y g% F 0.02 # 0. 01 B}, GATN #yF 3 SR & F
BAAT, W& 4 B3, A SO0 P AN S 7L 47 T Wilcoxson Bk
FRE ) N p (/N T 0. 05 B AR LIS — & A BF M
BRI, M L% T 0.04 M 0.02 B, BAAT fl GATN 1E
SR KA REFEHZER Y BHET 0.01 B ,GATN 1Y SR W 3
T BAAT; BAAT 1 MSE Z5 078 3 4~ pIUE P B FH T
GATN, 3T shapelet X [A] 9 5 #F 4 2h 42, BAAT K KBE
8T MSE W45 58 B[R] B &y #8 48 2 0 3 X4 b H] 55 7 % Bt 5
dr BB R EG R B SR AR T R ER . BANE 7
T PR IAAE Lightning7 308648 T AR LAY XS ST AEAS 19 B
WS GEE R EA ML aahksi/FErmd) . B’ 7R
BAAT A A FEA, Ho K (A AE S shapelet X [H], B 7(b) 24
GATN A BB BEAS . BAAT A A A X TR 4 70 R 4R BE AR A1
Ee . AR B HR R AE 1 JR) 35 shapelet 38 30 X ] o A {08 i B Y
AR, AR LT 4258 AN B, AH R b, GATN B85 2E i X Hit
FEATE 42 J5y IX 8] &R A R ZU48 3l AR T DL ) 15 500 1 Sy i
FEA, S 45 AR BAAT B 8T T XA MR 5 52

# 4 p<<0.05 i} Wilcoxson Bk FIAS 5 45
Table 4 Results of Wilcoxson signed-rank test when p<Z0. 05

B=0.01 vs. B=0.02 vs. B=0.04 vs.

GATN GATN GATN
SR 9.17 %1074 1.28%10 ! 2.19% 10 !
MSE 1.32%10° 1 2.70x10°° 1.82%10°°

== OriginalClass 5 7~ 77 = 7 |

= Original:Class 5
PerturbedClass 6

Perturbed:Class 1

(a) BAAT (b)GATN

Bl 7 Lightning? il 5 b b3 1 Az il i %) i ke A
TR R ED
Fig. 7 Adversarial examples of the two algorithms on Lightning7
4.4 IEIE shapelet X [8] B9 & %1%
HJ T BAIE shapelet X [R] YA &M, A SCTE B A B8 46 1
FfALIEH 5 shapelet 1< J3 AH 45 B DX 8] -5 LA S e 3h X [a) F
o e 5 F o, MBS 2 i 8 L b 2 A H08E R B
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Table 5 Average results of random and shapelet intervals

SR/ % MSE ANI
random_interval 40. 04" 0.0086 9.97%

shapelet_interval 57.64 0.0084 9.12
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Fig. 8 Examples of shapelet interval and common intervals
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Table 6 Average time consumption of GATN and BAAT
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