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PGNFuzz . Pointer Generation Network Based Fuzzing Framework for Industry Control Protocols

WANG Tian-yuan, WU Shu-hong, L1 Zhao-ji, XIN Hao-guang,L.I Xuan and CHEN Yong-le

College of Information and Computer Science, Taiyuan University of Technology,Jinzhong,Shanxi 030600, China
Abstract Industrial security issues have always been an important and urgent issue globally. Industrial control protocols are
widely used in the communication between industrial control system(ICS) components. Their security is related to the safe and
stable operation of the entire system.and there is an urgent need to ensure the security of all industrial control protocols. The net-
work protocol fuzzing plays an important role in ensuring the security and reliability of ICS. Traditional fuzzing methods can im-
prove the security testing of industrial control protocols,and many of which have practical applications. However, most traditional
fuzzing methods rely heavily on specifications of industrial control protocols, making the test process costly, time-consuming,
cumbersome and boring. If the norm does not exist,the task is difficult to carry out. This paper proposes an intelligent and auto-
matic protocol fuzzing method based on pointer-generation networks(PGN) ,and gives a series of performance indicators. On the
basis of this method.an intelligent and automatic fuzzing framework based on PGNFuzz for application is designed,which can be
used for various industrial control protocols. Several typical industrial control protocols such as Modbus and EtherCAT are used
to test the validity and efficiency of our framework. Experiment results show that our method is superior to other general purpose
fuzzers(GPF) and other deep learning based fuzzing methods in terms of convenience,effectiveness and efficiency.

Keywords Automatic vulnerability mining, Fuzzing, Industrial control protocols, Industrial security,Deep learning, Pointer-gene-

ration networks
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Fig. 4 EtherCAT environment
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Fig.5 TCRR changes with training epochs
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AR AR RE . MU SRk B 50~100 B, PGNFuzz 19 °F 3
TCRR R L E T GAN B8 1 BIM 2% & th 29 8040, M L & T
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PGNFuzz B 3& B T 45 Up 80l 3 FH ) 0 26 B .
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27000 B 4HE . PGNFuzz 5 H At 3 FiAE 7Y 9 ) 328 25 1 4n
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Table 1 Experimental data comparsion
Case Training Test . ATE
Test Model o . Targets CTA NTA ATITA TNR TPR .
Amount Time/h Time/h Score
Modbus RSSim v8. 20 6 198 0.72 1.31
Modbus Slave v6. 0. 2 4 57 2.01 0.99
PGNFuzz 270000 15.54 12,31 93. 86 90. 81
xMasterSlave v. 156 7 101 1.88 1.23
Real Environment 6 42 3.23 1.07
Modbus RSSim v8. 20 5 86 1. 66 1.09
GAN-based Modbus Slave v6. 0. 2 6 57 2.50 0. 81
270000 8.57 9.52 92. 54 92. 39
model xMasterSlave v. 156 5 62 2.30 0.94
Real Environment 4 23 6.21 0.72
Modbus RSSim v8. 20 4 38 3.76 0.76
LSTM-based Modbus Slave v6. 0. 2 5 21 6.78 0.63
270000 5.18 9.51 87.39 93.25
model xMasterSlave v. 156 4 18 7.93 0.52
Real Environment 3 14 10. 20 0.47
Modbus RSSim v8. 20 2 23 6.21 0.16
Modbus Slave v6. 0. 2 2 8 17. 84 0.12
GPF 270000 29.05 9.47 —
xMasterSlave v. 156 3 12 11.89 0.19
Real Environment 2 9 15. 86 0.08

PGNFuzz 7E 3 Fl Modbus ¥R T. B DL K B SC 355 o dE 47
Modbus B BUBERT I, & BE 5 H be I fil A5 70 B 4y B 45 R
DLAT: ) — R I ol AR R 3 AR Y P 0T B AR il R
WLAMT MR SR R, AR SO AE X B B HE AT DR D
TR, RA BT M BE A R S R L 38 25 TR T RO I it
MIRCE, I CTA F1 i b e 36 01, 3 7003 0 1 1 22+

M5 » PGNFuzz 185 7F b B [7] B B L F At 3 B AsE 700 9 P
FETE4F ., PGNFuzz /&3 T LSTM BRI B4 @ , A SC o7 B 78
MR A b B B9 45 5 0] 41, PGNFuzz Al L3 3 88 22 0 8031
AR DG R . IR EE R AR BT, A U R AE 4 AN BRIt B
P BB ATE 30 ¥ w12 4 A IHK B A5 7, PGNFuzz
1E Modbus RSSim v8. 20 | 1y 3K ¥ /& s UF 7Y, X E IR & 7T g
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B3 ) 19 AT 2 038 R T A

% 2 PGNFuzz filt % 5% 15 b
Table 2 Triggered anomalies of PGNFuzz

ATITA

Frequency

Triggered Anomalies (Times) (Mins) NTP
Slave crash 23 24.25 4
Station ID xx off-line 128 3.86 3
Using abnormal function code 96 4.13 4
Automatically closes the window 36 14.57 4
Data length unmatched 101 3.89 4
Abnormal address 37 23.26 3
Integer overflow 5 108. 00 2
File not found 3 197.00 1

(3) DGD

GPF 2% > B iSLiH B 1Y 26 512 [ 5 9 . AR 9 GPF 7
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[ 6  DGD Fifi % Il 25 Y B2 16 28 b
Fig. 6 DGD changes with training epochs
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T — A EA S 1 55 & X Modbus Slave & % K4
6540 EFE MU, H 28 % B 78 “ Station 1D 36 off-line, no re-
sponse sent”, {HEFATMEL T, Station 1D 36 3R 1E £k, [F Il
A MR 2 ) I8 TT REAE TR AT BB . O T SRR R AT Y A
W F AT H AP Modbus ff B8 L% T FHERY i 2, (2
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Moo B, Hof A R FEOR AL SRR K R 3% 4 Modbus
Slave, BLAT,Modbus Slave AJ DL 1E ) Hb 4b 3 33 22 504 it . oy
T HEBR A DR ) 18] “ Station 1D XX B 28 19 0T B 1, 3R] 7
J& ) Modbus Slave Jf In] H & 2% A8 ] 4976 B . 9115 3480 7] 19 312
[, 33X e 2 BT UE B T FRATT B9 2 R AR Y .
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UL ROk G0 53 T ik ki 2 S R R L JR ge it Tk B
3 AR E S8 Modbus TCP W 4% 34 55 19 i A& fik & 5 % 1%
B DAL A SCRE AL R AT B R U 25 . 75 ZE UL 02, AN TR Y 5
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5.3.3 PGNFuzz &£ EtherCAT F & & A

390 T 5@ i B I 2R PGNFuzz 7€ EtherCAT P
Wb RS ) A VB AE Y U R, BLE MITM i MAC bk i
i DAt ik T it RO L T S

# 3 7E EtherCAT "t 31 v 76 s 1
Table 3 Potential vulnerabilities in EtherCAT

Potential Vulnerabilities NTA Sent Number
Packet injection attack 118 30000
Man in the middle attack 26 30000
Working counter attack 209 30000
MAC address spoofing 41 30000
Slave address attack 13 30000
Unknown attack 197 30000
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