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ZKFERP : Universal and Efficient Range Proof Scheme with Constant Computational Cost

LI Yi-cong,ZHOU Kuan-jiu, WANG Zi-zhong and XU Lin

School of Software,Dalian University of Technology,Dalian, Liaoning 116024 ,China
Abstract The decentralization of blockchain can easily lead to the leakage of users’ private data at the transaction layer, which in
turn leads to information security issues. The zero-knowledge range proof is designed to confidentially verify that the transaction
data belongs to a legal positive integer range without revealing the transaction data. It effectively solves the problem of blockchain
privacy leakage. The existing blockchain range proof scheme can still be further optimized in terms of proof speed, verification
speed and calculation cost. In addition, the existing solutions cannot handle the floating-point number problem, thus limiting the
application fields of range proofs. This paper proposes an efficient range proof scheme with constant computational cost and uni-
versal for floating-point numbers and integers,ZKFERP. It improves the zero-knowledge protocol based on Bulletproofs to opti-
mize the proof structure,and a Lagrangian inner product vector generation method is designed to make the witness generation
time constant and the commitment is constructed according to the floating-point number range relationship to implement floating-
point range proof. ZKFERP only relies on the discrete logarithm assumption,and third-party credibility is not required. The com-
munication cost and time complexity of ZKFERP are constant. Experimental results show that,compared with the most advanced
known range proof scheme,ZKFERP’s proof speed is increased by 40. 0% ,and the verification speed is increased by 29. 8%.

Keywords Blockchain, Privacy protection, Zero-knowledge proof,Range proof, Vector inner product commitment
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1. tp_list < []

2.tp_v< v

3. ns_dic<= {Non-split dictionary}
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5.for i=0 to 3 do / * RFEN R it a* /
6. sqrt_tp_v < int(sqrt(tp_v))

7

8

9

tp_list[i] < sqrt_tp_v

if power(sqrt_tp_v) ==tp_v then
a< tp_list
10. b
11. return a,b
12. end if

13.if i==3 then / * FIW N it a R B E LR« /
14. a- tp_list

15. tp_v=tp_v - power(sqrt_tp_v)

16. if tp_v in ns_dic then

17. b ns_dic[tp_v]

18. return a,b

19.  for j=0 to 3 do / » K MNF M & bx /
20. sqrt_tp_v < int(sqrt(tp_v))

21. tp_list[j] < sqrt_tp_v

22. if power(sqrt_tp_v) ==tp_v then
23. b<— tp_list

24. return a.b

25. end if

26. tp_v=tp_v— power(sqrt_tp_v)

27. end for

28. end if

29. tp_v=tp_v-power(sqrt_tp_v)
30. end for
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4. vec_len < 4 P*V:V,‘A/ (39)
5. else X
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10. end if
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13. b. removeO /= MBR A 4 b i J5 —AICF * /
14. end for
15. return a,b
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Table 2 Communication cost comparison
Scheme N z » 9q z q
Bulletproofs  2log(n) +4 5 0 0
Cuproof 2 4 3
ZKFERP 2 7 0 0
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Table 3 Computational time complexity comparison
Proof and Witness Total
Scheme A . . . .
verification time generation time time
Bulletproofs On) On) On)
Cuproof O O(n) On)
ZKFERP o o o)
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Fig. 1 Relationship between proof and verification time and the size of problem

D https://github. com/liyicong763/Ferproof for Python
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S 43 R AN (6] J5 GRAEAS [ () R/ T A P R T R 4
AT R BE, Bulletproofs 4 G AN UE4E /M 4 Ar%l, BT
Bulletproofs $ Ff 4 [a] 15 b B Sy — 398 i B He 4 g &, PR O LR
0K B 52 SR I TR o I R L R 0% 3o 484 T3, G B E B
BFiE] 2 1191, 85 ms, “F-HJ R ik BT [H] 24 362. 20 ms, “F- ¥ UE i K
/WA 622 bytes, Cuproof ¥4 g FUE 4 /M sk 5 5. i T
Cuproof & LS B H 775 Al 3 # 2% 7] 8 4b 3 54 18 5 4
JE 4 ) et PR O G RE 4 K R B ] R L R B TR 6 R
Cuproof 75 244 FE 7 5] {45 fF Sy 15 A~ UE W AE 55 01 R &, Ltk
B0 Y i [RD S A L - S UE B B AL 365. 20 ms, - B 36 GIF B
6] g 115. 44 ms, U K /MR 2090 bytes, ZKFERP #: fig
FEHE AN 6 T 51, ZKFERP R F ok ik i 0 i 45 #9 , 6
A g R S ) R0 AT A R E R, B O L7 2 E B A R
219. 27 ms, M [t. Cuproof F1 Bulletproofs 43 il 45 %% T 40. 0%
F181. 6 % ;s ¥ 56 3iF i 18] & 81. 01 ms, #H H Cuproof F1 Bulle-
tproofs 7 W45 T 29. 8% 1 77. 6 % ; ZKFERP - ¥ i #iF Kk
/N 739 bytes, SEERAE R F ] FEUE W O [R] 5 B RO [R] LA
S B ZKFERP ¥ &AL .

2 4 Bulletproofs 4 §& FHIE g K/

Table 4 Performance and proof size of Bulletproofs

Pro.blem Gate ProofSize/ Timing/ms
size bytes prove verify
8 bit 8 490 375.59 136.03
16 bit 16 556 408. 07 138. 04
32 bit 32 622 758.23 229.03
64 bit 64 688 1437.23 416.09
128 bit 128 754 2980.12 891. 83
Average 622 1191.85 362.20

%5 Cuproof & FIHIEHE K/

Table 5 Performance and proof size of Cuproof

Problem Gate ProofSize/ Timing/ms
size bytes prove verify
8 bit 6 2068 364.08 117.03
16 bit 6 2078 365. 66 116.02
32 bit 6 2088 364.08 116.12
64 bit 6 2099 369.08 114.02
128 bit 6 2119 363.09 114.02
Average 2090 365. 20 115. 44

# 6 ZKFERP R FIIESE /)
Table 6 Performance and proof size of ZKFERP

Problem Gate ProofSize/ Timing/ms
size bytes prove verify
8 bit 6 740 220.04 80.01
16 bit 6 739 219.04 82.01
32 bit 6 738 222.03 80.01
64 bit 6 740 216.13 82.02
128 bit 6 738 219.11 81.01
Average 739 219.27 81.01
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F 7T RIMS B H 7 FR A9 2 i X

Table 7 Comparison of search time for Lagrangian sum of squares

solution
v digits Timing/ms
(decimal) Enumeration Maximum square split
10% 0. 99 0. 00
10t 7.14 0.00
10° 35.58 0. 00
108 206. 77 0. 00
107 923.71 0. 00
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