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Study on Distributed Intrusion Detection System Based on Artificial Intelligence

WANG Lu' and WEN Wu-song®
1 School of Artificial Intelligence,Chongqing University of Education, Chongqing 400065, China

2 Department of Electrical Engineering, Tsinghua University,Beijing 100084 , China

Abstract In order to solve the problems of data processing defects and low system intrusion accuracy existing in the current dy-
namic loading system,a distributed intrusion detection system with complete functions and strong practicability is designed by
taking the application of “artificial intelligence technology” as an example. Firstly,on the basis of completing the system architec-
ture and database design,comprehensively analyze the control center and the extended network host of the subregional control
center,and then formulate corresponding response countermeasures in strict accordance with the relevant response rules of the re-
sponse library. Secondly, through the use of the communication module, the intrusion behavior is judged to determine whether the
intrusion behavior is abnormal. Again,use the S5720S-28P-SI-AC24-port core switch to exchange related data. Then,through the
selection of AD2032 alarm responder,a comprehensive monitoring of external intrusion behavior is carried out. In addition,based
on the comprehensive analysis of the main body communication implementation, the Libpcap library function is used to complete
the scientific design of the intrusion detection process test. The results show that, under the application background of artificial
intelligence technology,the distributed intrusion detection system designed in this paper can obtain high detection accuracy,and
its accuracy reaches 99 % ,which provides an important platform for the later security and stable use of the network support.

Keywords Artificial intelligence, Distributed, Intrusion detection system, Design,Implementation
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Fig. 1 Overall system architecture
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namespace NS_MYSQL
{
class CMySQIL._Connector
{ public:
CMySQL_Connector(void) ;
~CMySQIL._Connector(void) ;
public:
WEIEi: 34
bool Open(const char * host,unsigned int port,const char * usel.
const char * passwd,const char * db) ;
/ /B IF 3
void Close(void) ;
Ak NE N N9)

bool Update(const char * sql) ;

/ /2

bool Query(CMySQL_RESULTSET #* pResultSet. const char * sql) ;
/)R

bool IsConnected(void) const{return m_bConnected;)

private:

bool m bConnected;

MYSQL mysql;

}

}
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Fig. 2 System hardware structure diagram
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Fig. 3 System master structure diagram
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Table 1  Alarm model and settings

X A B C D E
1—15 0 0 0 0 0
16—30 0 0 0 0 0
0
1

31—45 0 0 0 0
46—60 0 0 0 1
.0 1% OFF;1 1t ON
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Fig. 4 Computer information detector vl. 2
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Fig.5 Diagram of Al-based mobile process
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Fig. 6 Intrusion detection flow

5 Rk

T HE L b 5 E A3 A 2R R R 0 AR M A K
P HLAF NS2 W4 15 B AR, 6 Z RSB AT AR R AT 4
TR 1 07 L4 ) s, 30 B2 7™ Ak 4 IR 8 B 1) o UK B, Bl 2
R R SRR AR . 34N, S T SR E R AR s X
PRk Ak | B SE AR AL I B B Se ik A flooding Bk
K% 28 T8 By DoSUE %4 IR %) Y o7 =X A %
D73 AT LR H AR A A A R R AR AL
Hh BB G IDS B AL R % 1 & R EE IE #9508 it

AT 2 A L DT S X A [R] 2 2 04l ) A 2 X a0 i A A
REXS 0 A XA R AL R S B A7 PERE R R R E AT A7 2
ik

5.1 WERBEESHEE

H T LT 4 AR AR K T R G AR Y B 56 I, AR S
I 0 2% 7 A A ARG T 52 56 38R AT B, 4R 5 8 o A AR
R W 2R B¢ 22 e RS 38 AE R A bl py WAk o 8, LT R R &
ML TAE, 15,005 18 F S5 I BT e X B & & b o 1
Lz 1 PR g 1 A WHEmEs a6 0. Hix,
HHLG: 2 ML 3 ¥ REAERDHED 1 & WERS &S
AT & EOLBIBRIVIE LB L 15 B 38 bl o £ W 45 IR
ST Z M E T BRI TR, A, BB %
ANHLBE AR B ER g AT A S 5 L e el ) P S 4 3
TCP/IP W B, AR A S 50 F 2 FH 2] 7 w9 Fh A Jm 3R 5% . —
RO L0 e AE AR ML 2 S5HLE 3 Z s 5 —Fh A
SRR BT W 2 S 06 e S AR N LG 1 b R K R iR B B AT
THLG 1 FE M55 B IFRIHBLE 2 AL 3 ey & ik
FM AN TR BEBITKT . I, AU E 3 HLG T, 8%
FEHLAEHN B.EH C.EH D HZE—EE LS. EHE
ATt FhRRYGE, B FEN C 5 FENEF LR, L

TE4f b Dk R G A7 4 SR RS

#2 BHE
Table 2 Parameter settings
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Table 3 Data packet sent by attack initiator
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