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Survey of Adversarial Attacks and Defense Methods for Deep Neural Networks

ZHAO Hong,CHANG You-kang and WANG Wei-jie

School of Computer and Communication, Lanzhou University of Technology,Lanzhou 730050, China

Abstract Deep neural networks are leading a new round of high tide of artificial intelligence development,and have made remar-
kable achievements in many fields. However,recent studies have pointed out that deep neural networks are vulnerable to adversa-
rial attacks,resulting in incorrect network outputs,and their security has attracted great attention. This paper summarizes the
current state of research on adversarial attacks and defense methods from the perspective of deep neural network security. First-
ly.it briefly describes the related concepts and existence explanations around the adversarial attacks of deep neural networks. Sec-
ondly,it introduces adversarial attacks from the perspectives of gradient-based adversarial attacks,optimization-based adversarial
attacks,migration-based adversarial attacks,GAN-based adversarial attacks and decision boundary-based adversarial attacks,and
analyses the characteristics of each adversarial attack method.analyzing the characteristics of each attack method. Again, the de-
fense methods of adversarial attacks are explained from three aspects,including data-based pre-processing,enhancing the robust-
ness of deep neural network models and detecting adversarial samples. Then,from the fields of semantic segmentation.,audio, text
recognition, target detection,face recognition, reinforcement learning, examples of adversarial attacks and defenses are listed. Fi-
nally, the development trend of adversarial attacks and defenses in deep neural networks is forcasted through the analysis of ad-

versarial attacks and defense methods.
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