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Study on Formal Verification of EAP-TLS Protocol

CHEN Li-ping"? , XU Peng"? , WANG Dan-chen”® and XU Yang'*
1 School of Mathematics,Southwest Jiaotong University, Chengdu 611756, China
2 National-local Joint Engineering Lab of System Credibility Automatic Verification,Chengdu 611756 ,China

3 Sichuan Provinical Digital Economy Research Center,Chengdu 610021 ,China

Abstract EAP-TLS is a security protocol defined under the 5G standard that provides key services in a specific IoT environ-
ment. However,the EAP-TLS protocol cannot provide mutual authentication between user equipment and the network. A proto-
col with design flaws will endanger the security of the system during operation. Therefore,it is a very necessary process to ana-
lyze its security before the implementation of the protocol,try to find potential flaws and improve them. This paper studies the-
formal model of EAP-TLS protocol and security properties based on Proverif,and verifies the security properties such as the mu-
tual authentication between user equipment and network, confidentiality between KSEAF (security anchor key) and subscriber
permanent identity(SUPID). Verification results find that there are some security flaws in the EAP-TLS protocol in terms of au-
thentication under insecure channels,and the user equipment fails to authenticate the network. Analytical results further confirm
the reasons of security flaws,and the corresponding attacks are also given. Finally, the possibility of improving security flaws is

discussed based on asymmetric key encryption and random numbers in cryptography.

Keywords Authentication protocol, EAP-TLS, Formal verification, Proverif, Insecure channel
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FA P % 4 UE 5 /4% 2 (8] F 0 2% 40 6 8L

AP UK BT AR A7 7R 3 TR I L X AT fE S ECE ok A
W A2 4 Hbr, B B LR fEE R G T 4. Wik, o
PS4 P, T R 6 B W R i B O ol R AR L B
B A SCHER XS EAP-TLS B a8 o ¥ 76 (9 ¢ 4 1 In) {8 647 T W
%%, Shojaie 0PI EAP-TLS #4700 #r, 2 T —F B A 5
I B AL R AS (] 402 - 5 4 1 J 58 O kL 4R R T M R A
e 4% T ATIT ], Zhao 25 4347 T EAP-TLS 77 1
Hp ) N By 4l S5 4 T A I B L R T S I S Bl e 4R T BR
#J7%, Zhang &5 i ] Scyther X EAP-TLS Whil # 471
AL HEAR , G T % 4 05 %543 KSEAF H 7 By 5 L SUPL
R 2 M S5 2 S B M B E T R W LA T RE e R e et
BT 6% . Zhang 257 ffi I Proverif %F EAP-TLS #p i3 i
108 K Ak @ B, 30 9E T P & 6 bR iR SUPL, i & % #1
Rprekey ., 27 % 4 Ksession IR % 14, LA & UE 5 AUSF 2
] 49 46 B IAGEPEFI UE 5 AUSF % Rprekey f9ATE %5 % 4 )@
P % BT SR B Tt T e B B T AR R A iR D
o TR SCHE ST TAE K B, M AT T EAP-TLS Ml iy % 4
PERFSE , Bt Z JE AL IR AIE  BUNAE L 215 1 T #AT B AL RIE

T B I 1 22 4 A A IR A2 R TR s AR A v Tk At
2 B L3 F AN IE A R FE A R 58 98 1Y 4 4 T8 58 A B
SEPORAETE . HA DU IE SR T 7R B 44 10 W 4 PR
S AT B UMY 2 5 05 R PR TR R A I
W RE PRI M5 % 4. B A 2 S B 2 e vk 2 &
Sl B SO AL M S5 86T ke st . Bk 7 B R Ak
) FH 02 33 A R R A3 BT R 8 A A o DT 360 HIF 3R 4 7 1
B LT I A5 14 E B 2 A I

ETF M ASCHFITAE % 4 {5 F EAP-TLS B il i 1 58
A3 BT 5 B TE 3 T A Al 2 4 4 0 TE o R e AR OB L B0 B
B, BS54k UE,SN, HN 3 452k, i —
5t U BGIE AT AL # 5 SR U5 Xt KSEAF, SUPT #9 £ 2 1 DL
& UE 5 HN Z [a] (9 # 5 A IE 5 22 4 8 17 T8 s i .
F H Proverift /347 EAP-TLS Bhisl , & BLi% Pr i ZE IAAE P 7
T A7 AL 22 A BB . B 3 E R 25 90 i % 5 B ML B0 A7
TE Y 2 A BB R AT B0 L A T T BRI S 5 5 7E DR IS ) 4R
e # o it — 2 X B R I U G AT I XAk S BT IR E .

2 EAP-TLS thi

EAP-TLS PS5 X% i J2 H & F3E 45 /9 B A GIE %
2P, FICK45 4 3GPP 3CEY TS 33. 5011 5 RFC 5246
ROAH SEA L 45 1 EAP-TLS Whi a8 B FR R R . A 3¢
o ET K B AR s RN R 1 R,

F 1 WX

Table 1  Abbreviation comparison

Abbreviation Description

UE User Equipment

SN Server Network

HN Home Network
SEAF Security Anchor Function
AUSF AUthentication Security Function
UDM Unified Data Management
SUPI Subscriber Permanent Identity
SUCI Subscription Concealed Identifier

EAP-TLSNIEM A M E 1 iR, EFEQFHE LT 4 4
BB

(DFIIR W B B, TERLBY B M P s UE Rk & -
Ly bRl SUCT B3 R AE T B (H UDM 922 §1Jn#% SUPT
JE 35 SUCD , SEAF 4 8L B 15 I 55 W 45 4 % SN-name &
R IR R4 HN. 76 HN X UE 895 6 b5 S AT 50 E 38 iof
J& BEFEINIE J7 % EAP-TLS, Jf 4 SEAF ¥ J5 i b R & 3% 4
UE, /5 UE & SEAF [ HN &% i i & TLS Client-hello,

(2)UE tAiE HN, HN £ SEAF [a] UE % 3£ IR 55 #% iE
Server-Certificate DA & i K %& 57 ¥ 42 L E 45 Certificate-re-
quest FFTH B . TEFENC B X 2TH B 5 . UE i i Ik 55 45 1E 1 50
IE HN #9544,

(3)HN AE UE, UE £ SEAF [ HN & 3% % F 3Gk 5
Client-Certificate A } Client-key-change. Client-Certificate-
veril S4B . HN @ % P il B3 iE UE 9 &4 .

(4) % 24l s 4] KSEAF 1942 . 78 HN £ SEAF [
UE % 3% Wi v 74 J&. change-cipher-spec 5 Server-finished, UE
% SEAF [i] HN % % EAP-TLS 2 J&5 . HN /1 & % 4] master
secret 2E i KSEAF, 3 ¥ H 5 EAP-Success — [A] & % %4
SEAF. SEAF ¥ EAP-Success # ) % UE, UE # IR 5§ HN
[ BF 149 75 25 26 B KSEAF JH T J& 8 1 3 155 .

SUCI,SN-name

[

SucCt

SUCI,SN-name

BT %

SUPL Indicator(EAP-TLS

TLS Start

A

ATLS Start,ngK SLABBA

TLS client-hello

TLS client-hello |

TLS sever-hello,
Sever-Certificate,
Sever-key-change,
Certificate-request,
Sever-hello-done

TLS sever-hello,
Sever-Certificate,
Sever-key-change,
Certificate-request,
Sever-hello-done

Client-Certificate,
Client-key-change, Client-Certificate,
Client-Certificate-verif, | Client-key-change,
Client-ciper-spec, Client-Certificate-verif,
Client-finished Client-ciper-spec,

Client-finished
LESINTA0) 3

| Change-ciper-spec,
Server-finished

_ Change-ciper-spec,
" Server-finished
EAP-TLS

EAP-TLS >
EA P-Success,SUPI Kseaf]

Success

1 EAP-TLSINIEFH
Fig.1 Authentication procedures of EAP-TLS

TELL EAAIE R 7, SEAF i SN B G SR B, 32 32 4%
% UE 5 HN Z B B . %450 HN i AUSF 5 UDM P
w4, Hoth AUSF 7 5E9AIE, UDM 61 3¢ S04 4 B, 7
UE 5 HN M EAIE R i 32 b, UE 5 HN #2304 % 51
master secret, master secret i Client-key-change H7 £ & )
premaster secret,Client-hello H7 (19 % ' ¥iii B AL 5 A M Server-
hello 79 IR 55 #5 BEMLECAE S8, P T IR AT B DAIE il A2 v 42
FHE RN B A E 25 M, AN A TE RFC 5246
X
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MR TR 3% 5 45 . EAP-TLS B 9 IE AL 58 UEAF 5

3 EAP-TLS thilI R E&EEER

PN S 5 7 18 R 2 4 0 E I 58 U
B R AR AN IE , DU R AR SIE EAP-TLS Bl 7E R % 4 5 18
TR R TR,
3.1 B5H#ER

EAP-TLS Mg B By & 4 A~% 575 . UE, SEAF,
AUSF #1 UDM. Ht SEAF Jy SN (WS e, & 75 F P ik
#5159 I 9 4% 22 18] 19 B 403 50 0IE 52 R b S 2 e 7 E
TR & U i b T 24 22 [|] %% & B . AUSF Fl UDM i HN 19
A A e, AUSFE it i J7 i 45 30E 47 A IE , UDM 7k 2% 504
FRCIIRE. T HM T UDM #84% 1 K xb SUCT K i
%5 DL BN IE T 35 B 3 B, R e T R 2 5 05 e 3 A
SeiA LB UE, SN, HN(HN f3% AUSF Hil UDM B #8458 . A
M 8] A6 W IS g A
3.2 E-F Proverif IR 4L iEHY

Proverif J& 3% T 57 1 Pi i 802 i o A R BOT & 19 % 4
PP IS8 UE A AR O R TS B A A R A Lk 2
o,

#2 FBAREX

Table 2 Expression and meaning

Expression Description

free n:t. declares the free namen of type ¢
type t. declares user-defifined types
fun f(zy .00 42,) s 2. constructor(function symbols)
reduc for all @y :ty 4oz, 21,5

n*n
. destructor
[y sz, ) =m.

new n:t; namerestriction
in(e,x:0); messageinput
out(c,z); messageoutput
let z=M in term evaluation
P replication
PIQ parallel composition

Fa R B A TB AR A 70, 32 T 35 X {5 T8 L9 05 2 T
#Z 5 TEEE LIRS SHB0E BRI bR, K 5052
JE O R R EOR R K ML S 5 Rk S kW
M B A DR RO . B T 20 Ak A A T L
TILAER Y

(DfFHEA W, #% UE 5 SN.SN 5 HN 2 [6] 5 {5 i #@
RHARGLETICRNFF R ¢ sese

(DZEAVE B, Proverif W& Z8 AU KR, 78 gL A 7T LUAR

T AR AL, W B e AR xR 2 B 4
WHRZHBAASE, WA [ @ AR H pkey RARA
. skey R B,

(3 EE B, 7 B PR %L aenc, adec, sign, checksign, pk
Ay RTINS SR B4 IE S 4 L LB AR BUR A
o, fift 25 PREL adec 5 B2 I HT AL BRBOR 75 18, IR i 2% #RAK
adec 5% PR AL aenc MG, AAIRIE RV M B R N 45 5
XoF R BRI NS 1 N A — B, S Ah XSS RO W R Ak i
BOHREEA M E L ERZFN LR,

WOFHBFY, 755 UE, SN, HN X} i
UE, SN, HN 47y fF 47 8, A 45 25 0l & ik e L B 563
HESFIT N,

GOEHRFAHE, SR YFHEES M man

PR, EHERR EEATHE 3 AT D ALY s 2) B AL P 3R
WA IEAETE ¢ veo bR B O Bk 38 7T LLAR 2
B ) EHIF4T UE.SN 5 HN BERE . (R 1632 17 Bp i )
RE A7 1 Tk 5 3 H R R Ty i AT LU i 22 G2 AT P L
ke AT ot BRI B AT AT % TR

S8R B SO AR BT, LU ALy Ak

(DfFE A

free cl:channel.

(2) B 1]

type pkey.

(3) PR HH B

fun pk(skey) : pkey. // 1 FASH IR BUAH 1 23 4H

fun aenc(bitstring. pkey) : bitstring. / /28 %

reduc forall m:bitstring,sk:skey;adec(aenc(m,pk(sk)),
sk) =m. //Fh 5 fi %5

(DT HRBEY]

VL 3ERE SN i, %F SN £ B B8 rf 5 SN AE G AT
R pi AT R A

let SN=

in(c, , SUCI: bitstring) ; //Z 5K B {518 ¢,
string (97 B SUCI

out(c, » (SUCL.SEAFN)) 3 //1E ¢, {7 1 I % 3% B SUCI
5 SEAFN

BIZE Ry bit-

in(c, , (Success: bitstring , SUPIx: bitstring, KSEAF: bits-
tring)) ;

out(c; »Success).

(5) EFREY

process

new skUE:skey;//F\H] A B

out (¢, ,» ( pkUE, pkAUSF, pkUDM, spkAUSF, sp-
kUE)) ;3 //TEfF i ¢, LRIEAH]

out(c, , (pkUE, pkAUSF, pkUDM, spkAUSF, spkUE) ) ;

((1UE (pkAUSF, pkUDM, sskUE)) | (1SN) | (1 HN
(skAUSF, spkUE,skUDM))) //& #3477t ## UE,SN 5
HN
3.3 WEHER

3R ] Dolev-Yao BT 458 8050 A i 5 T4 280 o R
FETERE A BRSNS, KR FIHE S wd. K
HHEBEAM TGS .

(1) Bt # ] LA 55 Wy R4 4802 A5 00 A A% a1 T S

QUL ETTULEARFE D R R E®RB WA S
I B

OBl # T LME R A E RS 5 iaTT.

I3 A B A R 8 S I AR MR BN B R AR A
AH R 2% I 18 DL T A AR A TE B
3.4 ReEREHEE

PUTRH 45 5 90 30E 9 22 4 Jg P19 . EAP-TLS GAIE B
SO &AL T P 5 05 s P 45 22 ) £ AH L AIE . 24 A AT St A8 ke 1)
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B0y 35 B — BORE L A AR S BT 2 18] A AH ELOATE . PR R
AT RKBRENZ ML EB RS LS. UE 5
HIN R 32 558 D 1t 1149 B 43 35 i — B

5G o £ $R A F P 0 B D R A G P B X B O AR TR
T4, T %40 KSEAF g ] T 037 1T 350 48 9 45 2 [) 11y
Ja S A5 . A I B 24 R E KSEAF By R 28 v, 540, %4
master secret F T4z i, KSEAF, {H X B A % (& % 4 IR %
P, % [T % 4] prekey (B 2 Bi i premaster secret) i £
Ak, B UE 5 HN /i #F %40 % 7 v BEILET Ik 55 4% Bl
ML B i DL 239 R 75 S e (R R ARk, SR
T %M prekey th UE 1. IF 1 HN 8922 8100 % )5 22 SEAF
Kikgy HN U T G2 E 8% 80 4 UL M KSEAF 194 i, |
T ZARAE prekey (950 %5 P . B OR %% 55 SR Mg B Sy DL T B9 £

(D Bk 35 To 1 4 B8 P & 3 pR i SUPLL

(2) Wi # Jo 1 4R BB 42 42 4l 9% ] KSEAF,

() Wi # o 1 AR BUB Bl £ % 81 prekey,

XF LR R e KO B N Rk R 3 . K
/1, query attacker (M) I F 5 3E M LR %M, query o1 221500+
&, i1, sinj-event(e; (my 5 *++ym;)) = = > inj-event (e, (n; 5 *** s

) T R e .

* 3 EAeEMEE A

Table 3 Formal description of security properties

Security Property Query
query attacker(SUPD)
query attacker(KSEAF)
query attacker(prekey)

Confidentiality

query x: bitstring; inj-event ( term AUSF (RUE))

= = ">inj-event(acceptsUE(RUE))
Authentication query x1: bitstring, x2: bitstring; inj-event ( ter-
mUE( Start, Rausf)) = = > inj-event (accept-

sAUSF(Start, Rausf)).

4 WIEHERKRSH

NS R 15/16G/1TB 15 HL L Proverif 2. 02 %
WF AR % 2518 T T8 A A,
4.1 WIFZER

TEXT BN %2 42 J@ M TE Ak JEAS ) L i Fl Proverif Xt H:
HEATIOUE SRS SR WA 2 Fim . ST RIESS R A I, FEAR 4%
SAFIHE T I UR ARG & LRk iy e 2ok, Uil Bk AR L
P &4y Fril SUPL, % 4] KSEAF ., Tl &£ % 4 prekey B9 {1 %
LI & HN % UE BI0IE {3 UE XF HN [#1AGE 5
- olEm

= C:\Windows\system32\cmd.exe

erification summary:

uery not attacker (SUPI[]) is true.

uery not attacker (prekey[]) is true.

’Z
fuery not attacker (KSEAF[]) is true.
E

L:\Uszrs\asus\DEsktnp\pruvsrifZ. 02>
B (E) - BERAE ¥

2 ERUESER

Fig. 2 Verification results

4.2 WEHESH

ffi i Proverif XF Ph i 5 % 42 & 4 19 I 20 10 A 284 JF 17 56
UE B UE 2K B Proverif 23 B AR B 19 265 A5 8. .

SIHTARNLAR B, & BUAETE B AN M if . B0 UE XF HN A
TESR iy Bt Bk 3 iz . DA SO sk %96 . Start,
Rausf, Success, F B Ui # o LUK 2 X 2635 2 IR A
A A B Start” ,Rausf’ »Success’ K14 45 UE, Wi #
A LVE 7 HN 5 UE @37 % # 5 UE JC B ) X 26 1 B0k
H HN & 2% # . N BOMER K .

{SUPI}pkUDM

Start ’

RUE

Rausf’ ,CertAUSF

event acceptUE(RUE)

aenc(Rprekey,pkAUSF),CertUE,M1,M2

M2
EAP-TLS

_ Success’

event termUE(Start” Rausf’ )

[

MIl=sign((Start” ,RUE,Rausf’ ,CertAUSF),sskUE)

M2=senc((Start’ ,RUE,Rausf’ ,CertAUSF),h(RUE,Rausf’ Rprekey))

E 3 Hdi
Fig. 3 Attack procedures

5 EAP-TLS ¥ ititit

5.1 BEitie

i AR B B UE A RE IR B Start, Rausf . Sue-
cess K H HN, #E 1T S BOAEJ . H W0 A% o 75 48 2
W HN &R0 M EARIR . R, 25 TR TE & %% 3k 4k 3 L
AR — A~ PR 2% B TR) I 7 2 328 3K S i U I SR R X %% 4
BEATINE

Sk sk B I T # 3K B F) Start, Rausf, Success, I & #t hy
Start’, Rausf’, Success’ J§ & £ 245 UE, # J& £ k& 1% Start,
Rausf, Success B 71— 45 41, I R T HE X FR 25 50 0N % )5 F
RIRIXLETH . AR LA SCiy 75 2R 6T . N T
iy B ] DL BB AR IR L i — 20 3k B e 5 T B S AR TR AT
F W7 T T 3 AR R RN B R R e A ORI &
AN R IR R J0) 50 ot 2 0 2 B 48 8 46t ) 100 0 L 7 %
He W TT I RAEA A 25 TH 25 5 AR S HE 0K L 2 5 i 4k
W, 2 AR VR IR Y [ B SR P I X 2% B 0 L % S 19 B
R K T5 LR RV AT 3 A R AR I, T B AT] AT LA 5
AR R ) i He W T B A R

SR X B 2 B0 4 i 3 L k3% T 5 B WOy AR IR i
W R I A D ot BR L AF TR A U R S S ) L B
A SR P A X B T 0 o Al R B 1 5 A A
NEEHAHEGRYD PR E AP AFF Hdi s DA%
ARIUCE)AH L AL B BL T L A BE A% B R X L2 B0 I L
B P ALTEMR 1B LR EA ST, BOdi AR RE IR B FAGT , Rtk A A
ANEAEATINE  FUR RV A e % T B, DT 3R S B
HARW B A
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PR 3, 55 : EAP-TLS Brisl (B AL B UE AT 52

X} EAP-TLS B ke afk 40 & 4 fr 7R, Hi M6 = sign
((Start,RUE,Rausf,CertAUSF) ,sskUE) , M7 =senc((Start,
RUE, Rausf,CertAUSF) , h(RUE, Rausf, Rprekey)) , B {& §
HEWMT,

(DHUE 4 % BEHL % RAND, ¥ SUPI 5 RAND fi UDM
B8] pkUDM %5 5 46 SN &% 45 HN. 38 12 0 25 6 Bt L
RAND %% %5 HN,J58: HN 78 & 2% 14 B BRI iZ4r i, UE
al L i ) 5 RAND 82885 HN A9IAGE .

(2)HN f£ % #% Start B % I RAND, 3 /1 UE A 41
pkUE % J5 2: SN k%4 UE,

(3)HN £ % % Rasuf B ¥ il RAND, I H pkUE Jil % 5
%4 SN ki#% 4 UE,

(4)SN 7£ & 3% Success Bf % i1 SUPL, 3+ H pkUE Jin % J5

kst UE,
[ ] [ sy ]

M3: aenc((SUPLRAND),pkUDM)

[ ]

M3.SN-name
M4:aenc((Start, RAND),pkUE)
M4
RUE
RUE
M5:aenc((Rausf,RAND),pkUE),CertAUSF
M5

laenc(prekey,pk AUSF),CertUE,M6,M7|

aenc(prekey,pk AUSF),CertUE,M6,M7
M7

M7

EAP-TLS

EAP-TLS
Success, SUPLKSEAF

aenc((Success,SUPI),pkUE)

K4 EAP-TLS it
Fig. 4 Improvement of EAP-TLS

5.2 BMIEWIE

T SCRE R WA 22 1T 46 Y 2 4 8 L R 0 Oy kAT
XA BAE , S0 E 45 AN E 5 FiR . AT RS R L B, Bk
J5 B PR AL T DL 2 SUPL, KSEAF, prekey Y i 25 ¥ DL &
HN %t UE B9IATE , 3 A8 W 2 22 w9l = A TEdE . ek e
UE 0%t HN #4577 E . Bk R sl oy £ 3%,

o C:\Windows\system32\cmd.exe ==

eritication summary:

uery not attacker (SUPI[]) is true.

uery not attacker (KSEAF[]) is true.

uery not attacker (prekey[]) is true.

uery inj-event(termAUSF (x)) ==> inj-event(acceptsUE(x)) is true.

uery inj-event(termlE(x1_1,x2_1)) ==> inj-event(acceptsAUSF(x1_1,x2_1)) is true.
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Fig.5 Improved verification results
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