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Discovery of Unknown UDP Reflection Amplification Protocol Based on Traffic Analysis

LU Xuan-ting, CAI Rui-jie and LIU Sheng-li

State Key Laboratory of Mathematical Engineering and Advanced Computing,Zhengzhou 450001, China
Information Engineering University,Zhengzhou 450001, China

Abstract In recent years,the frequency and scale of DDOS attacks have increased, which has posed great challenges to network
security. Among them, UDP reflection amplification attacks have become the attack method favored by hackers due to their low
attack cost,huge attack traffic.and difficulty in tracing the source. Most of the current filtering and defense strategies are derived
from the analysis and review after the attack,and there is a certain degree of passivity and lag in the face of the endless new UDP
reflection attacks. This paper proposes a method based on traffic analysis to discover undisclosed protocols with the potential of
UDP reflection amplification. Based on the two fundamental characteristics of magnification and reflectivity, this method selects
traffic samples that meet the characteristics of reflective amplification from daily network traffic. Then, the replay attack is used
to verify whether the samples are repeatable,and the qualified samples are recorded for research on related service protocols. Fi-
nally.a new type of undisclosed reflection amplification protocol is successfully discovered. The detection program constructed
with this method has been tested for accuracy and processing rate in the experimental environment and the Internet respectively,
and a variety of reflection amplification protocols are found to proactively defend against possible reflection amplification attacks.

Keywords DDOS,UDP reflection amplification attack,Cyber security, Flow detection, Active defense
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Table 1 UDP amplification protocol
it W *;‘?* L2
DNS 53 28 to 54 B A4 AR %
NTP 123 556. 9 B 12 B A4
SNMPv2 161 6.3 AR -1y
NetBIOS 137 3.8 W% AN/ AR
SSDP 1900 30. 8 N &S
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QOTD 17 140. 3 4 H 4 E RS
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TETP 69 60 T8 S U A T L
10000 to wE AT RN AR
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Fig. 1 Detection process
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Fig. 2 Magnification judgment
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Fig.3 Rellective verification
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R RS LN
3.5 &ETIEAM

A SO ¥ RE A A6 3 BT AT SR R AT g o AR X Y
S5 IR 55 Y St 10 AR AR A R D T A A T 7 9 S PR v

PRI 0 A T G 00 380 2R R0 ) B S5 R AT A A W R AR B
BIE AR . IR E R UDP RO R 55 L i T
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R UDP AR 55 - AR T LK o 38 45, LIS 18 ) 5 3o 7 o
BB AL BRI #E

A SCH S A TR I P 4 e S B B AT L DA SR
T3 e A HERG PE RN S0k . B S 7E T R BTN 18 WO 43
SN 4 3 AT UG, DL — 25 43 BT I8 TR 1% O 3R Y S5 B
B .
4.1 ZWIREMIN

SR FREL T O TR B AR STy kxS A R 45 i Rk R EE T
O AN 0SS R IR 55 AT A U8 . 7E SR 3 Y % Mem-
cached,Chargen, NTP, DNS, snmp, tftp, ssdp, ws-discover %
8 J R R MG IR . R UINA T US-CERT 2k $%
# 1 Ubiquiti & B PMY Gl B 10001) #1 DVR DUP fIR 55 iy A
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Table 2 Protocol test results

i 3Ne PAT R AT K % LR HK EHE/ %
Memcached 100 100 100
Chargen 100 100 100
NTP 100 100 100
DNS 100 100 100
snmp 100 100 100
tftp 100 100 100
ssdp 100 100 100
ws-discover 100 100 100
Ubiquiti 100 100 100
DVRDUP 100 100 100

T 1 AR O P SR R AE 15 20 TR ke 0 4
V4 S S5 800 0 R TR R A L I LR R R IR N T I — AR
B WS S T R P UL I A S B S S A A - B B
A B RCRAT g A0 1 R K B, 58 4 UE W] T 2 O Bk AR
R 9 A 2
4.2 EBRFEMRL

BRI T AE 2 AT 5 U UDP 3 i 35415 5
UCHTUR 100 M UDP 3447 — 4> peap SCHF . AE IR i 4
M IR 100 31 IR A 07 BT L

FE23 10000 MB B 9t &2k 46 0 S IH AR AT O an 3k 3
B3l .

#3 RSB 004 W4

Table 3 Internet environment test results
e 12 T K SRR % EHE/ %
Memecached 31 31 100
Chargen 65 65 100
NTP 54 54 100
DNS 876 876 100
snmp 128 128 100
ssdp 143 143 100

DAY 2 R M R X TR A B R
09 FE XS O AU A A A vp s 6 R R AT N TR SE L BN TR R
FE BT BRI o R T 3R O A A 1 RO AR
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A B £ 00 SO AT o — 5 I L T %0 2
BT AL
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Table 4 Execution time

CHA - s)
EATH R £ 4 B JE] & K B ] F
B AR 1565 5453 3456
% %M 231 703 412

A LLVE B, 2 2 PUAT B R) A T R R R AT R ], )
Hb S AE LR I e, SR A 42 B B A B L T O T
Jin & B R S B R R WML A T RE L S BR A L N SR 2 R
SRR R R 2 KRR AT R, A E R Y 100
B3 U i REAS PRI T 24 B S 1 0 SR R R BT B T
DA BCHS TN T 2 0 R0 S B SR B TR o g R S HEBR 2 Y
19 B f£ 72 UDP 2 4t il K o fig i B 330, 03k 45 2R 4 3% 5
B,

#5  ZACEHIET I E]

Table 5 Multi-packet reflection execution time
e . Wi JE TR A E
% 4T A T34 B N
EAAHER P B /s W /s # % /(MB/s)
B R4 412 102 0.98
%4 K4t 1143 231 0.43

TEE T 3 BB H B S5 AT UDP i 2 Ak 28 5K 25
T S I R 0. 98 MB/s, 4 KA g 0. 43 MB/ s
7 L1 ) oy UDP 3t & 2 /> T TCP il 8 » HL 1% 75 16 0 i 3% 4
£ N N NS B e I RN 57 ) A 77 S I R4 L7 T e 21
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