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St ke 2 &7 AR 2t R IR RS A R F % (Adversarial Character CAPTCHA Generation Method Based on Differential
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Adversarial Character CAPTCHA Generation Method Based on Differential Evolution Algorithm

YANG Hao and YAN Qiao

School of Computer Science and Software of Engineering,Shenzhen University, Shenzhen, Guangdong 518000, China

Abstract CAPTCHA is widely used in the registration and login process of websites and applications to distinguish normal users
from programs. However, with the advancement of deep learning, many deep learning recognition methods for CAPTCHA have
been proposed. CAPTCHA can no longer distinguish human users from computer programs effectively,and its security has been
greatly challenged. The adversarial example can make the output result of neural network completely different from its original
predicted result. Recent researches find that combining adversarial example with CAPTCHA is an effective method to resist the
attack of deep learning recognition system. Researchers use adversarial example generation methods to generate adversarial chara-
cter CAPTCHA to defend against deep learning methods. Existing adversarial character CAPTCHA generation methods are
white-box methods that require knowledge of the structural parameter information of the attacking network. However, practical
CAPTCHA application scenarios usually do not know the information of the attacking network,so robust CAPTCHA should be
able to perform well without knowing the attack information. In this paper,a character-based adversarial CAPTCHA generation
method(ACoDE) based on differential evolution algorithm is proposed to improve the solving ability of the algorithm by optimi-
zing the scaling factor in the mutation process and the population evolution strategy. Without knowing the information of the at-
tacking network.,the adversarial examples generated by the proposed method are more capable of misleading the neural network.
The adversarial example generation method is used for the character CAPTCHA dataset,and the success rate of the current state-
of-the-art CNN character-based CAPTCHA recognition system reduce to less than 30%. The visual effect of the adversarial
CAPTCHA is satisfactory when compare with other white-box methods.

Keywords Deep learning, Adversarial examples, Differential evolution algorithm,CAPTCHA, Network security
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I UE 3 (Completely Automated Public Turing Test to
Tell Computers and Humans Apart, CAPTCHA) i — F [J5
ARG ) iz T sk NIRRT, o — i 2 e Y
S ARY I B8 A RUBT k THSEHLAR P AT 0k R L A S R
FOHB RS EAT N . BRI S s — WA HAT S
58 B TUAE 55 % N R B A A ] B, ELJ2 X T SR HL AR T ok
HJRHER LY 03 F 30/ BT R G SCAS B R A L 2 T R
PN R B RS A SR TR BE 2% 2 19 & i 11 45 330 &[] 51 of
FIHRALR UL 4R e, a0 45 B 2 % 4% (Convolutional
Neural Networks, CNN) #7045 5] & {5 () B8 1 2 0 408 i
TR, CEAMRE U B A% > BORY A ) B A% 36 1R 75 1 B
FAEM LGN BIE S REC B AL L, FARFR SR B ES 2
e B R W LN R 38 UE S 22—, P RO B A A
FPHE A IE . B E R RS TR MRS
BT T B AR U IE Y S, SR T BE A R B 2 2 R R, A IR
B 2 MM LA PR I . IR 2 ) B A AR B & T 8T
S5 G NFREIET RS . W Wang MR A CNN 5
Focal loss ZH & BT 50 99 45 b — i 5 4°F B i A 3k 21 17 99 %6 /)
BRI 7 B TR A 0 I e AR vl e
UERS BT R ARG 2 B 45 AL T i m
W MR A T ORI IR Y SR N RE ) L T — E R b
S TR AR R AL E TP A TR T D, P T
TH B T A5 A6 2% 0 B TR K 3 T IR B Ll AR AL T
T ELX T 33k 2 By 48 77 2, il R AL TR A B0k T
Gao ZEP 3 T8 40 BB B 5 0 ) A AR 54 1 2 R T ik T
e WU [ 9 S T SRR T A 0 30 E A R 4, R Th R
362689 %0 . AR MG 55 H B 1Y) 50 E AT T R AR B2 T 56 IR 1Y B
TEVEE 7 o ABE XF T Al F P B BB IR AR H KL SR T R 2 SR LT
H MY Google CAPTCHA 1 reCAPTCHAM i B 4 ¥ IE B
ANHEL, BT RUERS N5 BG4 F 3U0 T
55 FAAL, WF 5 3 25 SRR A G 400 38 IO 75 1 X B ME AR 5 00
ERS 45 A . FGSMU XA A Az il 7 v 2 20 i) 3 T 4 28 0
260 B I XA R A2 BT ¥, Kwon 2507 iE 25 42 J7 ¥ 19 8 %
P T AR EoR BE 04 vk AT AR U BT SR TE RS . 0y
e T2} R HEAT 4 [RGB XA 2R 522 BUBTRI 4 R 2 % T
FIEI R SERORAT SR AN S . B% R R U 7R B R BT 55
rhA v A% O T AN R R — AR R R S I ik, B
1205 %5 5 R0 W 4% TG 5, T LUAE AS [A) I 2% o S B 48 il .
AT BRI % J7 ¥ 1 R X SRR R W T R AT ORI
A N R BE 27 2] B T 1 HA BT R B AR S R s X
RIFXS PR, AT EMRRET . DIk
SR e AR AR B T REME T s R A T R AR R S AR R g, 2 R
R SR AR . ) TT5 5 2) T R 4K MU ) 2% 1 BE L I 4% 2 A
AT 2545 B, T DA S B0 o 41 o 4% 10 B A

AR SCHR T — e T 25 43 BE AL SRk A 0 e 0 TE AL AR T
% (ACODE) , 1% J7 i BEAT 4By 1L 4 R b 28 I 265 X 7 4 36 TE 1
RPN . A SCRY E B STERA BUR B DX R R Bk
i T 9 28 o 2 3 AR B T R AT T el Bl A R i
FIZH A Y b 5 s foff 8 30 SR M AR ) T S, AR 0N BT RE A 1Y

T AT 5 2) M5 3% 7 R T T A X TR A A A R
RE 1R 5 2 TR 22 100 265 10 TR0 o SR 8 T R 2 > Y Tl O vk
T 00 B8 I A ) 46 AR /I DA T 7 46 i B B AT A5 e 9 FT
P % 7 R X0 A 6 E T U N TR A Tk ok
AT A X R TE T

ASCER 2 TN BRI R E 5 3 WA AT
2253 HE AL B TR W X BT IR A BT IR 5 B 4 TN S A 2R i
Fior T s B 5 B3 e SOF IR B AR Ok .

2 MXTIIE

2.1 EFREFIFAENIARIEDIRANFEAR

VLAP R, TR 2 3] 5 1 TG R R, Hxh T UG Y s A3 43 )
WA S5 HOR . SCAR S5 UEAD 3 7 75 2 2o Xt 46 UEAD 18 - 3k
1538 R )5 A0 . RS B AT TH TR B 2% > O i i 1 3¢
ARG ERG YR A A5 B 2 R A T rb s RGO L i S b Y
AR AN 2 4, Tang 4070 48 H — Bl 56 F 4 4 28 AG
M 2% ( Conditional Generative Adversarial Networks, CGAN)
BP0 7 2% TR CGAN k2B B0 IE A%, 7E 31 Ak 2 i B
R 48 L5230 TEAD A BUTE T 415 B A SR IERS L 58 o B T4k
0 UE A5 19 7 49 ) B E A7 LA, A 43 0 B 4R 1L T AR B 4 E 1
RS, 2 J5 il 14 GooleNet #E1TiH 51,

Cao 85" H — F X 1 2% ) 1 ok PR 1) S0 A 78 98 E A
Je N ZE—A~ Pix2pix X4 Xt 56 3 65 B R o8 47 Wb B, 48 J5 XF
PG — X 2 ) R R4, 21 9 45 A AN B8 3 RS I
T EL AT LA 32 0 DL 23 0 0 9 T 25 R . U R 46 R
TR SCAR S Y £ 3 T 6 RN 4, RE AT U U 4y B AR o D A
B I TG R 1 Ji) A

Shu 21 ifi Fi] 3 2] 3% % B CNN-RNN % 2% 3 {5 51 56 1E
%, 1% CNN-RNN F 40 & JaF F CNN B 45 25 #4 42 Bl A
5 B AE L 9K J5 8 a3 RN 9 45 45 H 1k — 2 42 B X6 465 AiF 0F
74326, CNN-RNN B XF 4 5 45 5 30F 65 (0 7 ) 2R 35 3]
99% .

2.2 WIRHEANRESERTE

Szegedy %5 FE BMG I 1 K & BT R LR AR HAUAYL
Xof BEG AT AR /N 1 4 3 sk B A 43 2 8 0 vk IE B UM ER . Tl
HORVLIX BN B T NAE T AR TS . Tk — K
R (9 BT 0 [0 R RE AR A 43 28 A8 L A3 R AR LA 57, 7T 0 I B
B TRy BB . RN AR BRI — A ME LR SR R B S L
FAHIME R — RKERWEEER 99.3% . 450KV X
oot B304 B8 TR /N 1) T 4 1 B D 2 4 8 4 A o 2 ) 4%
Sy ZeaRdt EMR TN . B AT BUREAR O R £ F R L L
077 s LA DRSEURR B A5 L B 3R e R e X B

(1) P A6 B2 7F 5 1

Goodfellow" #2 1 P 6 B 755 1% (Fast Gradient Sign
Method , FGSM) 3 Az BN 47 B 4%, 38 2o AN W7 18 O B2 7 ) ok
Pl P sh A L-oo M B8 DA AR X BB AS . 38 40 28 AR R A B
BT S B AR B 5 R Ak /N, DT ol A AR 000 11 i Ty
B, i FGSM J5 vk 76 38T i, 11586 B2 O 19) J5 A B A B
B B (A R B, DT K B et AR

() BARRUE

Su ZEUTHE T HUL R B0 Ik (One-pixel Attack) 31X J&
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Osadchy 2520 78 [ {2 B 3IF 9 4% 3% $2 1 T DeepCAP-
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KRG, REBIGHT , BRI X vk B0 3 0 o 8 5 1
by 25 85 X5 B0 MR (4 5 EE B ME S5 o 1H DeepCAPTCHA A LA 7= 4
AR A SHREA . FEMBATEI TS L i T FGSM %t i 8 B
MR R v R 25, L3R T — Bl ik X AR AR 19 FGSM,
AR AR — A HARAR I — A BAS BE L I (83 72 2 X B A
B 4325 Ry B AR R 4 RN A 0 A B CIRD B LR R0 WA Y MR 75 e
AN BRJE FE 1) B bR B 25 A ST 1) 3% 42 AT MR S AR R Y 2B
B B E0 ) H AR bR 2 0BT T B (S R .

Shekhar %E1 9 Jg 4 H T AT LA SR B0 AT 15 5% 25 w4
T 5 BT TR B S T BGE R R R GRS K
) 99% ~100 % Y AERME . Z 5 b 1] A R B0 RE AR AR BB
Az BB AT O . R AR A SE AT T R TR R R
B & R A 25% ~36% ., fEH X T AR &4
BN U AR B B3 An AR 2% 4Gk (BIMD Fll DeepFool # i 45
RS . 255 & 3 R I 3 DA Rl 0 A3 408 4 vh kA5 1
BEAR D F 45 %0, Xt Bt A A 7 A8 2k st mT LA Bt o b e

Hitaj 20942 1 T CAPTURE 5 ¥, 3l i 76 [/ A E 3R
ot R A e ) 3 of 3 AR 56 0 AT T R A e L b DR R
i 2 I 4% T 35 WU A TC 78 S RTHAE SRy o oA AR R I B 1B - 46
UERD L o TE] 3 50 UE A i 5 06 480 % 35 i 48 0 4% (i U3 . AR TG
Z 7 RO 5 X BORE AR B U5 1B R A H 0 O 2k B AR
AR B H A 5 50 6 B A Bk £ 95 %6 A E A B B AR L T 0
Tl 6 A 1 R e Rt 5 o )P 80 U A A T R P R 2

Kwon S5V 48 1 T % Bt M 7 4%F 56 E A5 09 2F 0l 52 R
T FGSM,-FGSM., DeepFool 3% JLF B R X Bt B A Az )8 5 3
FEREE 19 I 25 2 B0 3% R8O L IR 51 RS FGSM Al
FFGSMJy ¥ A5 A% A4 XoF 0 56 30 A J&1 - B 1R SR I 0 %
%F DeepFool J5 g A i B 56 UE 7% & R A9 IR 51 R AKX R 45 %,
ER U R A I A BN R R AT 71, 4296
6 UE A5 BB 18 2% 48 68 06 35 51 90 %6 DAL 3R B HE G 3R L % T B X
T2 T S 0 B0 RS TR 2R 5 0 B AR B T A R IR P
2.4 EHHENEX

253 3k 4k 8 5 (Differential Evolution, DE)U™ 2 Hy Das
EF 1097 AR —FP I FREA 2 R0 RO T R T
L RMMME RN T RMYILE R LZHA N, 2450k
TN R A e dE a3 8 R 19 2 H AR A Ak ] L 5 B DE
B SRR LG AL A 5 58 DL Rk R S ARAE .

2203 AL B T A0 SR N, R R S 1) S Bk Ol H A bR
LR FO=C(crser s sep) TR R L<C<U, (¢ 5c2500 s
o) FE—HRHEN S P DIREM S 4R, DE #i%
BRGSO (LU W25 A A NP = (X,
Xo oo X s FHEE R LA N Ak i . DA Rl BE o it ML 25 B
XX X AT R 2203 R ia 5

U=X, +F(X,,—X,3) (D
Hir F @il B T 58 s 4 i) 22 43 78 AR R 5w vk 1Y
HWRENSWSGEE., 2HTRPFATRREUU SR
w1 R U ) R B A, T B R B ALY [ i AR —{UR R,
AUt AR B H AR R R A 2 A R Bk B oK kAR
WHL,

Wi DF T K, 2550 K WE A T I £ 30, i % DE ik
M2 K g L F R i DE/x/y/2, Hh S8 x FomS 54
S0 FE ), AT DL Bl AL ) i Crand) L 24 R0 RROEE 09 B O )
(bes) B JE 2 {17 & A B (curren) s B y RS 5L 5
B 2250 R EH s B8 = FoR a8 AR, I =T X 22 3L H5
o X, ORI 2 #2505 F F IR N DE/rand/1, 7
BN BEHLGE L, 2250 BRSO 1. — 8% H DE & 70
K2 =KD R

DE/rand/2:U=X,, + F(X,, —X,s) + F(X,, — X,5) (2)

DE/best/l;U:waﬁLF(X,,I*X,g) (3)
DE/current-to-best/1 :U=X+F (X, — X) +
I“(X,q 7X,2) (4)

3 ETESHNBE RN ABRERTT X

IR T RS W AR, 2 et 5 M, ZatE
165 90 IR B RE 6% G A TR B2 2 X1 O7 VA TE N B0 T iy T B A B L A
TR LR P Tk 52 5 A 36 TR A5 2R 48 5 T A 02 46 S IR 5
5 H 2 8 b 5 5, AP T LG A 1) P TR o R i B
SEMBIE A . — LT I SR 2R 52N % R I B 4% AT T
PE5 22 A o SR Hy T R B2 2 3T 1 BB M R B 1F 22 B8 IR Y
A AN LA 52 2% X 8 R G A 36 E T PR R 4 LR IE 2 &
PN T BTN SRR T G0 A RORG T 2 5
T7E AL R L AR X T IR BE 2 1 B O I I B A BE ) B i LB
6 R 12T 7 A0 A8 A5 LAR 3 T o A Bt T 22 A I (] o R
BT E BRI IR . X T0 B R 1 R Y
B R A .

Bl AT T WA I UE D

Fig.1 Character CAPTCHA picture with interfering lines
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A8 DR B2 L2 2 R BT A RS A AR BT IR R E R O
B T AR YU % 1 S BOR TS B TR i A 8h
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FHEMMA E M. Su R bR E FER R 40
B F T A T B R AR — AT LA R R A R 8 ST R IR
PRSI0 A o 1 Bk AR BE b SR 5 L G 1k & BT %
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Su H & R 1 6 P RE AR AR B ) BUTE 20 Ak b 48 34 S — B
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TR - AR T ENE NGB E. BR SRS oK
ABER X= (2,20 s, ) IEW IR ¢, X TR T ¢
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TEBLE  BAR 2 RAREIL S 70 %6 28 4 il i s 3
3.1 MMUESHUELENEEWNRBIEBERAR

BEXE b e A, AT T A o Ak 25 A AR R Ok R
BT AR I UE RS 9 2B & 97 & ACoDE. 72 ) Bk L 1 5K 1%
fi8 J1 5 R oR ik o) AR AR AR BT S6 . 5 A B A8 F ORI 2% 5%
MG SEAH G . ACoDE AN MK 481 T 56 41F figh 1H S0 5 8 (39 %y o, 5 5
PAGAR 5 25005 70 S R o TR (A T A o A R 25 SR R R
S L R R R G AT B B S T 58 B SR IE D
P A B R T T R BRI AR X B 56 SE AT A [, AR
TR A,

25 43 #E AL TR 1 A8 S B Bk B 1 M B 1 5 ) e K, L Tl
HHAR T F RS SR ok AR VR R e . — MR U 7R E
Lt B R, DE B PR E - KWK EF F ok 4+
FRE G 22 RE 0 . 2 R AL 0 Ak 2 L 7 A 3o AR 00 5 30 D e o
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B o FEFRMUEARL AT S B MG RE T DF, K% ik
PR B H 46 /  F 0 ARG B (0. 95,0, 5) , L fli iR an T .
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Fig. 2 Trend of dynamic scaling factor with evolutionary generations
T RFATH AR ACoDE By FEAFEFE .
3.1.1 w4t
V30 3h i by — B IR ARy DE S ek . — 4
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A bR LA B RGBAH . I FH 3859 4345 X 900 R b B AT 0 4R 4k, A
WA x-y AR, RGBEMB &P N(p=128,6=127)%]
IRk,

3.1.2 %

FRREAESS o AU AL 7 v ) AR 53 080 7 XA 4 X A7 78
ST - RAESR i X(g+ 1), A8 5RO 4 22 43
AR WG I B — AR R P A N A il o T =™ A AR

2 (gt 1) =x,(g)+DF(x,,(g)—x,5(g)) 7
Hrlr2, 3 A, 2 REERTHITR. — 49
X RS — MR ER . — AR B, B0 A 5 X B 1Y A2
R4 10 & I S SR A U — A4

o N8 T 1 0 N = N 5 2 e 5 B U A e
JIA A AR ] o AR B 12 A T B B SR JBUAS [) ) 728 S SR e T 2
A RR TSN RE . FRATAR 98 A ABORE 5 08 SR A FR 43oA
P B B G 7 A BN T B R R A A B — 2 O kAL i 72
BOEE — B B, ol R E B EAF IR R BE ) . R DF 2 5% &
By DE/rand/2/%8 F .

2 (gt 1) =x,(g) +DF(x,(g)—x,(g))+

DF(x,(g)—x,5(g)) (8)

HEALAREOR T d R SR A AR E— 2 1 S 58 Z B B it 08
Wiy )R &R 4 & B8 J1. R H DF 2 % % 30 DE/current-to-
best/1/5.F -

a2, (gt D) =x,,(g) + DF(x., (g) —x,1 (g))+

DF(x,, (g) —a,3(g)) (9)
3.1.3 HiEmA&K

T 7 JBE o R Sy R ) A X A A A A R ) A R X
THAWE T X268 £ —a 1 BI5 R 28, A
T2 0 AR BAE i BT B 1 i O 2 T o A AR A A
R 251 U i HR X AR 5 AN i R U R AT R — ik A R
3.2 ERFHIAKIERD

58 AR I A A BB T SR F AT 9% 0T 5 0k A N Bt 38 HiE
fh . B AEAHT T AR O BURE AR B FAF I RS 1 R . B0 E Y
BRI R/ANH 128 x 64 R . B @& NES C={0,
1o0009,A,B, -, Z} 3k 36 N FRHBENLE B 4 DFFF. B
TR SR IS Jon AL 5 T 4 2k 1 T =0 m HG X — A Al 2 I 4%
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B 1R,
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il s (Xaao)

1. Tnitial P with(G.N.w.h) /M4 5 Rk (L 8 G Rl BLBE N (4]
J S8 woh WG AL RNRE P

2. While g<<G Do

3. Select Xi from P (X ,++X\)

4 T GabeGa) %) — 16O [ o / /BB FFRE R 0 S0 00 1 11 55 18

Outputxadv=x-+e(x) * / /U155 & iE B B o& 5L i e(x) *
Else
For i:N<-1

F=1/ (14l 2270 w0y

© o =N o ul

IF statement 1
10. x; (gt+1)=x, (g) +DF(x,, (g) —x,5 (g)) +DF(x,, (g)—
x,5(g))
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15. END While
16. END
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Fig. 3 Overall process of ACoDE
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Table 1 Success rate of improved differential evolution algorithm

in different cases

network/Number One-pixel

of fixed pixel attackD®) ACoDE1 ACoDE2
NIN/1 0. 34 0.35 0.38
NIN/3 0.69 0.61 0.69
NIN/5 0. 66 0.67 0.72
PureCNN/1 0.17 0.19 0.19
PureCNN/3 0. 44 0.46 0.49
PureCNN/5 0.48 0. 44 0.51
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Table 2 ACoDE versus other methods

Generation Percentage of Black/White-box

method adversarial example/ % method
ACoDE(proposed method) 0.48 Black-box
FGSM 100 White-box
UAP 100 White-box
CAPTURE 20~60 White-box
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Fig. 6 Visual effect of adversrial captcha generated by FGSM
and ACoDE
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