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Power Internet of Things Device Access Management Based on Cryptographic Accumulator
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1 China Southern Power Grid, Guangzhou 510663, China
2 China Southern Power Grid Digital Power Grid Research Institute, Guangzhou 510663, China
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Abstract Device access is the first line of defense for the security protection of the power Internet of Things,and it is the pre-
mise for realizing security mechanisms such as access control and intrusion detection. Complete device access management covers
two key links: trusted authentication and secure revocation. Most existing systems rely on PKI to establish trusted infrastructure,
and realize access management through the issuance, verification and revocation of public key certificates. However,in the scenario
of power Internet of Things,this scheme brings extra overhead burden and efficiency problems to a large number of devices with
limited resources. The lightweight authentication scheme has realized the optimization of overhead and efficiency, but it is not
functional enough to realize the key link of safe revocation. In view of the above shortcomings, this paper proposes an access ma-
nagement scheme for power Internet of Things devices based on cryptography accumulator and Bloom filter, which simultaneously
realizes trusted authentication and security revocation of devices,and effectively considers both functions and efficiency. Through
security analysis,this scheme realizes anonymous authentication of gateway, unforgeability of identity certificate and security of
forced revocation. Experimental results show that,compared with the mainstream PKI-based device access management scheme,
this scheme greatly reduces the communication overhead and storage overhead in the process of device authentication and revoca-
tion.and has higher practicability in the power Internet of Things scene.

Keywords Cryptographic accumulator, Power Internet of things, Access authentication,Secure revocation, Anonymous
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Table 1 Comparison of storage overhead
CHL . MB)
Scheme based
Our scheme
on PKI

Device 0. 087 0.001

Gateway 1.772 0.005

IoT management platform 1.772 0.018
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Fig. 3 Computation overhead
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Table 2 Comparison of communication overhead

CHLfY : min)

Scheme based
on PKI

Our scheme

Communication overhead 0.970 0.016
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