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Based on Log of Cloud Platform
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Abstract Reliability,usability and security are three important indicators of software quality measurement,and software reliabili-
ty is the most important indicator. Software system is regarded as a whole or viewed invocation structure of software as static
structure in traditional software reliability evaluation and prediction. Today’s software architecture has changed significantly.
Typical features such as autonomy, coordination, evolution, dynamic and adaptive have been infiltrated into the current complex
network software system. Traditional reliability evaluation and prediction methods cannot adapt to such software architecture or
environment. Currently,in the society of high-speed information, “software defines everything”. Massive information systems ge-
nerate large-scale data resources. The diversity and complexity of log resources are the results of heterogeneity, parallelism, com-
plexity and huge scale of modern information systems. Accurate analysis and anomaly prediction based on logs are particularly im-
portant for building safe and reliable systems. There are a lot of research on anomaly prediction and software reliability in the
existing literatures, but there is little about real-time software reliability measurement for massive logs and complex network com-
ponent systems. Accordingly.based on the complete procedures of log processing,from its analysis, feature extraction.anomaly

detection and prediction evaluation to real-time reliability evaluation,this paper uses ensemble learning model to analyze and pre-
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dict anomaly of the massive system logs. Comparisons with the traditional machine learning methods are made to improve the ac-

curacy.recall rate and F1 value of anomaly prediction. The evaluation result is used to correct the real-time reliability in view of

the low predicted recall rate, which greatly improves the accuracy of real-time reliability. According to the individual reliability,

the system reliability based on Markov theory is used to measure the reliability of microservice composite components,so as to

provide accurate data basis and anomaly location basis for intelligent operation and maintenance.
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Fig. 4 Invariant and variable parts of log information
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Table 1 Reliability calculation formulas of different structural types
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Fig.5 Construction association of system with spare components
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Table 3 Metrics for 6 methods of Accuracy,Recall and F1 on
600K data set

7k Accuracy Recall F1
LR 0.8369 0.9994 0.9109
PCA-Q'?) 0.8336 0.1525 0.2579
SvMm!z] 0.8366 0.9976 0.9100
Adaboosting 0.9995 0.9951 0.9973
Bagging 0.9997 0.9909 0.9954
Stacking 0.9999 0.9901 0.9950

5.4 BEIRfATE &
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Table 4 Cloud platform real-time reliability prediction on 600K testing set

Prediction Actual Prediction Recall Prediction Correction
Model reliability reliability correction error/ % error/ %

LRIZ 0.9607 0.9826 0.9599 2.28 0.06
PCA-QL?] 0.9607 0.9851 0.9591 2.54 0.14
svmtz! 0.9607 0.9826 0.9524 2.28 0.83
Adaboosting 0.9607 0.9806 0.9601 2.07 0. 04
Bagging 0.9607 0.9809 0.9602 2.10 0.03

Stacking 0.9607 0.9809 0.9601 2.10 0.03
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Fig. 7 Structure diagram of microservice invocation of visual

display platform
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Table 5 Timely reliability of microservices of Silk Road IOT cloud

platform and energy visualization display system

# B N P P
R 41 o TRMEE 44 E
1 Start B b 0.9918 0.9918
2 OPV Openstack # 1 1k, 0.9886 0.9886
3 K8SV K8S # . 1t 0.9955 0.9955
4 ESV fit 8 2 47 AL AL 0.9893 0.9893
5-1 DBO1 FAE ] 0.9885
0.9999
5-2 DBO2 HFAE 2 0.9969
ERR 454 0.9875 0.9875
ViZ TR R 0.9906 0.9906
8 End =] 0.9964 0.9964
9-1 RCI1 AR 0.9898
. 0.9998
9-2 RC2 EM S 2 0.9941

R A1 3 5 7 S5 K 2 1 R A B R 0 1 B A T R R S AR
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B IE C M EE A, o AR PE C, 8] EHEMF C B8 15 Fl &
JE oty R B C B C R E TSR, 13k 6 g,
F6 EAAE 2 IR Y AT

Table 6 Reliability on complex components

A EE W
L 0.9589 SR A A A A G R T E
Lej 0.9726 A A B A 2 B R T
re 0.9998 AL & E (LK 5)

HERGE LA SENT .
(D E IR MRS W B B R F, 3% 7 jg .
BT s IRV H R BOR K P

Table 7 Transfer probability matrix F between services

1 2 3 4 5 6 7 8
1 0 0.333 0.333 0.333 0 0 0 0
2 0 0 0 0 0.98 0.02 0 0
3 0 0 0 0 0.98 0.02 0 0
4 0 0 0 0 0.98 0.02 0 0
5 0 0 0 0 0 0 1 0
6 0 0 0 0 0 0 0 1
7 0 0 0 0 0 0 0 1
8 0 0 0 0 0 0 0 0

B3R 2 T P OAERE, A AT IR 5 B0 L 3R AR
AR o AT AT O B 55 B A5 AT S ¢, 45 A AT
L P HiREN .

P=F=* r.* t, % t,

()R GTTHEFERE M, BRSSO R G AT FEPEIE N R,

R=[0.997,0.992,0.992,0. 992.,0. 993.0. 999,0. 996,

0.995]

LM M=P * R

COMYEHME M IHAE R G TS AE 3 i,
EiE3 HERFVEERMBAE
B IR S5 R SRR R T 50 45 T S o, IS5 4L T SR BE R
Hily 2 ARG EE SR
LRI REBMR P=F % 1o % te* to

2. RAPIRAS R M=P x R

3RIEAGD . SR=S(1.n) Xr,=(—1 )“+]%Xrn,>}€?ﬁaﬁé§

EVCIE TS
AR A& ARG TR SR

(4) LY 55 2R

R JH LR B B T R GRS TR R
0. 9667, M S B FI A% 5L . B B M 0 b R B R 4 09 T 58
B AANTGA A S G AL R s % T T
(6] B Ay 2 8 00 VA R — 25 04 T S 52 2 4R 40 T e

- S NS I B kS & P U S R 1 S
S5 AT R A I AN 2 A R W R TR R
PEIE AR T e SR FE TR .

(DRSS T B AR AR R AE 3 B RS DU | 35000 37 4
BRI AT EE MRS 0 B AR AL B 4l B R I 4 M L PCA-
Q Gt ik S HE I LA G B B 2= > 7 s, DL SR LA
2By 3 28 J7 % (Boosting , Bagging #ll Stacking) %4t 3§ H &
AL BSOS TR A S I A AR R A
RKAF1AH

()16 5% R 5 R AT 2 40 0 BY B ) S0k i B 4 R AE
] 2 AR P19 00 T X B A AT ) B R R AT T B IE BOR R
JE A v T RIS T R R ) A R

(3) AR 4 A 11 7T 58 M A0 3L T 5 /R AT R R 48 P SR R FE R
kB IR 55 R B I A A R R AT SR O R PR AL
Nk — 5 B T S S 2 2 E T RO SR

P i W o S S T R D2 TR
MRS IR L 2 T R G0 B R LA IR 55 00 57 5 AR BRI 43 A R R e
A EE PTG 1 R R I L 3 T A ] B SR ok (9 R S

(D HAF R G HAT B R o3 A M S5 R AT, 2R 48 00 4145 A
PR 55 (9 41 A7 FE 2 R L 0 F A6 IR 55 50 B 19 AR AR J5 AT (Root
Cause Analysis, RCA) 7 2 #E— L (19 5347

(2) A B IR 55 S22 22 FE  H AR G 1) T 55 1) 21 45 T i
FAT R S H A ) TU A A A S5 4, XoF I 28 2R 5 D et T e 1
T RVE AL AR BE S T N

2 % X #f

[1] HUANG H,ZHANG H,SHAO D. Practical Impacts of Auto-
mation Tools in Support of DevOps in Chinal J]. Journal of Soft-
ware,2019,30(10) :3056-3070.

[2] SUNC A,JIN M Z,LIU C. Overviews on software Architecture
[J].Journal of Software,2002,13(7):1228-1237.

[3] SUNW X,ZHAI Y L,BAO T H,et al. A Microservices Orien-
ted Edge Computing Framework for LVC Simulation in the IoT
Era[ C] // Proceedings of the 11th International Conference on
Computer Modeling and Simulation (ICCMS 2019). Association
for Computing Machinery, New York, USA,2019:190-195.

[4] ZHU J,HE S,LIU J,et al. Tools and Benchmarks for Automa-
ted Log Parsing[ C]//2019 IEEE/ACM 41st International Con-
ference on Software Engineering. Software Engineering in Prac-
tice(ICSE-SEIP). 2019:121-130.

[5] HE S,ZHU J.HE P,et al. Experience Report;System Log
Analysis for Anomaly Detection[C]// 2016 IEEE 27th Interna-



134

Com puter Science

HEPLEE Vol. 49,No. 12, Dec. 2022

7]

(8]

9]

[10]

[11]

[12]

[13]

[14]

[16]

[17]

[18]

tional Symposium on Software Reliability Engineering(ISSRE).
2016:207-218.

VERVAET A. MonilLog: An Automated Log-Based Anomaly
Detection System for Cloud Computing Infrastructures[ C] //
2021 IEEE 37th International Conference on Data Engineering
(ICDE). 2021.2739-2743.

MALLIKARJUN B C, ANNAPOORNESHWARI K,MADHAN
Y M. et al. Intelligent Automated Text Processing System— An
NLP Based Approach[ C] // 2020 5th International Conference
on Communication and Electronics Systems (ICCES). 2020:
1026-1030.

RAND J., MIRANSKYY A. On Automatic Parsing of Log Re-
cords[CJ // 2021 TEEE/ACM 43rd International Conference on
Software Engineering: New Ideas and Emerging Results (ICSE-
NIER). 2021:41-45.

XIAO T,QUAN Z,WANG Z J,et al. LPV: A Log Parser Based
on Vectorization for Offline and Online Log Parsing[ C] // 2020
IEEE International Conference on Data Mining (ICDM). 2020
1346-1351.

YADAV R B,KUMAR P S,DHAVALE S V. A Survey on Log
Anomaly Detection using Deep Learning[ C]// 2020 8th Interna-
tional Conference on Reliability, Infocom Technologies and Opti-
mization( Trends and Future Directions) (ICRITO). 2020:1215-
1220.

HAN S B,WU Q H,ZHANG H,et al. Log-Based Anomaly De-
tection With Robust Feature Extraction and Online Learning
[J]. IEEE Transactions on Information Forensics and Security,
2021,16:2300-2311.

MARLAITHONG T, BARROSO V C, PHUNCHONGHARN
P. A Hyperparameter Tuning Approach for an Online Log Par-
ser[ CJ // 18th International Conference on Electrical Enginee-
ring/Electronics, Computer, Telecommunications and Informa-
tion Technology(ECTI-CON). 2021:1036-1040.

WON H, KIM Y. Performance Analysis of Machine Learning
Based Fault Detection for Cloud Infrastructure[ CJ// 2021 Inter-
national Conference on Information Networking(ICOIN). 2021 .
877-880.

YANG L, CHEN J J, WANG Z, et al. Semi-Supervised Log-
Based Anomaly Detection via Probabilistic Label Estimation
[C]//2021 IEEE/ACM 43rd International Conference on Soft-
ware Engineering(ICSE). 2021:1448-1460.

HAN Y,MA Y,WANG ],WANG ]. Research on ensemble
model of anomaly detection based on autoencoder [ C]J // 2020
IEEE 20th International Conference on Software Quality,Relia-
bility and Security(QRS). 2020:414-417.

PROVOTAR O I,LINDER Y M, VERES M M. Unsupervised
Anomaly Detection in Time Series Using LSTM-Based Auto-
encoders[ C] // 2019 IEEE International Conference on Ad-
vanced Trends in Information Theory(ATIT). 2019:513-517.
PU G,WANG L J,SHEN J,et al. A Hybrid Unsupervised Clus-
tering-Based Anomaly Detection Method[ ]J]. Tsinghua Science
and Technology,2021,26(2) :146-153.

YILMAZ S F,KOZAT S S. Robust Anomaly Detection via Se-
quential Ensemble Learning[ C]// 2020 28th Signal Processing

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

and Communications Applications Conference(SIU). 2020:1-4.
DANG Y. LIN Q, HUANG P. AlOps: Real-World Challenges
and Research Innovations[ C]/ IEEE/ACM 41st International
Conference on Software Engineering: Companion Proceedings
(ICSE-Companion). 2019 :4-5.

HE P,ZHU ]J,HE S.et al. Towards Automated Log Parsing for
Large-Scale Log Data Analysis[ J]. IEEE Transactions on De-
pendable and Secure Computing,2018,15(6):931-944.,

ZHANG Y, TICO P.LEONARDIS A, et al. A Survey on Neural
Network Interpretability[ ] ]. IEEE Transactions on Emerging
Topics in Computational Intelligence,2021,5(5):726-742.
LATHA R S,SREEKANTH G R R,SUGANTHE R C,et al. A
survey on the applications of Deep Neural Networks[C] /2021
International Conference on Computer Communication and In-
formatics(ICCCD). 2021:1-3.

RINCY T N,GUPTA R. Ensemble Learning Techniques and its
Efficiency in Machine Learning: A Survey [ C] // 2nd Inter-
national Conference on Data, Engineering and Applications (I-
DEA). 2020:1-6.

SRAVANTHI N,VENKAT M L,HARSHINI S,et al. An En-
semble Approach to Predict Weather Forecast using Machine
Learning[ C] // 2020 International Conference on Smart Elec-
tronics and Communication(ICOSEC). 2020:436-440.

WANG K, LIU X,ZHAO J,et al. Application Research of En-
semble Learning Frameworks[ C] // 2020 Chinese Automation
Congress(CAC). 2020:5767-5772.

TANG X,ASTLE Y S,FREEMAN C. Deep Anomaly Detection
with Ensemble-Based Active Learning[ C]//2020 IEEE Interna-
tional Conference on Big Data(Big Data). 2020:1663-1670.
BECKER S,SCHMIDT F A,GULENKO,et al. Towards AIOps
in Edge Computing Environments[ C]//2020 IEEE International
Conference on Big Data(Big Data). 2020:3470-3475.

ANNA L,SHELLY G,ELLIOT K K. AIOps for a Cloud Object
Storage Service[ C]// 2019 IEEE International Congress on Big
Data(Big Data Congress). 2019:165-169.

VAARANDI R. A data clustering algorithm for mining patterns
from event logs[ C]// Proceedings of the 3rd IEEE Workshop on
IP Operations & Management (IPOM 2003) (IEEE Cat. No.
03EX764).2003:119-126.

VAARANDI R,PIHELGAS M. LogCluster-A data clustering
and pattern mining algorithm for event logs[C]//2015 11th In-
ternational Conference on Network and Service Management
(CNSMD. 2015:1-7.

ADETOKUNBO A O,MAKAN]JU A. Nur Zincir-Heywood , and
Evangelos E. Milios. Clustering event logs using iterative parti-
tioning[ CJ // Proceedings of the 15th ACM SIGKDD Interna-
tional Conference on Knowledge Discovery and Data Mining
(KDD ’09). Association for Computing Machinery, New York,
USA,2009:1255-1264.

FU Q.LOU J,WANG Y.,et al. Execution Anomaly Detection in
Distributed Systems through Unstructured Log Analysis[ C] //
2009 Ninth IEEE International Conference on Data Mining.
2009:149-158.

DU M,LI F. Spell:Streaming Parsing of System Event Logs



ML IET A A H A B KGRI A b P R 5 I A B R 5 135
[C]//2016 IEEE 16th International Conference on Data Mining phase-wise software defects prediction using software metrics
(ICDM). 2016 :859-864. [J]. Information and Software Technology,2015,63(C) ;44-57.

[34] HE P,ZHU J,ZHENG Z,et al. Drain: An Online Log Parsing [48] SELIYA N,KHOSHGOFTAAR T M. Software Quality Analy-
Approach with Fixed Depth Tree[C]//2017 IEEE International sis of Unlabeled Program Modules With Semisupervised Cluste-
Conference on Web Services(ICWS). 2017 :33-40. ring[J]. IEEE Transactions on Systems, Man, and Cybernetics-

[35] TIMCENKO V,GAJIN S. Ensemble classifiers for supervised a- Part A:Systems and Humans,2007.37(2):201-211.
nomaly based network intrusion detection[C]//2017 13th IEEE [49] SELIYA N.KHOSHGOFTAAR T M. Software quality estima-
International Conference on Intelligent Computer Communica- tion with limited fault data:a semi-supervised learning perspee-
tion and Processing(ICCP). 2017 13-19. tive[ J]. Software Quality Journal,2007,15(3) :327-344.

[36] DU M.LIF F,ZHENG G Net al. Deeplog: Anomaly Detection [50] XU W,HUANG L,FOX A,et al. Detecting large-scale system
and Diagnosis from System Logs through Deep Learning[ C]/ problems by mining console logs[ C] // Proceedings of the ACM
Proceedings of the 2017 ACM SIGSAC Conference on Computer SIGOPS 22nd Symposium on Operating Systems Principles
and Communications Security (CCS "17). Association for Com- (SOSP 709). Association for Computing Machinery., New York.
puting Machinery, New York,USA,2017:1285-1298. USA-2009: 17132,

"37] LIU D P, ZHAO Y 1. XU H W. et al. Opprentice: Towards [51] KUBAT P. Assessing reliability of modular software[J]. Opera-
Practical and Automatic Anomaly Detection Through Machine tions Rescarch Letters, 1989, 8(1) 3541
Learning[ (] // Proceedings of the 2015 Internet Measurement [52]7 GOKHALE S S, TRIVEDI K S. Analytical Models for Architec-
Conference(IMC 7 15). Association for Computing Machinery, ture-Based Software Reliability Prediction: A Unification Frame-
New York, USA, 2015 211-224. work[ ] ]. IEEE Transactions on Reliability, 2006, 55 (4): 578-

[38] NEDELKOSKI S,CARDOSO J,KAO O. Anomaly Detection o90-
from System Tracing Data Using Multimodal Decp Learning [53] LIBX,SUZY,ZHOU Y.et al. A user-oriented Web service re-
[C]//2019 IEEE 12th International Conference on Cloud Com- liability model[ C] //IEEE International Conference on Systems,
puting(CLOUD). 2019 179-186. Man and Cybernetics. 2008:3612-3617.

[39] DROMARD J,ROUDIERE GOWEZARSKI P. Online and Sca- 1 o1 ¥+ SHEN X Heterogencous Architecture Based Software
lable Unsupervised Network Anomaly Detection Method [, Reliability Estimation: Case Study [ C] // Third International
IEEE Transactions on Network and Service Management,2017. Conference on Convergence and Hybrid Information Techno-
4D 30, logy. 2008 :286-290.

[40] YOO T H. The Infinite NHPP Software Reliability Model based 01 GOKHALE S S,MICHAELLI R S. A simulation approach to
on Monotonic Intensity Function [J/OLT. https://www. re- structure-based software reliability analysis[J]. IEEE Transac-
searchgate. net/publication/282984295 The _Infinite. NHPP _ tions on Software Engineering,2005,31(8):643-656.
Software_Reliability Model based on_Monotonic_Intensity _ [56] GUO Y. Research on Reliability Evaluation for Compnnent-
Function, based Software System[ D]. Harbin: Harbin Institute of Tech-

[41] JELINSKI Z,MORANDA P.Software Reliability Rescarch nology,2013.

[C] // Statistical Computer Performance Evaluation. 1972 465~ [57] WANG W L, WU Y,CHEN M H. An architecture-based soft-
484. ware reliability model[ C] // Proceedings 1999 Pacific Rim Inter-

[42] YIJ,LUO X,AO ] X,et al. Software fault classification predic- national Symposium on Dependable Computing. 1999 :143-150.
tion model based on Markov chain[J]. Journal of University of
Chinese Academy of Sciences,2013,30(4):562-567. WANG Bo, born in 1976, Ph.D, lectu-

[43] ZHANG H.ZHANG X. Data Mining Static Code Attributes to rersis a member of China Computer Fe-
Learn Defect Predictors[ J]. IEEE Transactions on Software En- deration. His main research interests in-
gineering,ZOO?,SS(?) :635-637. clude system reliability, software engi-

[44]7 MUHAMMED M O,UNAL C,AHMET Z. A novel defect pre- . .
diction method for web pages using k-means + -+ []]. Expert n‘eerlng and human-computer interac-
Systems with Applications,2015,42(19) :6496-6506. ton.

[45] JIN C,JIN S W. Software reliability prediction model based on HUA Qing-yi, born in 1956, Ph.D, pro-
support vector regression with improved estimation of distribu- fessor. His main research interests in-
tion algorithms[J]. Applied Soft Computing»2014,15:113-120. clude human-computer interaction, re-

[46] OKAMURA H,DOHI T. A Novel Framework of Software Re- commender systems, and user interface
liability Evaluation with Software Reliability Growth Models engineering.
and Software Metrics[ C]//TEEE 15th International Symposium
on High-Assurance Systems Engineering. 2014:97-104.

[47] HARIKESH B Y.DILIP K Y. A fuzzy logic based approach for (BT 2 3 - W )



