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Abstract The existing multi-signature scheme applied in the consensus mechanism scenario defaults that the signers are honest
entities, so the security and validity of the signature could not be guaranteed when malicious nodes existed. In order to improve
the robustness of multi-signature in the typical adversarial scenarios in consensus protocols, this paper proposes an ID-based
multi-signature scheme based on the advantages of the ID-based cryptography system. In this signature scheme, non-fixed sub-
group generates randomly cooperated to generate multi-signatures representing the entire group,and the validity of all subgroup
signatures must be verified before signature aggregation. The bilinear pairings required by this scheme to generate multi-signa-
tures are related to the number of subgroup members,which improve the security of the scheme at the cost of certain efficiency.
This paper introduces a notion of robustness for robust subgroup ID-based multi-signatures,and the corresponding proof of the
proposed scheme is given. Furthermore,under the random oracle model,relying on the hardness of the computational Diffie-Hel-
man(CDH) problem, the scheme is proved is proved to be unforgeable under adaptive selection message attack. In addition, theo-
retical analysis and prototype implementation of the signature scheme are carried out,and the experimental results are compared
with the performance of relevant signature schemes.
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ty-based Encryption ) MR Z 2L EEL TE . % EFAH
B EH TR 9 75 W ok B AL T ) A AR A0 2R B R I SR
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g T Ak 2 4 PEIE W, Pointcheval ZEM5 38 H T 40 55 1 R
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EREEELA TR E LIS TIEW ., Bagherzandi 55

o T HE WA SCHERD S R A T KV BB 2 A T
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ralized Forking Lemma) t fig i F F Al 28 51 45 44 1) %2 4=
IEML IR A 439 ey 3 U513
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o PRI XFI A 67 A 1 TR,
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1. (J. {outy}je ) <clin, D) if J=0,then output fail
2.8 1= B <<

for i=1,,n do:

sucei<0; k<=0

Kemex<-8nq51/€ * In(8n/¢)
3. AW & AT LT HEAE B B sucei =1 or ki ™k :

P 'l =1

"= Cpohyseee by o1 B Lo W)

(J", {outy"}jey ) <c/in. {")
4.if b #h;, and "= 0.5 €]"
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if i€ (1,2, B I3 2 sucei=1
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else output fail
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2.1 AREX
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K IDe={ID,,ID, -+, ID, D MEZ I EH C. KT T—
WAL A 8 AT R HE B W A AR LR R AR
B HEAPIAE R RE AP E B B B R
AELEL ZEELBIER L.

(D RGHESTHHE (Setup) : KGC My A L2 S H kR
FEMH . FNH y=g" UERHZZSH Params.

(2) A5 HE B 1 (Set-Public-Key) : BE A 5w % A £ 4
ID, i X RLAE pk. .

() FE A 88 1 (Set-Private-Key) : KGC iy ATERL A w;
B B {315 B ID, RSS2 50 Params M ERS =, % h 7 A
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w WA A, 0 d B BATEIRR
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(2) N 5 H B 2 (Set-Public-Key), BEW 01w iT &
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Uio

(D BEAN A B (Set-Group) , i ABER 52 B 84
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S, Rk B4 WEH C.

(DB L (Combine), BH/WEHE CIHEWHA
BHELBMAMNEZLEER S, = (S, S, A7 LT 258
REBL.
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