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Multimodal Generative Adversarial Networks Based Multivariate Time Series Anomaly Detection

ZHANG Renbin'*,ZUO Yicong' ,ZHOU Zelin' , WANG Long' and CUI Yuhang'
1 School of Computer Science and Information Engineering, Hefei University of Technology, Hefei 230601, China

2 Anhui Province Key Laboratory of Industry Safety and Emergency Technology, Hefei 230601, China

Abstract Aiming at the problem that the traditional anomaly detection model of multivariate time series data does not consider
the multimodal distribution of spatio-temporal data,a multivariate time series data anomaly detection model based on multimodal
generative adversarial networks is proposed. The sliding windows is used to segment the time series and construct feature matri-
ces,so as to capture the multimodal features of the data. Feature matrix and raw data are fed into the multimodal encoder and
multimodal generator as modal information respectively,then multimodal feature matrix with spatio-temporal information is out-
putted. The real data is encoded into feature matrices and the two types of feature matrices are utilized as discriminator inputs. In
the proposed method,a gradient penalty method and the Wasserstein distance between the real and generated distributions to re-
place the binary cross-entropy loss are utilized to train the discriminator, then combining the generator reconstruction error and
discriminator scores to detect anomalies. Experimental results based on the secure water treatment(SWaT) and the water distri-
bution(WADD datasets show that, compared with the baseline model, the proposed method improves the Fl-score metrics by
0.11 and 0. 19 respectively. The proposed method can identify multivariate time series data anomalies well,with good robustness
and generalizability.

Keywords Multivariate time series, Anomaly detection,Semi-supervised learning, Adversarial learning, Multimodal
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ZATFF ) T T B0 W i) 7 900 T 1 0 A 2 — i 2 SR
B I P 540 B0 B S R ) AR 5 55— bR e A 1 1 4R
RRAEHE G, B0 200 2 VRS . 3o A SR I 0 45 2

Y 5340 Rec_Scorel , 38 i3k 5 A4 7 AF 46 [ 45 21 F 44 53 21 Rec _

Score2 4 W A WL A 13 5] Rec_Score, W (10) P
Rec_Score=0Rec_Scorel + (1—@0)Rec_Score2 (10)
Hr,0e[0,1],

AP I I i A B ) e 14 40 S 8 o 25 80 540 390 20 Dis

Score, 3216 W0 Ff 43 B0 B B 5 TR DN S5 o 1Y S R 4
Ano_Score, & ST F)HEAT 19 T AR i 4 Lable,. . XF T 5
WY E Ano_Score, LA U (1D s(3 (12) 19 J5 2% 3 91 1k 47 45
0 B AT BN B0 IE G AH . B AR R 08 R T AR S BRI O A
GE S Horb AR B Sy 55 0 AR R T S i o o o 43 )
PFRIUE SCBRH , F T 40 70 5 6 0 IE 5 a1 SRR

La/)lem:{l’ 71 <Ano_Score<r, A

0, othercase
71 <Ano_Score<t,

O 9
Lable,..= (12)
1, othercase

AR SCHE T RS A U I 2% 14 22 T I B S A
5 955 T4 By BRI 5 B B

1 F B B B T B 7 808 7 51 1 1 X AT 47 AR A
R %) 72 46, A5 31 546 4R AR 45 BE Mo s B2 U5 09 30 301 53 50 Ano _
Score N D (M) o

(2) F AL B B+ 45 J5 3R B8 T 90 60 1 X 1T DB 2R 97 AF 66
M. 53 50 i A BTV R GF 09 G 15 4% Ev FEs o I B S 310 98 A =5
B8], 759 BKLE 1 Er (X)) FIEs (M) » P38 2 Y1 2547 19 A2 B 2%

A A
GrFl Gs 38 J5 75 B) X oo FI Mo » LA TT DL 1S 2 49 53 80 Rec_

Score:

A A
Rec_Score=0MSE (X s s X1es) T (1 —O MSE (M, s Moi)

(13)

Fill 5 U o0 B A B e 2 1 S i 0 B T H S =l ()
Frs

Ano_Score=2ADis_Score+ (1—A)Rec_Score (14)

X (13) , MSE X 3% ¥ J7 % 22 (Mean Square Error,
MSE), (1D .4 M IUE I B 0<<A<<1, Hh kA5 B 3k A )
SO R T A B S E

AR S 22 RS A RN T I 45 22 50 B I 00 S R 4 vk
B 1 iR Horh w il m G 50 R I 2 42 R 3 A 1 B AR
B ng AR FEE— D HE IR Cepoch) YN 25 3 51 2% 9 UK B, A SC B A
K 5. BREL MO XTI 8] 7731 % 11 3F 47 450 A1F 20 P4 A 6k 5 0 A
0 HB S — A~ B AR A B R B R [0, 1] 8 N2 — A HL AR,
e — R 55 A B O 24— BEILEC B b B — A (H A
SR ST FLBENL Y, BUME S 3 R [0, 1156 24 batch_size 19K
AN AR SO B BRI 64,

k1 ZHE GAN Z Ui U 5w s
Tnput: JFUE AR X A X exe » WETE 25 [0) B3 2
Output: 5 % P43 Ano_Score
Train;
1. for each epoch do
2. for d=0,1++,nq do
3. NS H I X R IO SR B s 3h B D {xisi=1,2, o}
4. MIETEZS 8] Z P e — G o) 4 {zi,i=1.2,+,n}, Hthz~
N0, 1)
Gz)=a+ Gs(z)+(1—a) » M(Gr(z))
@i=R* M(xwi) +1—p) « G(z)
3 33 A /MK Lo 558 H40 3 2% D
Lp=—D(M(x)) +D(G(z)) + 1y *
max {0, || Vg D(g) || —1}?

o =N o Gl

9. end
10, Jlad dwe /M L. ST I RIS 25 A2 % (G

b
1. Lo, :f%ZDU\/{(GT(z,)))
i=1

T
12, i fe /M Lo BB 2 B A 2R A (Gs)

b
13, Loy =2 D(Gs(a)

14. end

15, 47 Gs - Gr L K D IS5

16. for each epoch_encoder do

17, MNELSHOE 2 B 2R 80 8 8 B H (X si= 1.2, o)
18, Aok e /M L 43 90 B e I RS2 o 1 950 B 4 [R]85 4 0 45 -
19.  Le=MSE(Gr(Er (X)) +Xui)

20, Lg=MSE(Gs(Es(M(xyi))) s M(x4i))

21.end
22. RAFET REsH S8
Test:

23, X = (x5 ,i=1,2, -+, m}

24. fori=1,2,+-,m do
25, {/i=Gr(EXS))
26, Mi=Gs(E(M(x<)))

27.  Rec_Score=0MSE(x"“", &)+ (1—0) MSE(M(x'"") . i)

28. Dis_Score=D(M(x!5"))
29. Ano_Score=ADis_Score-+ (1—2A)Rec_Score
30. end

TER W 1, 41— 22 A7 R R A U 2R B, B A
S 1 — 14 AT SR I A AR A | 7S DA A AR 5 R A
BN 2% . — B I AR 3R A B T i S O o AT 2
7 5 55 16— 21 47 & I [ A8 285 o % ahe S 2 ] A6 28 2 T8 45 #) 11
Y R T YIS B0 TR A AR 100 B B R AT S A, B 5 e/ Ak G
A % PR BT A 4 1 A 2 BB RS, 23— 30 AT
RSl ey AR S i R R S A L

L5 LRI 2R A O BT ) 46 22 T I HOHE S e
JrE N Z TR B 2 A AE B R SR S T A R
) B TR SR, o S T B e T AR R A 5 JRUIR A A Y
BE 8 LA T 40 030 A R AR Ry IE SRR AR B T BE A, B R T
A A A 2 3 I 7S 2 T AR 40 AT R BE I3 5 ) ) s DARE A B
e 4E A L HEAT 2R
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4 KWREFMER

T % IR SRS A 1T A M R AT 0 0E K L A5 b
A e 0 S G Ok TE RS B SR L IRl SROF F1-40 B0 3 A
PEA 38 b5 b 9 AT X L, SC 5 3 T Windows 10 3%, fiff
Python3. 8.5 T Pytorch HEZEH AT BB F5 . V5 E B REMF
%% CPU Intel Core i7-9750HF, £ 16GB,GPU NVIDIA
GeForce GTX 1660 Ti,6GB 4%,

AR SC AR R PR A SR FH B AT W B0 A K 4 A B 4
(Water Distribution, WADD % DL & %2 4= K 4b 345 %I ( Secure
Water Treatment, SWaT) % #25 ,

7% 305 B SR FH 0 W B B0 4R R ST (s Ak 1 it g
Hr 58 R (Anomaly) 78 3K 88 AP BUHE 4 (1 S 8 it

F1 BEENRITEL

Table 1  Statistical information of datasets
Dataset Features Train Test Anomaly/ %
SWaT 51 99360 89984 11.99
WADI 123 241921 15701 7.09

4.1 XWiEE

T BE AN S (0 U1 20 3 B B, 41 J2: 7 B ) e 4 e 4 Ak B
T SR B, SEER TR A B 1K/ W=100, 1 3h 4 KR
50, P UL FE 7 9 ) B ) T B 43 TE Uk 345 8 B K B Ry 100 1Y
AT o 11, SR ACKE B3 4 7 0 B BR . PR Sk 2 e 4 B 4K
0 L B A B 1D 3 0 B I R R AT A L T DL R R A
ATLAEZ Y,

SRR SR AR A A R — BRI 1R a4 B2 0 R
B B, 6k T8 Y /N SR B Y A ] O I A5 G 3 S
R E T LA Y . ORI W A AR AR SCHR L33 ] T g R L O
FLE T 32 g 5 5 R AT 45 A 1Al . DRI I st 1] 8 471 8 01
PR UURR I HBEEREW RS RZMRERZE D2
EHM.

TEPR G 2% A I R b e R L ] LSTM Je 2> 45 TR 4%
JZ B CNN 43 FI4E A B [8) B 25 40 T 2% B R 25 (8] 458 245 2 75 2%
Es, B B A A% G IR T 81 LSTM W 45 , 45 [ A 2
A AR G T 22 &R CNN, X+ 008, % H
ZZHRZH CNN, RIF2E IS R AE 4 1K
Az AR BN 5 o R0 28 o ik it oy =Xk IE s 48 2R AT 100
WER L X T g A, B WA 19 A2 g G LAY 2 g 5 2
E 78 1E % 88 1 %18 200 . BF A 2 W 4 1 I 25 rp i e
batch_size K/NH 64, 4% S R AL A% 1 Adam, TR AL 27 19
AL HR ] 3 0,000 01, M1k 25 19 52 0 R S 80k (0,0, 9D,
DAL 28 A 2 BOR F BN E .

FEVFMFE bR b SR B B 0K % L B % K F1-4)
B, R RAE bR S AE 28 BT 0 A AE 26 A L A A e R
T TR B T00I Sy TF 2 8 30HE AR 45 A TE 20 L s F1-43 000 O R
) 38 R [0 25 000 ) 0 SF- 850 B30I 11 0 924 48 LA K TR0 1) A
28— AT 4 RO TP AR B B3 25 Oy 1E S T A 25 0K 1
25 TN AR F B b 25 Sy 57 28 O b 28 0 o 17025 FP AR 6 4K
I bR 25 A G T AR 45 SRy 1F 25 FN AR 3 S04 AR 5 o 1E 28 T
WFRE e, K27 W Z A F1-50 80/ 3 5 =4 5

KA5H—KXAD IR

.. TP
Precz.\z()n7T7P+FP (15)
TP
Raall—TiijFN (16)
o Precision * Recall
F1-Score=2 Precision + Recall an

H T B A PR R (FP) L H e A5 A (1 ORS 1 R, AR U
B G I 8 T o 85 A SR FH — R S R R O R SR W, E LS
ARG, SR T T Lk 0 A ) B R BT R A T A A
LR IR 2 TR A A T — A BR RN E — A A T
TEF I T Y B 2y 5 E AR A R RE R IR R (FP), B IR
TSR S5 28 B SR B B i D A 1 SR o L U A
TN IEF AR . UL TT DL A AR BA 1 %

1E B TUAL B 7 18 » SR ] z-score AR HEAL , BV X T 45 — 4>
REAE JIT AT IO 109 — TT S (R F B1] % A A SR R AT AR B, =X (18)
FR :

data; —mean(data)

std(data) +¢
Horb  data Fmm—A-BAERAE 04 B R) O 51 B0 45 0 {R R — A
T2 T /N TSRO B B X ORE T A 8 L SE B data: I AR
ek .
4.2 WiXER

W AR SO R 5 2o b2 e B I 1) 30 S5 A 7 9 AT X
Vo o AR 0 75 ok T R X L AR R A 2 43 43 BT ik (PCAD FiTEE T BE
B KNN 7%, fE3ET A @mid s il Ll 7k, A0 5
BT A AR LSTM-AE J5 3% , LA K [l 4 3 T X 471 199 2% 119
MAD-GANP2 # A F1 Tad-GAN(Time Series Anomaly Detec-
tion-GAN) R R HEAT A 4 5 L4 Il K F1-43 %3 MR AR i
XF LG, gk 2 pral .
F 2 IR R AE A [ B HE 4R 04 4 I 4 AR

Table 2 Detection metrics of different models on different datasets

18

data, =

Dataset Methods Precision/7%  Recall/% F1-Score
PCA 6.41 41. 96 0.11
KNN 39.23 37.65 0.38
LSTM-AE 40. 91 37.50 0.39
WADI
MAD-GAN 41. 44 33.92 0.37
Tad-GAN 42,11 33.33 0.37
A A 48. 48 66. 67 0.56
PCA 34.58 58.33 0.43
KNN 26.01 91.54 0.41
LSTM-AE 47.22 70. 91 0.57
SWaT
MAD-GAN 98.97 63.74 0.77
Tad-GAN 91.45 50.55 0.65
A A 96. 07 62.18 0.76

* 25l T AR B 7E WADI 1 SWaT 5048 4 [ 9 52
TR, 7EEE WADI i, R 3077 3 HUAR 1 48. 48 %6 1K
TR I 66. 67 %0 I 3 B 5 R B2 SWaT w4 305 vk U
T 96. 07 % KRG T K 62, 82% By A [0 F AR SCBE R A L 4%
ol W B S R 5 IR BRI PERE R T R 2 S
GAN Fu 0 #2548 1 22 J0 i 7 5080 1 22 4E P A A 808 3 1 B8
FITERA I B A SO 3 5 WA F GAN HEZL /Y Tad-GAN #
L. 7E WADI Fil SWaT 44 19 F1-50 800 3871 T 0. 19
O 11, fERMEAE A S0 KA SL R B A o F1-20 409 A
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T B4 T 33X U A SCRE AL AL 48 RUIT Iz AR fE
B X 0 S0 e A T R R S R R R G ] A AR S
T VEAS T AR RLLE SRR D B i1 2 SR . R FH S et ) S
73 I T A 3 B R AR D — S B I, LA KR T 8 B S
BOTHRMEAE R ) — T, LIRSS 3 A,
&3 AR SCHERITEA [ S N AN R B S ) F1-J3 %
Table 3 Fl-score of the proposed model on different datasets under

different strategies

Dataset Detection strategy F1-Score
AR 2 3O B 57 % #5) 0. 30
PR B 2 B R 3 5 W R D 0.23

WADI WA EH 2 BCEEFH R 0.48
A M B CF 8 5% R 0.52
BA R 0 BCRERE R 0.51
BeERESBRCEEFE R 0.56
R 2 3O B 7 % #3) 0.34
TR 2B B CF 3 8 D 0.37

SWaT RAEEMI;B(EERFERT) 0.69
A E M B CF 8 5% 8D 0.69
BERFTABCEERE R 0.74
B A 0 B R B SRR 0.76

F 3 AL IR, BAR LA S H 4 BN A U AR
e e O Gy i EL AR 3 S B S AR T G B R R A R R
B SR W 2 — R AT A O SR T AR SO R — e R
MEM T, TRGERER ALRE D FHAEAZU—-BR
A 22 W5 1) 7 22 B 180 9 B 3 B A ARG I B — A D0 S R
ff, AR T SR T AR 25 FP OB BH ) & K 3k A 2 — 1 31 4 5
B HTAR DL OE B AR L T LAAR A7 b B 1G4 BRI 23, DA 4t gy 458
RUFE IS R G ORS00 R K F1-50 50

H T HRIE S AES A HTT N 4% 22 T N R B S G I A
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Fig. 2 Effect of hyperparameters on model performance

AR 2 (a) P, 2280 o X1 BE B9 52 WA 43 B AE (B 0. 2 T

0.6 4b 7= T KAH oo o HL 0. 6 BF £ X SWaT #5401
A AR S5 i o L o 7 AN WU DX IA] YOG F1-43 45004 5% i) A
B, BANERE 20 ATALFL-23 805 0 0l — A 6 48 56 AY e 5
KFRLTEOBE R 1 B, F1-43 80 oK 3% Ui B 4 % SWaT i
ERNTMAS B ESATER, B ol 0.6 W% T
A S A A % A AR b o] A 0 i34 R, H
RERY 2 M Aol Bk /N, SRR AR RIH AL H LT FEH o
Y 35 45 BORR BB AU s S8 0 UG A Sk L A A 4 B LR ) 446
REAUIEATIUME , A% SCRE AL 6 S8 0 B s B U B B v . A
SCEFXT SWaT B4 48 i R F Y88 2 BUBUE 43 51 «=0. 6,
0=1.0,

WAL RV F] 2 W8 R /N R — AN A5 G 1Y 1)
LW RRER KA RE K/, W SR m % 0ok, B SE &
G PRI 2 2R 25 BRSNS B O a4 S BB
1P B ) AR DG PR AR /DN, 2k 25 TR 22 B Rl AR 5 s 1LY
I 5 B — A S B TSI 7E DR UE TRONORS A 3 A0 IR
[F] B, L REAT & SC PR A M 75 oK . Bl dn7E WADI 288 5, R
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