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B AR, 3P AR S R E R A (AST) 38 33 b AR B L BB AR L Ae 38 6 5 51 1 A AR 38 5% R 95 R A (EXAST) B 2 # . 5T R 46 4K
Bl i AT AR VA AT M AL B ARG 25 AL AE B IR R 98 8 BN J i (Word2 Veo) ¥ 4K A 43 847 46 44 ) AL 5 Ak 45 4R 5 Ao 32 3T 89 2K
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Function Level Code Vulnerability Detection Method of Graph Neural Network Based on Extended
AST

GU Shouke and CHEN Wen

School of Cyber Science and Engineering, Sichuan University , Chengdu 610065, China

Abstract With the increase of software vulnerabilities year by year,security problems are becoming more and more serious. Vul-
nerability detection of original code in the delivery stage of software project can effectively avoid security vulnerabilities in later
run-time,and the discovery of code vulnerability depends on effective code characterization. The traditional characterization me-
thods based on software metrics have weak correlation with vulnerabilities,so it is difficult to characterize vulnerability informa-
tion efficiently. In recent years,machine learning has provided a new idea for intelligent discovery of vulnerabilities, but this meth-
od also has the problem of missing key information of code feature. To solve the above problems, control flow edge, data flow
edge and next token edge are added to the traditional abstract syntax tree(AST) to generate an expanded abstract syntax tree
(EXAST) graph structure, characterize the original code to better process the code structure information, and the word vector
embedding model(word2vec) is used to initialize the code information into a numerical vector that the machine can recognize and
learn. At the same time,the gate recurrent unit(GRU) is introduced into the traditional graph neural network(GNN) to build the
model, which can alleviate the disappearance of the gradient, enhance the dissemination of long-term information in the graph
structure to strengthen the timing relationship of code execution and improve the accuracy of vulnerability detection. Finally,the
model is trained and tested on the SARD data sets to realize the function granularity code vulnerability detection, which can im-
prove the accuracy of 32.54 % and the F1 score of 44. 99 compared with the traditional vulnerability detection method. Experi-
mental results confirm the effectiveness of the method for code vulnerability detection.

Keywords Vulnerability mining.Graph neural network,Deep learning, Abstract syntax tree,Gate recurrent unit
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I Data Flow Edge |

Code representation

Text Numeric GNN
Ermctash e Build EXAST Vector Vector i Train and Test
Next Token Edge
Word Build
Segmentation Dictionary Word2Vec Model

Graph embedding Vulnerability detection

I1 BT EXAST HIE Bl 28 9 45 04 e T A6 I 7 v
Fig. 1 Vulnerability detection based on EXAST and graph neural network

3.1 Extended-AST
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An example of C function
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Fig. 3 Graph representation of code slice
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h, :tanh(%zva(i(hi,,xv))Qtanh (G (H,5x,0)) (3)
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#i i1 : Accuracy . Precision, Recall . F1

L wih A B 2 4

2. AST,CFG,DFG=Joern with input from D

3. NODES<-AST

1. for node_a,node_b in NODES

5. edge<—node_a,node_b

6./ * BRI AR 30 B A RT3 R D R A« /
7. if edge in CFG. edge then

8. edge<labeled as ‘Control Flow edge’

9. elif edge in DFG. edge then

10. edge<labeled as ‘Data Flow edge’

11.  elif node_a. nextToken= =node_b. value then
12. edge<labeled as ‘Next Token edge’

13.  endif

14. end for

15,/ H£ i EXAST Bt A B 454 G=(NODES,EDGES) J& , # 17 Fel it
A B R A G B E L) json # S ARAE + /

16. / * AT iR A * /

17. for node in NODES

18.  type_vector<-word2vec[ node. value. type]

19. code_list<-word_tokenize(node. value. code)

20. code_vector<-mean(word2vec[ code list])

21.  vector<type_vector+ code_vector

22. end for

23,/ * BENE LW

LR H T RIS R R R AR+
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24. for edge in EDGES
25.  list. append(edge. get_source)
26. list. append(edge. type)
27. list. append(edge. get_destination)
28. end for
29. Bl ASEUR LA json SCHFRAE 35 500 I AL 5 BEA IR
30. /= YR B = /
31.for t=1,++-n Step do
32. GRU-GNN(G=(nodes,edges)) training with (1),(2)
33.  Res=sigmoid(MLP(hy))
34, BT SURE IR AT B L (0] 4% B
35. end for
36. /= ML P B » /
37. % VAR R AR

TERG I RGeS A s b, 55 1 FES 2 A7 (0 A8 i A
H Joern A AST ;5% 3— 14 171E AST f3kab LHERK 3. 171y
ST 3 i 4 AR A B AR R T R R 53 AR R EXAST
FEZE 5 55 17 — 22 A7 EAT 9 il A B SCAR B ) 4k i i
Word2 Vec BB % 4k 2y 7 1 1n) & , o Word2 Vec 57 i I
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P A 2 T R S IS B0 1] e 5 AR JE P 400 e A S SR Y
(BT 3 B0 5 1) Bk 2 AR g 32079 A 6 B0 50T ) a5 5 24—
28 ATARF 4 A 093 5 56 AR50 31— 35 4T 2 T 22 A 5k
THBR B I A% , TR I 2 b 28 0 2% 5 55 37 A7 i b 43 2R 45 RO
RN TR =R

5 LBWHERSHN

5.1 HiEE&E

AR SO AR A IR T B R 1 2 25 U0 4 (SARD)Y P, iy
56 [ [ Z AR AR B FEIT (NIST 44 . SARD #2 It CWE %i
SR T & B IR, CVE-ID AE 2 U 1 1 Ml — 45 IU5F , o1 i
FEN G2 4 DOl N B 55 H AT EAT R 88 S5 L 3 BT A A
B UL I b 26 G 28 o X B 5 (CWE-119 ., buffer error) | % I8
B AR (CWE-399, resource management error) #l B8 5 N 17
5 (CWE-787,out-of-bounds Writes) %, A< 3C 5% 8 (1) 545 4
T A8 F ¥ C/C++  J&2 78 SARD b IU4E Y P 4 4 e 28
A —— CWE-119 Fl CWE-399, & T g il 4 8 ¥ 45 07 4t
b 27 > 30 B Ab S 0 U T 08 RRAE L B TR R M B L B X AN [R] 2 A
P U ) AT 43 J31) A R AT R 2 0 2 B DI, DAAZE AN ] 28 Y
B TG IR o A S ke R WL 2 B 67 3 B bR B GR L BR Ut DA W B
BN C/CH -+ W o 52 B TE 5 ok 550 I T oA R, TE 5 R AR
T LARZ0” A Ry 5 A, T I bR BCHT L AR 2517 1B IE
FEREA , d5c 2 A 1 1) 2 b XA 0 RO UL A LA e R 4 i B
AWML 15,

*1 BIEEFE

Tablel Data set information
type number
CWE-119 17844
CWE-399 12382

T AT FFL P JF U C/ O —+ 5 5O 4 K 0 A7 3 4
FEHEHOHE S48 08 65232 60 H 090 K0 43 TR 45 8 L o A i
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5.2 {RfEIEHR
AR SR 25 (00 245 A58 200 f) A 45 B 40 B T TRV L TR
WA IR 1Y S8 LR 2 il
R2oRWHEE

Table 2 Confusion matrix

Confusion Real samples

Matrix positive negative
Forecasting positive P FpP
samples negative FN TN

# 2 ¥, TP(True Positive) /8 HLO: 28, RIFEAS AR 45 5 4
TR T &5 SR 2 4 1E 24 s FP(False Positive) 275 % 1F 2%, Bl EE AR
T 25 Oy A7 {HL 4508 T80 45 5 oM 1F s FN(False Negative) /R i
F 2, BIVRE 7R b 45 Ry IE 2 B B T 4% 2R Sk £ TN (True
Negative) /8 FL £ 25, B B AR b 25 55 465 A 3000 485 52 24 o8 £
Z5. TTLAGE S VR VA A PR T AR S B 1 T M 8 A, ) ASE AR AT
AR A

Accuracy=(TP+TN)/(TP+TN+FP+FN) 4)

Accuracy 855 27 # B 38, 455 74 F00 1F 0 1 AR AR 5 I A
FEA 1Y HOAE B 5 BT M R G AE LE .

Precision=TP / (TP+ FP) (5

Precision $& #7267 1F. 5 28 , 450 T 351 I Sy 1F 288 14 6 AR v 52
Brdm 28 2 IE 2 1Y i Lb o B8 5 488 2P g A LE L

Recall=TP / (TP+FN) 6)

Recall #64R 27 4 [0 3, 1F 2 1y FE A< v A5 RL TE B 5000 1Y
VO AA  BUE S5 RSP BE R LG .

F1_Score=2 * Precision * Recall/( Precision+ Recall)
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BRI QR F T Token FAL MW I A I Jr . 55 1043
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5.4 ELIGERNN

AR SR 2 W 45 1 S B SE A T PyTorch (BR AR 1. 10. 1) #E
m, Word2vec #t AJE M1 gensim 3 (A 4. 0. 142 4L, % B 4k
FE 128 4, AT R G R — 51817 Ubuntu 18. 04 #:4E &
G IR 55 #% . CPU #2215 B 4 Intel (R) Xeon (R) Silver
4210R CPU @ 2. 40 GHz,64GBRAM, GPU %5 3 NVIDIA
GeForce RTX 3090,24 GB & 77, 5 B i F§ GPU # 17 Y1l i
. CUDA MiA% h 11. 3,

ATy 1 R 2 4% 15 R < 2% 2] % (Learning Rate)
PFE N 0.0001. A Z il it Word2Vec ¥ B J5 % i 128 4k, %
F IR Z AT L RZ 48 5 B R 200, batch size B E
128, % FH A 3 R A T CAdam) 15 Ak 5 B m bR B A Y
st

X 5. 1 Y SIS B AT 43T, AR LG T AR SO Y
Fr 5.3 IR A 4 B AR AR L (B Flawfinder, Ran-
dom Forest, BILSTM #l AST+GRU-GNN) , 4% B8 31 1it; #5 47 3
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Table 3 Results of five models on different datasets

Dataset Model Accuracy Precision Recall F1
Flawfinder 60.29 52.63 35.71  42.55
RandomForest 72.06 66.67 64.29  65.45
CWE-119 BiLSTM 77.01 80. 43 77.08  78.72
AST+GRU-GNN 83.35 97. 36 67.13  79.47
Our model 83.51 87.61 77.01  81.97
Flawfinder 54.41 43.48 35.71  39.22
RandomForest 67.65 65.38 56.67  60.71
CWE-399 BILSTM 77.63 76.92 78.95  77.92
AST+GRU-GNN 85. 34 95.26 71.81  81.89
Our model 86. 95 95. 38 75.39  84.21
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