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LTTFAD:Log Template Topic Feature-based Anomaly Detection

SUN Xuekui' ,DATI Hua'*,ZHOU Jianguo' , YANG Geng'** and CHEN Yanli'
1 School of Computer Science, Nanjing University of Posts and Telecommunications, Nanjing 210023, China

2 Jiangsu Key Laboratory of Big Data Security &. Intelligent Processing, Nanjing 210023, China

Abstract In the field of system security, using logs to detect software of system anomalies is a very popular method. With the
rapid development of software and hardware,it is hard to perform manual detection on the huge scale of logs. There has been a lot
of researches on log anomaly detection. Existing automatic log anomaly detection approaches are all based on log template. which
is unstable when log template is modified. This paper proposes a log anomaly detection model based on topic feature of log tem-
plate. Firstly,it utilizes an LDA topic model to extract topic feature of log template and implements anomaly detection through
LSTM recurrent neural network. Experimental results show that the proposed anomaly detection model outperforms the existing
models on HDFS and OpenStack datasets in most metrics,such as the precision,recall and F1 Score. In addition, LTTFAD model
still has high stability for new log template injection.

Keywords Anomaly detection,lLog analysis,Deep learning, LDA, Topic feature
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11. 5 TR) A B R (Bo W) 5 B3] 51 6 WL 575 30 308 B corpus;
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13. END FOR;
14, i 38R 91 2 CL %% LDA F BB —~LTTCM KR
15. RETURN LTTCM,
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3. END IF;
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8. RETURN ¢,
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4. MG 2 SC 4 AR B H A BR ERH 3N & Win(Si,e) s

IF Win(S;,¢;)) =0 THEN

CONTINUE;

END IF;

RN TP=(Win(Sisej) »eje 1) I AN XT3 & TPL;
END FOR;
10. END FOR;
11 AR5 % TPL VR R I 2R I 4k LSTM iR,
12. RETURN LSTM,
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8. IF ¢+1€CS,., THEN
9. RETURN FALSE;
10. END IF;
11. END FOR;
12. RETURN TRUE,
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Table 5 Performance comparison for new log template injection

W . M e 38 AF
Precision Recall FS
Deeplog 0.302 0.984 0.462
LogAnomaly 0.446 0.930 0.603
RobustLog 0.796 0.983 0. 880
LTTFAD 0.954 0.923 0.938
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