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Cybersecurity Threat Intelligence Mining Algorithm for Open Source Heterogeneous Data

WEI Tao, L1 Zhihua, WANG Changjie and CHENG Shunhang

School of Artificial Intelligence and Computer Science,Jiangnan University, Wuxi, Jiangsu 214122, China
Abstract To address the problem of how to efficiently mine threat intelligence from open source network security reports,a TI-
NER-based intelligence mining (TI-NER-IM) method is proposed. Firstly, the IoT cybersecurity reports of nearly 10 years are
collected and annotated to construct a threat intelligence entity identification dataset. Secondly.in view of the lack of performance
of traditional entity recognition models in the field of threat intelligence mining,a threat intelligence entity identification based on
self-attention mechanism and character embedding( TIEI-SMCE) model is proposed, which fuses character embedding informa-
tion. The potential dependency weights between words,contexts and other characteristics are then captured through self-attention
mechanism to accurately identily threat intelligence entities. Thirdly,a threat intelligence named entity recognition( TI-NER) al-
gorithm based on TIEI-SMCE model is proposed. Finally,a TI-NER-based intelligence mining( TI-NER-IM) method is designed
and proposed. TI-NER-IM method enables automated mining of threat intelligence from unstructured and semi-structured securi-
ty reports. Eexperimental results show that compared with the BERT-BILSTM-CRF model, TI-NER-IM’s F1 value increases by
1.43%.
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T4
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3, AR B STIX(Structured Threat Information Expression) 2. 1
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BO Bk YR, iy & S5 4R 3R B (Named Entity Recognition,
NER) 7T LA AR 544 4k 2 S5 49 10 I 46 42 4 i i A 4 IR ToC 52
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Fig. 1 Construction of standard data set
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LA AR D5 (B AT 5 SR 1 i 4 ST AR TE
3.2 fRBEMEIRE

MG STIX 2. 1 AR et g B 4 I00 I 4% 22 4= gl 175 4 Ay 44
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Table 1 Example of labeling
A3 F o TXT XA AR AT A
Emails O
from O
IXESHE B-ThreatActor
APT I-ThreatActor
Campaign I-ThreatActor
were O
sent O
from O
the B-Location
United I-Location
States I-Location

3.3 HBEARE

BTk FH A 227 B SCRY TR A A BHE R S iR G s B
K2R3, BMIBELT 4 XK. IFHERHFE
(ThreatActor) \ % & # 4 4 Fx (Malware) | I 1 ( Vulnerabili-
ty) JHE PR (Location) . #F— 2546 45 1 J5 09 £50 40 A 4 48 $i
R 8= 1+ 1 (1 L A8 1 47 Bl ATL At BB, 4] 43 FC I R A2 30 E 42 A0 0 3
B, BLRBIRFEATEMNM R E 2.8 3 Fril,

*2 BiRELIH

Table 2 Dataset statistics

LS EE XEKE  ATHE LRHE
I 4 & 181 7071 9290
B & 23 1044 1364
K & 23 1008 1322

®3 LWEEI

Table 3 Distribution of the number of entities

Lk EA %% hiE & R &
ThreatActor 3584 570 772
Vulnerability 463 63 45

Malware 3754 554 397

Location 1489 177 108
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| Wi E RS |
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T T T
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K 2 TIE-SMCE fir 45 9 PR 3750 45 7Y
Fig. 2 TIEI-SMCE named entity recognition model
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B BB S T A2 1 45 1) i A B2 2R s BTBEJZ 19 /N e, T
K2 M4 B JE B W RN A nox (ntom) o i B
4 b M BEER A n IS ATH BT T 45 H B I TB) 52 24 B2 2y O %
(n+m)) JFEIEAZ TR S A B R R E 4R O,
A BRECR A BT ) 2 22 B OGo) , BRI L, S B ) & 2% B
OGn* (nt+m)+n+tn), B OG*),

5 TI-NER-IM 7 %

TI-NER-IM 5 i Dh ACRS I3 2 fos
&% 2 TINER-IM &
Input:reports // * 4% % 445
Output: STIXOutput // * STIX ## 28 M 1
1. for t=1,2,.n
2. Begin// « %4 Wi ik

3. if(report is html) then

4. Begin// » 1 JEMR B K HTML % SCA K 5C
5. txt < Beautiful Soup(report)

6. End

7. else

8. Begin// * &L IR E CA  H PDF ¥ SCA %

9. txt <= PDFMiner(report)

10.  End

11. txts[i++ ] < txt

12. End

13. for txt € txts

14. Begin

15.  result <—call TENERCtxt) // % 8 1% 1(TENER 882 4l
B ToC 52k
16.  STIXOutput[j+ + J<4z J& STIX #% 2 g G 4 // * B 175 41
bRtk
17. End
18. i STIX2. 1 J W% iz STIXOutput
BE— D H AR SCER T T TENER 2 0K 38 5914532 79 15
220 4 B IR ToC 12 3 (TENER-IMD J7 %, TI-NER-IM
D5 EEH 2 ARG H AL L 45 0k iy 9 45 22 Ll i
A 31248 ToC Bl H5/8 4% , FF A 248 1Y ToC VLl 8 4% 42
R VAR X 11 0 25 48 4l A 4R
TI-NER-IM J5 % & 56 PDF #% 21 HTML #% 2 19
BREWE A B S — 1) TXT 48 XSCA, IF 35 P4 3¢
7 T g M PSR ARE 5 G YR OV Y R 58 I SCAS #E AT 4 ) 43 1) b
H; SRR {5 B TINER S2 A SR 530 325 047 S AR U3 L X 1o 2% 22
A2 B IE A ToC SEAAR A5 I8 3R AT Hil 350, B Aif 30 2% i ToC 3 i 4
A s I E S R Bk AR 45 R AR LA A SITX2. 1 L3 1
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6.1 LWHESLWSH
ARSCHY SR B BE I 5% 4 B3, GPU ffi ;| NVIDIA Ge-
Force GTX 1660 SUPER, CPU 3y Intel Core i7-9700, P4 17 K
/NH 32 GB, #£ Windows 10 & L {#i i Python3. 6 Al Ten-
sorflow2. 1. 0 HEAT 5L 5,
#4 ERIAHBHK

Table 4 Experiment environment parameters

% ¥ e &
GPU NVIDIA GeForce GTX 1660 SUPER
CPU Intel Core i7-9700
M % /GB 32
BERL Windows 10
RAEEE Python3. 6
REFE AR Tensorflow2. 1. 0

FARIE PyCharm Community Edition 20202, 1

TIAN MERLS R SR E AN SR 5 T F . Hoh, vocab_size
s I Sk B 09 TR H K /N sembedding _size 32 Word 2vec 15
#0555 B 1R A HE B s recurrent _dropout 32 R K W AE 12 M
S0 F I, B ARG B 0. 4 B ME R F S A AR 1y K S e 12
W 2% 5050 s o 1 B IR I A S . Dropout ZHE 0.3 1Y
HE SR A ) 285 H 5 55 0 22 ) 28 BRI 5 learning rate BB 1 X
107", RORBEBL [y 2 > A8, Hoge g T BB S 80T 8 B K
batch_size VB H 32, 3 7 M6 R B A4 U I 2 ) RE AR /Y %0 =
H 32,

®5 HATRKSH

Table 5 Model experimental parameters
% ¥ HHE
vocab_size 30000

embedding_size 300
recurrent_dropout 0.4
dropout 0.3

learning rate 1x104
batch_size 32
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6.2 MBS
A SCH S AT AR R T AR TR 75 A B b i 44 SR L
{14 VT (4 AR ok VP A B A0 TR I A R L R R RS AR P

(Precision) . A M Z R (Recall) #1 F1 {4 (F1-Score), & FH#r
b2 —R Ao 5.
P:TPT+PFP az
R:% (13)
FlZZ?iER (14)

6.3 ELWERSHF
6.3.1 dAHABEA AL
¥ TIEL-SMCE #5274 5 3 3 14 S 4 S50 A5 AU 00120 3R 47 L

BELIX 3 ANBIRYER DLl AVE R A . Horh i A AL 243 )
F Bl ALBert™'#, BERT!', Word2vec™ J5 #: # 47 52 %,
BERT %t (917 58 A 48 BE o 512, ALBERT %@ 4 19 37 4% A 4

FER 768, Word2vec i i B9 i #ix A 4k FE 4 300, i X 45 2
4 —k JH BILSTM [ 4% 4b 3, b7 % % 1% )2 4t — R 1] CRF =&
., SR ME 6 i,

6 T ABIEL S A R

Table 6 Word embedding model experimental results

A AE A P R Fl
ALBERT-BiLSTM-CRF!'?] 0.7380  0.6653  0.6968
BERT-BiLSTM-CRF-!! 0.7968  0.7039  0.7420
Word2vec-BiILSTM-CRF[1®T  0.7339  0.5473  0.6192
TIEI-SMCE 0.8012  0.7205  0.7563

B3 6 W] %1, TIEI-SMCE 5 () i 2 . A [0 % F1 {8
H e AR 80, 12%,72. 05% .75, 63% ., X EERE K
TIEI-SMCE ¥R g4 T BERT B SCA R R MFEF ik A ik
T S8 SCAR ), IR B R AL T L 2 3] ) AR
PAA™ BRI 22 18] 194 56 2, 3R IBURTF 1 P9 B 45 A0 45 2, 845 1)
45 4 BUME MR ST R M IR B OR B AE . i Word2vee Il 5
HE A 3R] 1] R W S T o TE VR A BRI R AN LR SO 25 5 )
SR ML SE A A0 I 15 B SE R “ Syrian Electronic Ar-
my” F IR B SR Syrian” , B # R Wl (5 B LKA —F
Ay T G R M B A7 B Location SE4K, NI, Word2vec-Bil-
STM-CRF #5 B %6F ) 4% 42 4 gl 17 i 5 ¢ 500 sl SR e 2,
R B WA F1EAR R 4 AR IR AR, R0 & F1H
F TIEI-SMCE # B 13. 71% ., BERT-BILSTM-CRF #& &l
PR T B SRR 258 T 05 A ) FARE 4
i) 45 A1F A ) SCAR FE A L[] I BILSTM 78402 5] 7 SCA
B XL B, Rk F1{H 53] T 74. 20%, {H /& BERT-BiL-
STM-CRF # B3 A 78 4342 8 504 545 1015 B X T AN FE
T 2% fp B0 BLTR] L JG ko A M G AT S A . R RO Ee
TIEI-SMCE #i#I4% 1. 43% . ALBERT J& BERT %% & 2 it
A, BARRAL T4 55 I 258 B (2 HL 0 246 2 S 8O RN
PRI 2% 2 fig ) 1 BERT 22, R 2R 1. 85 T BERT-BILSTM-
CRF #8!, & 575k H BILSTM-CRF i#f 17 4 ith figt % i)
il ALBERT £ 8¢ 7Y Lt ffi ] BERT By #5876 F1 {8 b A%
4.52% 3% E BN ALBERT 4 R 4% 2 50 0L A 8 /L 1

P2 5 I S5 B ) R BSF FAIG T S A B R
6.3.2 FHABNER LK
fF LSTM ] DL R 7 M 5 i 12 M3t 5 05 8, I b i o
SRR R TG S 4 S5 A, AT A S A 43 )
¥3F LSTM-CRE™ #1 BILSTM-CRF™ [y # g . 5286 45 5 4
*£ 7 Pigl,

R OTAHA R SR 5

Table 7 Character embedding model experimental results

AL AE 42 P R F1
LSTM-CRF!® 0.6179  0.5385  0.5713
BiLSTM-CRFM 0.6762  0.5532  0.6081
TIEI-SMCE 0.8012  0.7205  0.7563

BT 4% BT AR 43 O g 5 R 7 AF 4 ) L 43 90 o A BiL-
STM-CRF & F1 LSTM-CRF #5% %1 gk 17 52 (1 3], il T Bk
o TEE B TR A IO 3 L 25, LSTM-CRF #l Bil-
STM-CRF iy F1 {543 5IMXA 57. 13% F1 60. 81% ., 1 F Hh
LSTM JC ik K BUE] M 51 F A7 1 — 4715 A {2 BILSTM
R AR B R CfF B Wik BILSTM #9148 5] 8% 3 He
LSTM #F. LSTM-CRF Al BiLSTM-CRF #3{i ] CRF /£ N ¥5
2 2 I, BILSTM e LSTM 19 F1 {5 3.86 % 3% F 8 2
K TIEI-SMCE B Gl & 7 ) 4 A REAE 1T DL B 47 iR )
SR B 3B TR ] — A B 9 R[] S A R 4 AN TR S
WL TLL FLIARE] T 75.63%,

6.3.3 BERT-Tiny 5 BERT-Medium #j 1 #% bt 4%

o T B UEAS [R] S 40C 1% S AR ) o g 0 52, 4 i)
BERT-Tiny 5 BERT-Medium # {4 3C & th 19 TIEI-SMCE
R H ) BERT Encoder 4 i 2 #1752 50 e . 3% 4B R
XL Transformer 4545 (9 15 5 LA AL, (0 S 500 B R W .
SR BN 8 Fr A, SLE A5 RN 9 g,

# 8 BERT 5 S5
Table 8 BERT model parameters

AR [SF- Wk = EEA KK HHAM
BERT-Tiny 128 2 4,3%x10°
BERT-Medium 512 8 40.8%10°

F£ 9 Bert 3R MERE L

Table 9 Performance comparison of Bert parameter scales

AL AE 42 P R Fl
TIEI-SMCE(BERT-Tiny) 0.8051  0.7088  0.7515
TIEI-SMCE(BERT-Medium) ~ 0.8012  0.7205  0.7563

B O AT, A8 45 2 4l W 4R SR U], BERT-
Medium tt BERT-Tiny 95508 B 47 3% 108 W] 7 52 4 42 4 14 2o
i e R )2 B T UM R 70 Sk B £, o T 46 22 4 1Y 4
SRR B RO LS . [ # A BERT-Tiny Al BERT-Me-
dium %1% 2 19 TIEI-SMCE #L8! t 3 6 Rk 7 o i) s A ia) ik
N A4 0 AR e RSB AT, 3 3R R PR A Al ]
RN R e 2B RS R NI RN TR - R TE N
PR 7R TG 7 A 200 4 T8 AS 7 1) I 28 v 18 B 0] T AR SCHR R Y
TIEI-SMCE BRI Bl & T F 45 i AR A (5B B i =0
HL il 2 3 ) - e B3 AR A B, DA T T 5 b SE IR T L R T
AR, X5 — A J5 Tl 5843 3 W] TIEI-SMCE £ £ X}
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48] 28 22 4 BRI 4% 45 B S A TR B B A R
6.3.4 Jm A Dropout # H 2t 3 3E

Dropout 8 7£ W £ Il kit A2 v, Xif bt 22 ) 4% 350 L 4% i
— JE AR50 N I 45 vh & 30, DA S0 TE S T A e k. R
T B IEASCHR 19 TIEFSMCE #6578 3 3t #0144, A& SC
BT Dropout JZ 4 $2 T4 451 B iy 5 45 1 70 85 i A5 050 350 1) 3k
B, KW Dropout 2 M4 % il Dropout 2 ) TIEI-SMCE
L F FE ) B BRI AT ToC SE IR L S2 e, S2 6 25
gk 10 e,

# 10 ¥ Dropout 5 7 [ 52 55 25

Table 10 Experimental comparison of adding a dropout layer or not

BA AR P R F1
TIEI-SMCE 0.7911  0.7181  0.7503
TIEFSMCEdropout~ 0.8012  0.7205  0.7563

% 10 £HNA Dropout )2y TIEFSMCE #AIfE 3 4~ 4§
bR BRI E 4, 5% 22 R O TIEF-SMCE #5841y 2 $0
LK, BN Dropout J2 A 850k i TR i L & A L 1
T B R T AT
6.3.5 TI-NER-IM 7 % 64 A 2

XTI 2% 42 42 B 18 ) ToC 19 TI-NER-IM 42 4 J7 75 78
4 R ToC Se b A9 A RME S 3 45 R &l 3 frs . X
4 ZE UM i ToC S5 A AL 35 2 i 5 1% 8. (ThreatActor) GE &
A 45 K (Malware) | H B 4% B (Location) A& i ( Vulnerabi-

lity)
.
|
‘ﬂ

Precision Recall

[CTTTTTTT
[ITTTITTTD
AT

®ThreatActor ®Malware 8 Location O Vulnearability

El 3 TI-NER-IM Jy i S 42 16 45 %
Fig. 3 Entity mining results of TI-NER-IM method

H &L 3 AT U S A RO R e g TR I 2 S R
AR R 40 I 5 B AR I R AT 24, 40 ¢ OpenSSL Heart-
bleed Vulnerability”“Badlock Bug”24§ , b F SCHE & 1 &,
I AR HL 7 B0 R AR 4 v B T 1 B0 A 2D (R TR AR AR
F1{HIAB| T 86.47% . M ifi # 15 B 093 51 R ALK T s i
SR I F1 A FORT 8 R 2 B3k ) T 82. 03 % Fl 85. 89 %0 3X &
T B A AF R T ) 2 2 4 I I i A 90 R A 4 o B
Z NGt b A 3584 NI # M5 B 34K, B TENER-IM 5
RE A ) R RE S BB S 2 3 B B E B T AFARE
W APT28”“ APT23” X 2 W i 35 4 Bk o B ATHE FAF BAFAE
BOWINL . 53 Ah Mot AR B TE P 26 22 A 4 A b ol AR IR
Bom, XTUWEH A IR RN L ARG EEFER BN
4 27 4 W17 M ST D Y S A 5 R B AR 8 PR R R A
A% AR v ST U B e 4 S AR LR T R A 4 R S AR 1 R AT
BRI W H A TR FRIT A ) ZY6E & A NI X
BN T AR HERE E 2 T TI-NER-IM J7 238 5 [ 7 = bl
il 2% 2 1 SCHE 8 AR A B 22 R AR A AL TR, L FL(E A

Ko RARIRIKFN T 74. 72 % H1 80. 29 4 5 Hb T {57 B 52 AR ) 5k
R ARLIE P REN, WEBRMEAREIERY F1EK
15.42% ,3X F= B0 N Ry o B4 8 15 B 7E W 45 2 i Pl hy
ot N Ul & — s R A O r b B BT DL 2 4
e A5 o st A7 SR D R AR PR 1489 A A B S
A 3t B (ORGSR, 4 A 65. 43 %0 AN
54.69%.,

&4 45 th T TI-NER-IM 7 3 )\ % T “Dropping Ele-
phant” B0 16 2 19 T 45 ¢ 4 4 45 700 v 48 BRI 9 45 28 4
T T e A 00 2% <2 4 g Mol A7 ik 3R WD G vk g ik 1 Bl Y ik
J3“Dropping Elephant” , iZ ¥ i # i #i 3L B Jy “India”, I H.
HAE Bt o 8 b < backdoor” 3% & 8K 4F . AT UL, B AR A A
BT 3 ZE MG i ToC SEIR . EIAR SR b 35 58 & s i i of 73X
WM d F A SRR, XA —MEWN T T
NER-IM 5 ik B8 &M — 2 09 56 M . BIVE Al DU 280 A
AR 25 A W 45 22 A i b A B2 4 0 2% 22 4 B I A
{

“type”: “bundle”,
“id”: “bundle--{59abc20-6837-486a-951b-80216ade0662”,
“objects” ;[
{
“type”:“location”, //Z W%k ¥ A 3ty B2 4 India”
“spec_version”:“2. 17,
“id” :“location—-03d001a3-641a-4705-ad5d-ee74a657c979",
“created”:“2021-08-26T12:28:38. 167973Z”.

“country”: “India”

“type”:“malware”, //FW M #F il T “backdoor” W & 4K 1
“id”: “malware—-3b4277da-6879-4{a9-8aaa-34626a0d6a72”,
“name” ; “backdoor”,

“is_family” . false

“type”: “threat-actor”, //F M Ik # M *“Dropping Elephant”
“id”; “threat-actor--8e2e2d2b-17d4-4cbf-938{-98eed4 6b3cd3f” .

“name” ; “Dropping Elephant”

Bl 4 ToC Hay 2t Bl 175 7 1]

Fig. 4 Example of building threat intelligence from IoC
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R AR T A BRI T ToC SE iR i IR B RCR . 724
PFEAAE | 4% TIEL-SMCE 881 5 32 3 (19 S 1 18 1) 45 2
% H L 5286 45 5 % W TIEI-SMCE # 5 (i% 52 4431 51 &% 5t 37
o F34b X AR BERT S 8B HEAT T X b 52 56, iF B
T ffi i BERT-Medium %% )2 () TIEI-SMCE 8 (] F1 &
W LIK BT 75.63% . AT f# Ut TIE-SMCE #5 % 2 450 J1 A5
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R S E I IR R, 245 TIEL-SMCE ##1m A T Dropout 2,
FEHEFT R EE B2 56, 158 B Dropout JZ X 824K R 5 A 18 TF 2R,
SEHHIE ] T TIEI-SMCE R LI 503 B 2% 22 4 dig 1 o 1 4%
28 B R S A

R, B A ASE A A0 Rk R BR T % 35 3 ) 4% 42 4 g o 1%
2 ToC SR AT R 500 A0 Al B, HL R0 46 42 4 g W 1% i ToC 32 ¢
FLAS 2 A SCAN % J8 T He A BRI 1Y 4 2R S04, T S 3 4
BRI A N 26 4 4 g I i ToC 2R 19 A A% B =i AL IR
SIS — 2B B BT T AR,
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