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Tag Identification for UHF RFID Systems Based on Deep Learning
YU Jiabao', YAO Junmei' , XIE Ruitao' , WU Kaishun' and MA Junchao®

1 School of Computer and Software, Shenzhen University,Shenzhen, Guangdong 518000, China

2 School of Big Data and Internet, Shenzhen Technology University, Shenzhen, Guangdong 518000, China

Abstract The most basic function of radio frequency identification(RFID) system is tag identification. However, the current au-
thentication system cannot detect forged or cloned tags, which leads to potential security and privacy issues. At present,there are
encryption based authentication protocols and feature extraction based solutions, among which encryption based authentication
protocol is incompatible with existing protocols and feature extraction based authentication protocol has limitations such as diffi-
culty in feature extraction or short recognition distance. This paper proposes a tag identification method for UHF RFID systems
to overcome the two shortenings. The core idea is to first extract signals irrelevant to the logical information of tags from the
backscattered RFID signals,and then send them to the convolutional neural network for similarity matching. According to the
score of similarity matching and a given threshold.the authenticity of the tag is finally recognized. In this paper,we establish an
experimental system which contains an USRP N210 used as the reader of the RFID system,and contains 150 UHF commercial
tags to backscatter signals from the reader. We then collects the RFID signals based on this experiment. Experimental results
show that the tag recognition accuracy based on deep learning can reach more than 94 % ,and its equal error ratio(EER) is 0. 034
when the recognition distance is up to 2m.

Keywords Physical-layer identification, Radio frequency identification,Deep learning, Tag
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Fig. 1 Schematic diagram of typical convolutional neural network
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