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Research Progress of RSA Algorithm in Network Data Transmission
WANG Xinmiao,SUN Tingting and MA Jingjun
College of Science and Technology, Hebei Agricultural University,Cangzhou, Hebei 061000, China

4

Abstract In the process of people’s “ face-to-face ” information exchange using various electronic devices,both sides do not want
their information to be obtained by the third party,which leads to the problem of communication security. Data security is not
enough, the data transmission process is vulnerable to external interference, resulting in information duplication, missing, packet
loss or delay. These problems are still not completely avoided. One of the important reasons is that the security of data is not
enough,and it is disturbed by the outside world in the transmission process. In response to this problem,the majority of scientific
researchers have actively responded.invented data encryption technology and introduced cryptography.which uses cryptographic
algorithms to encrypt the data to reduce the interference in the transmission process, thereby protecting the data. In essence,
among many technologies that guarantee various functional characteristics of information security,data encryption technology is
the core and key technology of information security. Data encryption technology encrypts data from plaintext to ciphertext and
communicates through encryption algorithm,and then decrypts the plaintext through corresponding decryption algorithm, which
can improve the security of data transmission and ensure the integrity of data transmission. In order to further understand the
working principle of cryptographic algorithm in network data transmission, this paper selects the RSA algorithm in asymmetric
cryptographic system as the research object,introduces the encryption and decryption process of this algorithm in detail, compares
and analyzes the advantages and disadvantages of RSA algorithm and ECC algorithm,and summarizes the corresponding optimiza-
tion measures and optimization results in view of the defects of RSA algorithm. Finally, the research progress and practical appli-
cation of RSA algorithm in network data transmission are summarized,and the future of RSA algorithm is prospected,hoping to
provide some reference for data protection.

Keywords RSA algorithm,Cryptosystem,Data encryption, Authentication, Digital signature
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Fig. 1 RSA algorithm for data and message processing
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Fig. 2 Generation process of RSA key
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