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Network Advanced Threat Detection System Based on Event Sequence Correlation Under ATT & CK
Framework
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1 College of Electronic Science and Technology, National University of Defense Technology,Changsha 410000, China

2 College of Electronics and Information Engineering, Ankang University, Ankang, Shaanxi 725000, China

3 31438 Unit,Shenyang 110031, China

Abstract With the rapid development of network technology.the network world is becoming more and more fierce in attack and
defense confrontation,and advanced network threat behaviors are emerging,but there are still some differences in the process de-
scription of multi-step attack behaviors in the actual operation and maintenance of the current network security analysts, which
causes huge semantic communication costs. In order to solve this pain point problem in network advanced threat detection,
ATTR&.CK network adversarial behavior framework is adopted as the unified description language of multi-step attack behavior,
and a network advanced threat detection system based on event sequence association is designed and implemented, which can
achieve effective detection of multi-step attack behavior through event sequence association model and visualize the presentation
through ATT&.CK attack matrix, which helps analysts to clarify the means,strategies and purposes of malicious attacks,and ana-
lysts can reduce attacker’s attack effect by taking corresponding defense measures through the techniques and tactics presented
by the detection system. Experimental results show that the detection rate of the detection system can reach 96. 43 % , which is of
great practical significance for analysts to solve the “defense dilemma” in network attacks.

Keywords Adversarial tactics, Techniques and common knowledge, Multi-step attack detection, Event sequence correlation,
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Table 4  Specific information of each part of virtual machine in

experimental scenario

4 B AL & AL HE/ B B AR E
% B Ubuntu 20. 04 LTS 64 bit 3
D \TM
M % 3158 Microsoft Windows 7 64 bit 2 Imci © E;;} @
i3-7100 C @
b Kali Li 64bi 1
8 Al a1 Lnux OAbH 3.90GHzX 2 CPU,
iiig Ubuntu 20. 04 Server 64 bit 4 8GB W 17

4.2 ZEWHIE

P T LLUFE B A i AR B AT T & CK HE 48 i A 45 AR X
M2 B B oA SCR H CALDERA 2+ T H S50l 340
SR APT Wi 478 . CALDERA™ & MITRE 2 & JF
TR — A 4 R HEZR B S FE ATTR.CK EZRZ |, RS
SEEH AL E T B X B AR TG . CALDERA 2%/
1% U 2 0 RN 1 PR 43 2H

CALDERA #% 0> fiE 3 % iy FL180 T (1) agents G 7 42 il 48
TR E) Ladversaries (X F-1E ) L operations G £ X F 5 H 3h 4k
Wl BB R4t , 1A CALDERA 4246 T 19 2G4,

TESC ¥ CALDERA % #8876 Kali Linux M 1L N 1F
RIB LGN EREH 4 6 Ubuntu 20. 04 Server b
R, B M4 M Bl 3 & Ubuntu 20. 04 Fil 2 &8 Windows 7
PR . SEERAE— 8 0 R PEAT N B AT 22 b H ol A6 2B
KB HAT BB G M CALDERA SEHLE+ ATTR.CK
HE B2 1 B SR i A7 2 IR B 22 4 28 0 3 A A 0 i SR A AR
£t (Sysmon Hl Beats 2 11) %] W 4 B 455 77 76 /9 F= L A =5 #EAT
W B 3 e T Y A SN 2 A A R I R D) 2 AT R R DT
T, d 2050 45 9 52 9 75 T WAL B b
4.3 FWMARER

AR H S A28 0T LA H B ATTR.CK 4R A 180 £
WUH AR (360 Z2 30 F-H AR , ML 45 45 1Y 45 25 ) 45 42 4 i i 0 )
KRG AT BT B R 0 T KR R (G
MG 4 I B AR AR S AR S0 S5 I Y Bl B R BB AR
ARk 5 g, 7E 52 BR W 4 B i, 09 4% 8 G R AT S IF A
—EEEEITA ATTR.CK fER A &3 AR, Tl APT
2 LRAE 4 T 43 Bty A AR A AR o R S 1 AR fe S R e
T IEL, B T A ) 4 TR o R D R 25 S B A bR R s
FAT— HB R, A IR Y 5 2% BT O BLEE 6 SR
P A A SN Sl A NN = = e R R i
i DR i 552 36 DU K 04 7 80 AT RE M

F5 O LBMR I T RAE

Table 5 Experimental test attack technique and tactics

BARE BAL#H HA%E A 4
T1059 Ay A A AR ST B
TA0002 HAT T1059. 001 PowerShell
T1059.003 Windows Cmd Shell
T1218 LR B4 4 = 3] U AT
TA0005 [ 4 # 8¢ T1218.011 Rundll32
T1218.005 Mshta
TA0003 F A T1543 BlERG K R AR
TA0002 HAT T1053 X %
TA0006 % 3E 15 [ T1003 BE R G
TA0004 AR R A T1055 HAEEN
TA0005 7 4 2k T1027 BEXHHE R
TA0011 #4534 T1105 ANBLEEH
TA0002 #AT T1569 R e
TA0005 W7 44 2k 8 T1036 1 %

%R G E TR R G R (RecalD Al 8 K
(False Alarm) e fif i) o K 25 J2 il 2 U000 B ol $ AR o 8%
I8 v LS T BOR L HORY e ] R T SRR IE AT R I W
Yol 47 O 9 B o A I A T AT O BB L. AR
NI P A Ff B2 A e i SR U 1 B A D A I e

SCHG 6 AR (] 0 45 e Bl BRI 0 AT 4 W R T
9 LI T AT ATTRCK Ik & M iy m] gLk 517 v LA W
WRZ W AR SR AR BRI R TR RO
N 96. 43 % . MR RSP HMEy 7. 3506, T o 4 SR B A R
AR AR RE LN 10 FR

ST

Enterprise ATT&CK V10

hello, world

G EER MMSE KB RAK NGRS RN REAR  WOBH RGN DOSIHN  mRSH  EBK

| =

9 ATT&CK B 4 BE 5 i
Fig. 9 Visualization interface of ATT&.CK attack matrix

W ———————— " —————
80
X
s
§ 60 4
g —YF
& v e
20 1
B S
0
1 = 8 4

LRKH/K
F10 4 Yot s A< 0 i o R

Fig. 10  Quadruple attack detection rate and false alarm rate

SR 4 UCBCER TR A5 OR R R B R 1
R ATTECK g S HESe 5 AR IE 3 R AE  (H R AE —
AP T 2l £ 20 B 1 5 — 25 B, ) 40 PowerShell
Fl Windows Cmd Shell $552 1E & #24F . {5 & 78 B0 AT 3 72
AR RO SCE R W] AR R G A g S e R
i B ELR A o e T R A e TR IR T TR I L fRIE T o 2R
R ANC

80

x
N
W& 60
3
S ERLE
gl  THEER
20 4
od * o g »: =
Wi BAK BB BB KE A4k
A mm wE H

BALH
L1 2% SR G Y A R

Fig. 11 Detection rate and false alarm rate of each tactic

A bR SR AT AR I AR SO T S8 BB S T 4 A

220600176-6



KT A5 ATT&.CK HESR T 5 T 25 1 15 51 STk i1 0 465 1w 20 b oAz ) 2% ¢

SR IR AR AR ) X 45 i 2% L T G 0 DI 1% 2 A A 0 4 2R S 3 O 2R
ARG B 1 AR AR A i R Ay B LR — TR R H
ATT&CK HEZRAE Ry il 1 G — i R K BEAR T 8 i o o
P38 SOV AR 5 o) — J7 T 3R G0 SR FH 3540 )5 3 G B A58 7Y 3t Sy
T % A 4 A VG TR U P L AR U SR L S LY [ DG
e, 51 Akt 4G 0 285 SR AR -

GERIE AR A b, 2 A BT N B AR S B A B ST
PRI85 H o 88 A1 ) 265 1o 28 T A6 0 w1tk 22 45 Tl A7 R B R 1
TSV AR SR R R R G BB, Ok, AR SO FE
ATTR.CK WX HiAT HAELT LM T — & T H
7B ST 5 10 X 45 5 G U A T R G . AR R 4 Tl A B SR
B2 2 ST I I 45 PR B3 oA A 6 28 4 1 1Y SE ISR L B R A
2 R B2 AT Re AMCAE 8 45 8 I S e 07 2 2 F
A P 51 B ASE TR S IR B ) DG B LR DU L R T R
Jo i AR AR BT ATTR.CK i 4 FEEAT 3., A
SCBEH I ATT&.CK HEZR T 3 T 55 14 )7 1) S 5% 1) 199 2% 12 9 8
G 00 2R 55 PT LA S IR B OR EE R 2 0D MO AT O A AL
R, FE T A2 T8 43 BT N B 43 BT 0 oK 4 BT N R A e B
SF R BE 7 B ARS8 G BLSE R S

£ % X w

[0 SR . 2 [ R S F AT B R W 55 B A E R L4
i [EB/OLT. (2022-04-15) [ 2022-04-20]. https://www.
secrss. com/ar ticles/41379.

[2] MITTAL S.JOSHI A,FININ T. Cyber-all-Intel: An Al for Se-
curity Related Threat Intellige[J]. arXiv:1905. 02895,2019.

[3] TOUNSI W, RAIS H. A Survey on Technical Threat Intelli-
gence in the Age of Sophisticated Cyber Attacks[J]. Computers &
Security,2018,72:212-233.

(4] 33 L08R b . 23R R Rr 22 M B CAPT) 2021 4R 8
#& [EB/OL]. (2022-03-25) [2022-04-20]. https://www. se-
crss. com/articles/40646.

[5] MANDIANT. IOC Editor User Guide [ EB/OL]. https://www.
fireeye. com/content/dam/fire eye-www/services/freeware/ug-
ioc-editor. pdf.

[6] KUROGOME Y,OTSUKI Y,KAWAKOYA Y,et al. EIGER:
Automated IOC Generation for Accurate and Interpretable End-
point Malware Detection[ C] // The 35th Annual Computer Se-
curity Applications Conference. 2019:687-701.

[7] LIAO XJ,YUAN K.WANG X F,et al. Acing the I0C Game:
Toward Automatic Discovery and Analysis of Open-Source Cy-
ber Threat Intelligence[ C] / The 2016 ACM SIGSAC Confe-
rence on Computer and Communications Security. 2016: 755~
766.

[8] BIANCO D. The pyramid of pain [ EB/OL]. http://detect-re-
spond. blogspot. com /2013/03/the-pyr amid-of-pain. html.

[9] CTI2020 Threat Connect [EB/OL] . https : / / threatconnect .
com/wpcontent/uploads/Survey_CTI2020_ThreatConnect. pdf.

[10] ANDRESS J. Working with indicators of compromise[ ]J]. Jour-
nal Information Systems Security Association (ISSA),2015,5:
14-20.

[11] BARNUM S. Standardizing cyber threat intelligence information
with the Structured Threat Information eXpression(STIX)[J].

(12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

220600176-7

MITRE Corporation,2012,11:1-22.

Corporate Overview of The MITRE Corporation[ EB/OL]. ht-
tps://www. mitre, org /about/corpor ate-overview.

STROM B E,APPLEBAUM A,MILLER D P,et al. Mitre
att&.ck:Design and philosophy[R]. Technical report,2018.
STROM B E,BATTAGLIA ] A,KEMMERER M S, et al. Fin-
ding cyber threats with ATT& CK-based analytics| R]. Techni-
cal Report, The MITRE Corporation,2017.

OOSTHOEK K,DOERR C.SoK:ATT&CK Techniques and
Trends in Windows Malware[ C]// International Conference on
Security and Privacy in Communication Systems. Cham:Sprin
ger,2019:406-425.

Matrix Enterprise of MITRE ATT&.CK [EB/OL]. https://at-
tack. mitre. org/matrices/enterprise/.

HE S G,YUAN Y,ZHU Z.et al. Domain threat detection based
on ATTR&.CK framework[ ] ]. Information Technology and Net-
work Security,2021,40(12) :15-18,25.

Microsoft. Sysmon v13. 24[ EB/OL]. https://do cs. microsoft.
com/en-us/sysi-nternals/downloads/sys mon. 2021.

Official Website. Elasticsearch. org. [ EB/OL]. [ 2014-02-04].
https://www. el-astic. co/elasticsearch/.

WANG Y C. Design and implementation of a real-time log anal-
ysis system based on ELK Stack[ D]. Beijing: Beijing University
of Posts and Telecom munications,2018.

Elasticsearch Corporation. Elasticsesrch guide [ EB/OL]. https://
www. elastic. co/guide/en/elasticsearch/reference/current/in-
dex. html.

HASSAN W U,GUO S, LI D,et al. Nodoze: Combatting threat
alert fatigue with automated provenance triage[ C] // Network
and Dis tributed Systems Security Symposium. 2019.

LIU Q.LI Y.DUAN H,et al. Knowledge Graph Construction
Tech niques[]]. Journal of Computer Research and Develop-
ment,2016,53(3) :582-600.

Red Canary’s Top MITRE ATT&.CK Techniq ues: # 3 Regs-
vr32 [EB/OL]. (2021-08-20)[ 2022-04-02]. https://redcanary.
com/blog/3-technique-regsvr 32-t1117/.

MITRE. CALDERA [EB/OL]. (2021-06)[ 2022-04-10]. https://
hgithub. com/mitre/caldera.

PAN Y F.ZHOU T Y,ZHU ] H,et al. Semantic rule construc-
tion for APT attacks based on ATT&.CK[]]. Journal of Infor-
mation Security,2021,6(3):77-90.

:

ZHANG Yuxiang, born in 1998, master.
His main research interests include net-
work and information security, cloud

computing and big data security.

HAN Jiujiang. born in 1998, master. His
main research interests include network
and information security, cloud compu-

ting and big data security.



