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Formal Verification of Supply Chain Contract Based on Coloured Petri Nets
ZHENG Hong' , QIAN Shihui' , LIU Zerun' and DU Wen?®

1 School of Information Science and Engineering, East China University of Science and Technology,Shanghai 200237, China
2 First Research Institute of Telecommunications Technology,Shanghai 200032, China

Abstract The security of smart contracts is particularly vital to the application of blockchain in the supply chain field. Currently,
most of formal verification work on smart contracts focuses on vulnerability detection,and there is still relatively little attention to
how to generate secure smart contracts before deploying them on chain,and there are difficulties in how to effectively and stan-
dardly map the properties of specific fields to smart contracts. Therefore, this paper proposes formal specification of supply chain
business logic based on coloured Petri Net(CPN) before writing contracts and constructing a two-layer simulation model with a
graphical interface to describe transaction state changes for formal verification and state analysis,thus reducing logic vulnerabili-
ties at the modeling stage. Finally,a conversion method from the CPN modeling language to contracts written in Solidity is pro-
vided to improve the security and reliability of smart contracts.

Keywords Smart contract, Formal methods.Model checking,CPN,Supply chain

AL IR RE & 24 19 50K J2 204 B R A 4 A€ HTIE
B, T 36 2 A Y 308 45 2 B IR e TR A A R 2 23 A7 X e Y
M . CPNE 2 — i TR A BB Ak 07 i i 1 T X B
JO7 FH 28 G2 1) b 55 U A o M E S8 A A5 T AR I A S 1 DR 1 An B

1 3l

Bl X BB B AR B 48 A X v AR B 45 DX B T 5 Ak
fili 404G O B HE & 20 4R AL T AT A B AT ERBE , AT AT LA $RAT T

il

PR AN T 30 5 19 52 By L B A4 5 W R R TR 5 B A D
SE AR Y[R L 980 ST B T A HE =05 A AR TR O K
W . HHT. & RES 2nT LU AR O Lo E P O 308 AT 1 X Bk B
5 R AZ IR ALAR P, AT DUAL B . 3R B AE R
RILMAE . 568G 200 R A IR I 4 BT A W L B 5 mil 9T L
FAHR AL ST AR B IE AR 2 G ok TR R AR, A
M T A B e A YRR AT o] WL AT NESREA & — 25
SHHATEHE, — B EeE 2 AR 7E 0 IR T R L B R
SN I AN T TN A RS, DX B Ak T R R R
The DAO-M |45 H P2 % 42 1Y Parity Multisig Wallet ' L} the
King of the Ether Throne®™ 45, N ith, Z &M RMEHES A
MR E R Z " R KU ORI AR
E &R IR T X & L 2 v AT IS

BN AT 3K PR 4 A5 7E AR U BT I Bkt T U SV E B A
T o PR, AR SC 4R 3 CPN Xt 28 [ A4 il 2% 2 APICA-
merican Petroleum Institute)™ ft i 8% 2 4t 09\ 5 i 72 ok 47
T 3 AL 53 A AN 43 2 AR A 58 I A € T 4 R Y O B 0 A X Sk
BB ZR G0l 55 38 48 vh 38 B IRAS 1 AR A B IE AR AL 5 i 2
TAJEM . PR 2 Y AR By R Gl 55 32 4 i 6 Ry R R
B RE A 24, — J7 1T B 45 B L 00 b 3L A B VR A A 43 R B R 4
myis AR, 53— Jr ARIE T & RE-& 29 X BB (1Y IE 4 7k Al s 47
B A A HE B T X B BE 7E e R A A0 U (R R

2 MHXIE

TE 2 A 5 12 7 s 1T S (1 A58 2 A el 2T B B 40 RO 4R
7o B RE B 2 Y 4 A R R B 22 ) 2 3 T R SR IR A0k O vk

HAGTUH 2019 45 BT B ALK R ORBOE & /) & 0% 4 51 H (201901043)
This work was supported by the 2019 Shanghai Informatization Development(Big Data Development) Special Fund Project(201901043).

W AEVE# L (zhenghong@ ecust. edu. cn)

220300220-1



Com puter Science FFEHLEI2: Vol. 50, No. 6A, June 2023

FE AR BE A 248 4 PR 0y T Y 1

FEF 2 HE TR A0 56 TR R BE A 20 1 22 A v A 1Y Oy
T EEERE SR FERIES NI REERRENAT
BN AR, B0, Hirai ™ 3 i 7B EVM i X
85— 4B, 48 Al G FE W 2% Tsabelle/ HOL 3K F 3 iE A &
REA M B s 22 4 JE M AR AR . )RR b, Amani 4559 72
TR 2 5 4 P 32 BB HE 48 Tsabelle/ HOL 2k 56 5iF L) K B 25 g
BEAMFHMRFERERE. THRRM T EVM #23K 5%
BE X, SBURTE T A 47 A AT N A A
AR R . T A G 2y K R RE A 290 B A BRAR S AL,
SRIF % — R AR 3 A i BT A M, S e AR A shiy, T
PARS AT . SCHRC1003R% A NuSMV T2 H 4 38 T LUK 35 9 8
e 20 dABE, LU IR I 1 R Y S B 765 4 4 ALY o
Kt (1 J8 M8 AL S T R B B TR A R BRI
NuSMV iR JE A A8, SCHk[11] 0L Azure X B 5 198
ReB 29 R, T B B A 2 0 T S — BOHE A )
8, 3-8 H Boogie T H.8# JF & W — Fh #r 00 £ L 5 3F T B
VERISOL., {H 30 K48 & iz 47 i 8], 7T LA 7 1% ik R 3E H
TREAWELY, SCHERL12 4R e 4l 42 i B R4 5 A58 2 e it
U UE A 29I IE B P A P P A e e IR T LLVM AL T
P 19 T 2 46 B8 3 T B ZEUS, {01E % & 24010 % 4k
LLVM [ 88, Tk R XM A G AR)TT A i L, 3
BR(13-14 P 4R N0 B B B8 T Petri W 7E PEAL %2 4 & 48 (N
Ui I 42 1) B AR A 1 T R 0% 9 b s > AR T F 2 B TR] AN
iR Duo RN T — R R I RE A L BB ROk T
BREE LML, B T TR YRR O, B
Hoare 25 {F 857 7 CPN A&, JR 5] A [ & I8 P2 Fn 3 T[]
T f A 4 Rk A O R T R R CPIN R 3 25 5 A 3k
R, XHR[16]3 M T — M T CPN T HAYER AL IEIT .
FH TR X B 22 G b 4 Rl A R B B . VR R T RE Y
i H A Ge & 29 3E AT @A IF AT R BE A 29 B AL LIS IE T
00 IE e . A 7R I S 2 e A A TP I B SR R
B AT AT TR S0 5 H A 29 22 (R 38 B & 45 PE . Dong
SN CPN 43 )k B A5 45 46 IR 45 20+ U T AR & & 48
T TE B B N O R AT A B T A B
TE . SCHRLLIS M A CPN JE 2 Ak Jr i 4 i 3% & 20+ 45, 301
& A 32 5 BT I . DA BRI AF 5T R R L 6 CPN
HTE Ak T v B R A SO A HLELAT DR AL L BE 9 143
U X B8 B 2R I IR S AR A RV T R AT 2 A A AT

ERE N HRNE 2 O o - WA AT A o (R
Re G 2, B A 3¢ T30 & L0 E i3 18 204k Jr i 96 0E IX B4 o
RG0S5 3B R A U A IR A A IS ok R B
F CPN #EA A 9 204k 7 ok 38 4 il 43k 07 4 8 e & A0 %2 4 o i
BTAE, RXEEBIARANROERTENERED, A
REERAGNEY., B EEAMF SN RENE
Bl gl g e H 1) 2 2 5 05 & AR Bl 452 L il CPN
AR I A A A vh 2 4 @ kL B TR T 1 i P L L
NEENMEREA.

3 ETCPNHMHNESAHER

APT R 5% 22 ¢ 04 5 A8 2 08 A 3l RAR A6 7 i
HZSHHRERAMEATHE W . R X B R BEY

FEARAE S (A 328 22 5 W 2 Ve RSB W . (A2 88 1
B IR BEA AT RRAETE R A Tw I, 15 APT 5% 55 5 48 IR
BB WBR & R PHRE SR . T X HEE N APL Ik ) 5%
FENSHRBERE T MESHM, LR ZRENHEIF LN
fEa 2t mEZ M NS NERL. B EREGAR
SEM—ERL G WA RR. B, ARTARYE AP 5 4% R
Gioll 55 32 5 A7 AL B L i FH CPN Tools #2 T — 4%
JEREA )5 B APT k1 B R S8 55 R 1B 4y AL 55 L SRR
Xof 4% AT I 15 AT T AR B8 AIE AR S 4347
3.1 RRAME

APIEN 8 R FEW RS S5 AR L, Wk A
T B R B AN A AL DA R WA AR B v R
B0 S 5 R B0 AR . TUBBIELE 3 & 209 81K
5K, K 1R . K2 2 Payment J2 #l Update J2, 435 52
BT 55038 5 MU TR TR FE AR G D RE

1 TR R
Fig.1 Top-level model

CPN £ {t [/ J& 75 2 8t Petri P A9 3Ll F X Token 347 2
GO YR A Token 4T3 R LM M RFE M E. B4
R M — A A\TGH F# R M= (P, T.F.S.G.E.C.0)

(DP E—AFEITH A PR

(DT R—METHAERE K PNT=0;

(DFS(PXDUTXP)YRE—AIRMNA BRE #HE PN
F=TNF=0, % AR H €35 E 80 5% 608 00 H il
AR B DUB R AR T A 2T

(DS B—ME= WA G4 R ABAE:;

G R—NTFILHRE, EXHET L, P VYieTH
Typel G(t)]=Boolean N Type(Var(G(1)))E=S;

(OEE—NIMELARE € XEF L HhVfeF
H Type[ECH]=C(pIus N Type(Var (ECf)))ES;

(DCR—TBEREELRY pEPHACPES;

(&)t AR Fe e —Z Bif 1]

S3AT APT 4L 55 N B 02 2w M e I R B R s
PEL R -

(D)8 85 AL 38 Sy B A T BRL A o 200 S AR 15 46 38 11 % A%
) RILE .

(2) {5 75 L 25 1) A T B0 2D T4 B R R |, 38
Y E

(3) 2495 B o5 A M P A48 R R I 3 P Gk R AT R A
T AT RRAE

(4) — FLAS A A50A0 05 80 (4 107 75 A% 72 o o A B 0 20 B b A5
AT

(5) 3k 07 T O e A3 0 R B A TR P R A A R R R
EAH
(6) HE 7 75 A A A il ™ S 6 A0 7E WA R 0T 3R E 1 A
ZTF.

220300220-2



A

41, %5 HE T CPN B R 4 A 29 1998 AL 56 UE

(7 AR R A B4 b 22 T8 B AR B — G BRI,
T ot T VR R (3L R A A 7 R AN S B B R
TE 5 S B A3 BT 5 Bt b FR AT 38 0o 0 i 12 A B 7 G

FR b 3R 2 A At Sfe A Ve T A A Y 14 2 AR R A TE AR

3.2 BEALER
3.2.1 TMEEER

T2 AR N &l 1 fr 7R, JE BT Vendor X 3 i 5 5%, FE T
POS 82 5 #1 , Payment #1 Update J& P ™ 5 4 28 iF , 431l
T b 0L TR R B S0 B I S8 B DL R 1T B BT 4 AR R

s

3.2.2 Payment ##

Payment #7J2 Payment P 3 45 iF (9 1K )2 S5 B, G & 2
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- #2 oilBatch"venderamoun oldAmount  #2 soldBaty [n/gut]
1°("123',80,100) v_amount SoldBatch
oilBatch #1 oilBatch 3 Price
Vendgry V_TakeOff OilBatchiD oilBatchiD P #4 soldBatch
1n7OuE Price
OilBatch OilBatchiD
checkPrice s_balance
#3 oilBatch s_Balance
V_Balance v_balance =
Balarice Balance
if p 55 andalso\soldBateR|D = "#" also v_amount >= s_amount
if p =5 andalso soldBatchiD = "#" andalso v_amount >= s_amaunt thef 1°s_balan
then 1°'v_amount els emr;t‘/ if =5 andalso BatchID = "#" andalso v_amount >= s_amount
else empty then X gilBatchiD
if p =5 andalso solgdBatchID = "#" andalso v_amouny>= s_amount else em)
then 1°v_bala .
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HIHEAR IR T
-var oilBatch=1"{oilBatchID=“123",v_amount=64,v_
balance=180} ;
-var soldBatch= 1" { soldBatchID = “123”, price =5, s

amount=16,s_balance=20} ;
-var ¢=1"unchecked;
-var n=1"no;
~var prod_limit=1'500;

-var fix_price=1'5;

1°("123",64,180)

[#1 oilBatch = #1 soldBatch andal$o ¢ = unchecked]

F£F Update #50, f# I CPN {5 B T. B AT — K A 3F
ST A i i A S B B A R AR AR LT AR R
A1 M [U_TakeOf f)M;, U_TakeOff 48 iF 5 k. Ik
MM, HM, . i EVendor sU_TakeOf f) {oilBatchID) =
“123”, E(POS, U _ TakeOff) {soldBatchID) = “123”,
E(Checked U _TakeOf ) {c) = unchecked, G(U _TakeOf f)
CoilBatchID = soldBatchlD andalso ¢ = unchecked) = true,
X Ry i A SR 5652 (9 28 fE e il U_TakeOff 25 5, T LA RE 45 31|
KT =P RRM;
o oo |

Checked

if c = unchecked
then 1°checked
else empty

oilBatch

U_TakeOff

#3 oilBatch

#2 oilBatch

V_Balance

Balance

v_balance

K 1°(soldBatchID,v_amount,v_balance)

ProductionLim o
prod_limit

prod_limit-50

#2 solgBatch

checkOverCapacity

else empty

Update
=

1°("123"5,16,20)
soldBatch @0
SoldBatch [in/gut ]
#4 soldBatch

S_Balance

Balance

if v_amount > 50

then 1'yes

else if v_amount <= 50
then 1°'no
else empty

fix_price

fix_price+1

Kl 3 Update #5%]

Fig. 3
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o7 5 5 249 B9 JE AL 46 UE

1
Table 1

CPN AR 7 %5 [ 4R 5

State space report of CPN

Liveness Properties

Boundedness Properties

Fairness Properties

Dead Markings
None

Dead Transition Instances
None

Live Transition Instances
Paym ent’P_TakeOff 1
Payment’ V_TakeOff 1

Payment’ checkPrice 1

Best Integer Bounds

Payment’S_Amount 1
Payment’S_Balance 1
Payment’ SoldBatchID 1
Payment’ V_Amount 1
Payment’ V_Balance 1
Top’POS 1
Top’Vendor 1
Update’ Checked 1
Update’ FixedPrice 1
Update’ Need 1
Update’Prod_Limit 1
Update’S_Amount 1
Update’S_Balance 1
Update’SoldBatchID 1

No infinite occurrence sequences
Upper Lower
1 0
1

1

c o o o

—

©C 0 O R kO R oH e
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R 80, B Ak PR 100, £ R 5 R 16, I

%BI‘HE%H‘JE‘ZM&@’T% 5.

M T R HEAT A 5 L R 6 R

PTG B B DORAS 6. ML BB R AR ] T X HE A Tk Ay
1D, k7 35 085 B 7 0 8 43 0 R 180 AT 20, T APT Hb I %
B R R 200, 8153, Payment BT Y % I it 72 2 IE
B . PR AT R R A T AR A KR A 12, B R L R 7 A
B H 5 K 7=t R R B A 1 A i S S SR AT B I B
TEBT . Rd 4B U7 A AR A 2 [, T 0 A A 4 L 4l 55

RAFZA AT M A 1D, soldBatchID Jg“123”, 1 T % Ik 245 iR R R T RE R R O HL AR IE Y .
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} else {

}

CONOUVT A WNER

function checkPrice(string calldata soldBatchID, int mainFixedPrice) public {
int price = soldBatchMap[soldBatchID].price;
if (price != mainFixedPrice) {
emit info(msg.sender, "Violation of gallon price.");

emit info(msg.sender, "No violations.");

& 5  API it 4% 4 2919 checkPrice 77 1%
Fig. 5 checkPrice method of API supply chain contract
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