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Image Compression and Encryption Based on Compressive Sensing and Hyperchaotic System
PAN Tao', TONG Xiaojun' ,ZHANG Miao' and WANG Zhu®
1 School of Computer Science and Technology, Harbin Institute of Technology.Weihai,Shandong 264209, China

2 School of information science and Engineering, Harbin Institute of Technology, Weihai,Shandong 264209, China

Abstract In medical, military,financial systems and other scenarios where important images need to be transmitted,image com-
pression and encryption is a feasible and effective way to transmit images safely and efficiently. Image compression and transmis-
sion can reduce the transmission overhead. Compressed images can be encrypted to make images more secure,and ordinary people
can not get key information from them. After encryption,it can also resist some attacks means to ensure the security of informa-
tion. Based on the compression perception theory,sparse sampling can be completed,and images can be compressed to any scale.
Hyperchaotic system can guarantee the security of the system. Chaotic characteristics such as Lyapunov exponents of hyperchao-
tic system are also analyzed. It is proved that the system is chaotic and safe enough. Chaotic sequences generated by hyperchaotic
system are also used to construct measurement matrix. This eliminates the need to transfer a matrix with large text during trans-
mission, but only the key. On the basis of compression theory,scrambling diffusion operation is also used,and diffusion operation

elated to plain text is used,which greatly improves image security and ensures data security. Experiments show that the image is
compressed and encrypted well, the key space is large,the key is sensitive enough,the cipher histogram is distributed evenly, the
cipher information entropy is close to the theoretical value,and the correlation between cipher images is low, which shows that it
can resist many common attacks such as violent attacks and statistical attacks. At the same time,the decrypted image restored un-
der normal compression ratio has a small visual gap with the original image,even if the compression ratio is small, most of the in-
formation content of the image can be seen,which indicates that the algorithm has a good reconstruction quality and high securi-
ty.

Keywords Chaotic system,Compressed sensing,Compression encryption, Visual safety.Image security
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Fig. 6 Compression & encryption results and reconstruction results
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Table 1 PSNR values of different image reconstruction
Compressive Ratio
Items
0.25 0.5 0.75
Images
Encrypted
Images
Reconstruction
Images
PSNR/dB 20.4237 32.1584 29.4786 20.9657 30.6362 28.2741 13.3599 21.3101 22.6998
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Table 2 PSNR comparison of different methods for image reconstruction

(07 . dB)
Methods CR(0. 25) CR(0.5) CR(0.75)
Ours 20.42 32.16 29.48
[11] 26.56 29.83 31.62
[12] 26.06 29.82 29.56
[13] 26.52 29.23 29.22
[14] 17. 41 25.99 30. 68
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Fig. 7 Key sensitivity test results with Lena image(compression ratio is 0. 5)
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Table 3 Correlation analysis of different images

13

Plain image Cipher image

Images - - - - - -
Horizontal =~ Vertical ~ Diagonal Horizontal Vertical — Diagonal
Lena 0.9636 0.9814 0.9374 0.0246 —0.0367 0.0111
Female 0.9729 0.9850 0.9591 0.0175 0.0059 0.0185
Tree 0.9692 0.9480 0.9263 —0.0235 0.0345 0.0081

F 4 RIS Lena BHR A SCHEXT

Table 4 Correlation coefficients of Lena image for different

algorithms
Methods Horizontal Vertical Diagonal
Plain image 0.9636 0.9814 0.9374
Ours 0.0246 —0.0367 0.0111
[14] 0.0042 —0.0043 0.0163
[15] 0.0198 0.0141 0.0026
[16] 0.0024 0.0580 0.0270
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