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Byzantine Fault Tolerant Consensus Algorithm Based on Traceable Ring Signature

TU Jun,JIA Dongli and WANG Jin

School of Information and Electrical Engineering, Hebei University of Engineering, Handan, Hebei 056038, China
Abstract The practical Byzantine fault tolerance(PBFT) consensus algorithm of alliance chain has the problems of weak privacy
protection between nodes,static network structure,unreliable selection of master node and high communication overhead. A By-
zantine fault-tolerant consensus algorithm(tracePBFT) based on traceable ring signature is proposed. Firstly, the nodes are ran-
domly divided into primary domain nodes and secondary domain nodes,and different weights are given,and the primary domain
node with high weight is selected as the primary node. Then, the ring signature is introduced in the preparation stage to protect
the privacy of the node,and the node can select the reliable node through the weight, verify the signature and track the Byzantine
node in the confirmation stage,and finally appropriately punish the Byzantine node. In this way,the selected master node is more
reliable and reduce the communication overhead caused by changing the view due to the error of the master node. Experiments
show that the tracePBFT algorithm is better than the traditional PBFT algorithm in communication complexity, security, through-

put and so on.

Keywords Alliance chain,Practical Byzantine fault tolerant consensus algorithm, Traceable ring signature, Master node
1 3= PoW JISHEF ZAE SR B R Ty, (H2h TIA B4R E5 R, BFT &
A

TR B AT SR BB AR R PI B B A Y T

2008 AFEC LEAETH - —Fh G0 i U AL T B R 40 ) — XLy RO G ARSI E . BET B0k S5 W1 B ay 1k B, & Bore 3t

K FAR AR LR TR AR e T G AR T e R
) R, I DA X B AR IS R AR T LR T A A
0 T AR R X B R A Sy (I B R T 2 4 T IR
FEH ARG BT FE Nz KHRE AR S — Rl 45
2 e Ak i o A KA B PE . B B DA R RS 4 3t
TR I ) B A AR AR, B B B L W R O D 2
Hn AR . R S K B R AR RO HE AR,
AT 22 55 v (19 45715 50X 40 2 ) P9 4T 40 14 42 5258 5 e ik
BB, BS503R 55 50 U 28 I e 4 — B AR
F50 b R FA AR R LAT R BT R W R Rk
B PoW # 3k \PoS #3k \Raft B3 BFT k450, itk
FE i BE 18] B I BT 55 1% PoS AR REAFTE B W L4, th R 1%

BT H AL &SRR E B R BE S H (ZD2015087)

P R b B T R B N S A R AR R I A
BEIMIRET R, AP REAR R, R 5 Tk Ay
R W AR R A R T L HEBE W . DL BB
FEAE 75 BFT kA Z BB A M LT, HER IR AR
B B BET 5303 4 I 25 0 3% 0, [R) I Sy Ji5 o 9 52 T RE o
JiE 25 8% (Practical Byzantine Fault Tolerance, PBFT) % 3% ) H}
PR AE T 48 00y 1, AR L R op, B T A B0
PBFT ¥k 0yl (5 2 2% B 2 2 08 i, A e BET 5548
TR R PBFT 5k W4k R BET 553k i — 2L .
50 40 W RN S R BN PR ORI T A L LA B R 4% 4
PR A AL AT AR AN Bl R FR AT S By B T 2ok, T HL 3k
PURE AR BE v R AOR X P R R AR R R A

This work was supported by the Science Technology Research Project of the Higher Eduction in Hebei Province(ZD2015087).

WAEVEH TR Gwdsli@163. com)

220300100-1



Com puter Science FFEHLEI2: Vol. 50, No. 6A, June 2023

RAEZARMY ), A SO AR T 36 T B R A 4 Y FE
BE A4S B (tracePBFT) . 284 52 38 3 iF 1 43 #7 » tracePBFT
S R R RT R B 4 O R L N R A AT AR L ek D
T TERE B T R A R i PR T R AR v R
Vi) 1) B D

MHTC A 2R A SN A S ER PBET Fk 48—

5 BEICHLE BB BN S EILH, DS R R et A
JET R A MR ) R A A B AR U . Han U0 4R T — el
HERYRL L RRAR T B M E 445 JF B ARV AR AU AR IR
HRGE g T AT R M ) {0 2 T A kB B ALY .
Tang %383 51T 5 B9 7T 5 M T 45, 3 5 7T 5 R 0T 4 B
TR0 BT RV Dy T R B R T M T e A 4 AR
AT RS R . BARE M T PBET S GE (5 R 44
T TR SR IBCRT B X A AL A — e, (AAE
SR R L AT AR — A Y S BT RO A g
b T A R S R v TR T AT DA A A T A
VT 358 I 7 79 A O T P A v 1 T R BRI — AT B A L i
AR . FEI R B i R EA R W RN,
TXRE DRI 5 B I AT EEN . Wang SR 2 —Fh R &L
WEBFE N A A B R A X Ak A I, i R W A
FERE BN TT S BN 4 S AT R R B A
AT A5 v e 2 T PR OR M BT A R B R A IR R
TR RO BT A W A N AT M L B
T £ Global Stabilization Time(GST) JT #f 2 §j F iR 45 5 7] B
T Y R G A R R, 3 — 2D RIE S 1 2 kAR R A
A R 4 RS B Z 1 BT A6 SUE MLk oA R
M. BRI IR T — 34 % 4 ], 2 WA S8 H
M. Fang UV T 3R F A4 M PBFT 5k, 90 T3
PR AR v R Y B A T R e T Bl A A SR 45 Y 7]
R AR 38 A5 5 2% B X — ) AR SR A7 7E . Zhang! ™! 4t 3
FORMKIA S Z 0 PBET S8k Gl 51 AT 0 AU A m W
T EIIA S 5 I R AT P T A A 2 e Y ) R
LA T KBRSt g T e3Pt i o 4 a5 ) [ RD 477 )
T, AL it R T YT AR o) B L S I RN A A A R Y
SAERE Y MEN, SRR R WA UGS ST — it
Hid 2,

A SCER RS PBET 800k 35 3 7 76 1) 0 2% 25 K e AU S | 2
TR IR AN T A S A R B e Y A T A B L R 59
AT R AR Y — A R T T IR B IR A R FE O R A A LI
(TracePBFT) . #XF PBFET 559k (9 5% 55 8 1 s 40 £ 300
SURTR ST . BT SR e RO AT B e 4 O 32T
Z 5 B BT S Y T A 1 A AT DL AR S R
TTAE A 30 A TT A sh AR B 595 S AT LUAE 48 43
M, EIRG R = AR B A BT B E S 5 R
W RAT T B A A B B B T — e B S AR
2 BB BER AT S A R R S AT AL BT T
B AE .

ARCH) F BT T

) T 5 B FE RN T B T MR A2 W AN O 1 B F 40 AT, F
TR 43 T 5 A 39 A A AR, AR i T PR S T A, R

AR LR [F A B AL R R R S 5 IR A AR i v
T PBFT Bk £ WAL GHEE RS D&Y REAR
JE P ] R

(2) 7r H AU i v 1 0 28 44 Bk LU DR 473 5 TR B R
TEMEA B B 1 AT 84 P H W A E 4 R E S
PR 80 N — S R B T SR £ 5 7E 5 A B BEXT B
TR AT B UE AT B AL R A A R DL R B
XA IR IS 2 AR .

(3)i i X} tracePBFT B A7 S0 80, 45 R R, E X 4
FUAT A5 AT 52 T o G L 08 B DAl 20l R AL 1 AL G
LR R (W ZE & kD) L F PBFT 5k,

2 HXERNE

2.1 ZRAELEFHELRER

PBFT 573k i 2 B Castro Z5 48 H 90, J& %) BFT 57
B U E A BFT 553k i 00 &80, Bl AR i &2 2= 0 R
ALY . PBET 57T LLZE © R 45 &R 8 p R b 27
SBREE =02 —H0 T iR ) R A PR 4
— PRI E P X SR A R E RSB, PBEFT
TR PR AIE ) 45 3 {7 R 55 2 & T SR R T L 7T LA AR I 4%
e =N 3 R N AR [ B 2
o) .

PBFT 5k 33800 72w a9 39 5t — A 32795 A5 (Primary)
DA B 224~ 45 40 45 45 (Backup) 418, 5 95 55 AT 45 02 B4R XK
PSR, HRE SRR B R RS E AL B AAK
W B B B AT T AL RN 2 5 Ak TR AR T K A B AY S BT % 4
JITA A 25 02 T A 0SB0 T 80 5 00 4T 5 S X T B R AT R E LU
B AT AR ARG B R YRR I 45 % 7 o . PBFT Bkl 5
PRI A% 0 B 43 2 =B B B DR IE R 2 SRR 4 1 O M
1Z = B B O LR RR Sy — BT 0, 2 DA 5 O JE b A 330
Pris . H o A 55 B (Pre-Prapare) | # 2 (Prepare) Fl#fi 1A
(Commoit) 3 BB, PBFT iR 1 i, B H s 3
JEFE T A

e
S
=
3
B

k& I\ B

: RN

%1 PBFT 2R
Fig.1 PBFT flowchart

2.2 REH

HE 4T 2001 4EFY Shamir 25 8 07 R 4 Rl EHE
ZBEAR G EP MR P MR AP NES T S E R
T IR 4 . 2545 B0 UE T R T 230 T B R B R
FAAE A LT LUK 25 42 0 8 HEAT 06 E L AH 98 30F 2 U T8 IR v
MEERAIREREE THEE AR B AP LS bR
LB AR GGy, MRS L R R 3 MR,

B Gen: BEMIARZ R S H 0. LB EE N
e W — X B Cphey sk BB EATTE R B CARY AR, Kb %54

220300100-2



R AT IRER I A M TF & A IR

Pl N T B R R AP — A

&4 Sign: &2 B EFH A C A %A ks sk
DABMCBI IR BT N R BB AAES L=1{ pkisphss -,
PphIE R M BT 4 R A X RIS o,

UL Verify:y RIEF LA L % o B M R AL R Y
NEES L.y il Valid 83 Invalid,

W% B LUF M.

TC 5% 1R B 4« A SR it 3 TT DA SR BUIT A PR A B A R L T

ﬁ%%%%&ﬁﬂ%ﬁmﬂ%%zﬁm%%mﬁﬁgﬁTm

R PR R T B I 7 4 O SOR L o

n

n RN IR B

AT PR T AR B B AT AT A AT AT
Wi & T L hiE —E B M i%E 4 (BB RN RE i i 56
HRIE .

RGP IR R - 2 44 3 T DUARE A O 10 7 289 5 B 44 T
IFAT LR B2 4 . A ZT R — AR S — D Epl
PCAEI A e 25 24 O Re 1

3 ETWRERZZMLIRER

3.1 HIATSHESH

Bk S 5P R B BT LT S AL X = (.
wo s VY = Ay sy ooy o SRJE T 29T RU7E 3R R
AR B YA B AR  BLE XA AR S AT A A
Q. =2,Y A s IIA A E Q, =1, XRBEMEN
2T AR N ALAE R T SRR A, TR
WX SRR R AR B ALY .
HAHI Y HA BT f R/ R B 35 s A,
W RASIMAY 4,

F T 4515 R B A (] A 4% SE A L PBET 48 32 B4 i U %
AT el ARG PBET Bk #0 3R IA Y AR I 3% A R
LZEIE S 00T R B8O N85 R R 5 i i

KRR o =N T A SR SR BT s

NEA Y AR EAER SR ML (D), R EEY
B EE FOLE2),

M= i)lQ,x,Jrﬁ)ley, o)

M1
F="0— (2

X Tk LU RE H BT PR T L 7R 2 4R AT LI X 4L A
AP Y A9 R4 AR — A R BT 5 B LU
RHAE T S — M, /£ PBFT kb, B 20 FHEE
ST AR X B A E R R IR AT
SARR A Y 4 AR E SR R BERR L IR R gL T LA
SOk E T AR X AN S AR R Ve R Y A
ST FE R AR Viy o F T ASC R K 1) R B AR 19
A, FLWE R X AL SRR A AR Ve =2Vy X
HERRE R LR R R & e, TEMLSM PBFT S0k, 3k
PN TR B R — A ) RS Y T DL 4 A PR AR
WA TR R G M4, X B fACE MR- EBR T R4 &
G A LR ARG 2B LR R R e A

CIRY NN s R 8257 A R 7 iU | B R il I 2 (1
B B B AE
3.2 ETAM®ERE

P Ay 2540 A A ) e A T G A P — B e
B8 T K 2 0 3 A O 4 L AN B I R IR sk 38, {6 4 PBFT R ik
ETEEA IR ARG ER 35 85 Primary=vmod |R|. &
A RS IR K . AR SO M 0 R e R R Y Y R AE
BT A R BRI M R L T AR E LR o 2R, A
T IR 5 By B AR B AT A B A R R A E AT A
PRI A PR v . 2 BT 5P e B v AR T AR S T
S R PO A SR I L R PR ) 0 A8 R 2 R AR A U 3 A Y
JF84 0 [ i T IR RAOR .
3.3 HiAHEFERE

BB TR EWME 2 Pin, AES K PBFT 5k HA
AL,
TEE | kE ‘ #ik B4

%P 3

[\
\\\

54 BiE
TE A TR 5

& 2 tracePBFT 8 2 &
Fig. 2 tracePBFT algorithm flowchart

Pre-Prapare [ B :

primary 5 sLICEI K B & PG IE R m )5 B SR
m ATAAHRT LA K i s o SRJF 32709 mf 7 ZE AR I 5 3R oK
TEM% RGP IHIT) #%. | #% RRE-PREPARE 4 & : ({(v,s,
d,m) ,Pre-prepare) , i v R W 45 s L iHRH 5. d
Eom R,

Prepare i B¢ :

M H A T A Y S UL F) Pre-prepare 1 B & » & %f Pre-pre-
pare 471 B2 75 15 B IR Z SR (B SR ISR R 22 o, FI 7 v R
&1 55 A A IR R 5 — 3, s 2 A LE B K P 2830 B D BEAT
U5 IE , 36 GIE FR AW A 2 5 Y A5 A R v A T S 4R S L Rk AT AT
PRER A 24 b3

XREAE X AL s P AT IR A KRIERE ¢,
GREMA g MIGH LM EFE - DERT g€Z, . X3
A ERRH: (0,1} >G. H (0,1} =G M H".{0,1}" —
Zyo HP—AT5 0l 0 B B EPE T 7R A BEAL
R €2, ATETH AR Po=g" mod ¢, AL
i AR phi=1{g. P, G} A KR =ski={ pk; s } - FF 45 14

220300100-3



Com puter Science FFEHLEI2: Vol. 50, No. 6A, June 2023

HEWAPBES PKG, = {ph|i=1.2. N}, T EAAIF
WHRGESH P={G.g.q-H.H ,H ,PKG,} .,

PRAEAT A FE I TE B R o L A B AT AT B
JE0, 1) AE RIS, T A B O AR sk 3IEAT R Y 25
HA AR

(DI h=H) M o, =h" ,

|

(¥ Us=H (L) MHH U, = (50 ) .

(DM T j=i+1,- yi— 1,115 o, =U,Uj €G,
TR X BLA B (s log, (o)) Bl 58 XN | (0, logy, (U TGy
)AL I X B R 2 =log, (a) .

(DTEL ) WP R4 (ky sdy) » 31X B2 5L T HIF
W o A3 A R 56 R R

Y E(Lohyay) | 3i €N K3 log, (pr) =log, ()}
XL ay = Cay sy v sa,) s I

DEB®ERE<Z, . RGR r,=g" ,1,=h" €G,

AR, od; < T, A rj=g" Pl st =h"a) €G
XH j#i,

DB d=H' (L, Uy, Uysrysty)s TX BB rv = (s
rrarrar ) Mty =t 5ty 500058, 6

D d; :d*%:ld] (mod @) FIITE ki =¢, —d,x;, (mod ¢).
Bl Cky dy) s X BLAY ke = Ry vko s s k) Fll dy = (dy o dy oo s
d )RR <,

Y aw () = (U, vk dy) BTE (L) &4 .

WE LI Z G W 4 1 3 5P i 45 15 45 ) 3% PRE-
PARE H & : ({vsssdsis W) oy (m) s Kw, PREPARE), i 3
TR By W ORIR T AR A A AL He T AR X 4l
MW=X, Kw kW 415502 8HH RN H PKGy,
ay (m) TR EIF(L,m) RS,

Commit BB :

M S U ) PREPARE B R . 18 2% EHIW v.d
s SEEAFA AL PUE SR . SRF FN S Bk B R, Rl L
i 2 R A 20 T 1) 3R 25 44 AR R 03 4 P 5 0 A B 0y 3k B
AR T H B E e, ZF BT A 4% PREPARE
MBI 2 AT B R N Z WM B S R AR A
Ko 5N 975 53, P04 T 7T BR R 46 4F » PR TE [F] — A AR BEEA T
PRI SE QSR AR AE R BRIZ 1 s AL E N &, B 4R
LR .

(D HW Kw WA 8RR B W — A 41, RS ZE TR
— A FR Invlid, IR IHBIRTCRLN . AMARLE T —2,

OX A2 BT A LS ESmc—#
M PRKGy , 556K g, U, €EG ki vd, €Z, 71 p, €EGGLE
N). NERFWAEHE h=HUOMU,=H (L.m),

i o« =U,U €EGLEN),

WDHE r=g%Ph flt,=h%a GEN),

GYH'(LymsU, U sry ’t\v)Eig\k,(mod @) FE B WAL, T

s lyee

P rv=Crisr s sr) s bn =1 sty s 50, 6

6 T 2R - T A G 0 8 e S B S e A U4 R TR RO
PEAT AR B A

A6 [a] — A~ 5 2 75 P R 4 S, B BEE — IR B & 4

HEME KRB ENELBEE —H. XEN ac (m) = U, ,
Iy d ) F aw’ () = (U, wky' - dy') i A 50 40— 5
L. A PKG, 347K

Dt h=HFI U, =H' (L,m).

DHE 0, =UU, €EGLEN),

D HFFER KR o =U,'UY €EGLGEN),

DRIFFIW o = J 75 WAL GE N, U1 F RS wk B8 H3E
Xof LT AR A BT Py SRE T DX Z T A AT B S L 0 BR Y
AALE R 0,

Zoad LA 125 R 06 L i T LUAS T R 7S A FE T A
I ELxF HAR ARG EE AR A5 E B AL
U SR FE R I 42 F & B K F 2F+ 1. %5 K F 2F+
1. ULHI O &3R8 TFF e S R T IR & 4. F2 380 it
A LA RG A T 5T 8 COMMIT W B, 76 ) 3% It & A
RSt BT — R A S X BB AR X
2, S 4 R FNATIA Y Prepare By Bt — ¢, 1Y 5 k%
COMMIT B . 24 )5 COMMIT B K : (Cos,isd) oy
(m),Kx » COMMIT) , H i Ky 7R F 3807 mi 40 B9 2 91 3%
PKGy,

Reply BrBt 2445 S0 B COMMIT 3 B 2 )5 . if /& 77 5
FIWE v, d F s JZAAF A HL PR BER L X B0 IR 8 4 34T S E
BfE HIME B SR EMEL G R X AW amm. mR
ik, AW Bk A EHM N ARAEHEEKRT

(X;D,X %

AREEA SN SR EHRERE B A YA SKR
ZIRRGTE X B, 7 M5 % P 3 58 5y i M
3.4 HNEFEBK

B AR R AT RS ERE TR
ZIE T W A A AL, BUE 7E commit By B — 25 2 i F)
2 fx + 1A HABT fUR RN B I A — S8 53 ik 2
2fx+ 1A B S S B0 A X RUR S AR — Btk R
(fx 2 BT ST LU BB s RFE & E 1 i B0 . 9 s
ARZSANIA] o Hh L3R R0k 20 2% fk % 40 PRI U0 48, % 0 0 B4 A —
FCESHATEAD X — b B AR 50 A W R AT

MR, FEY A IEARE v+ 1.0+ 1 R F R
AR ) 9 A P B BT B, (view-change, (v+1.5,C, P,i) s
FR iR e KA S S, C R RE K & RIER L PR X A
ARAY AR 5E WA SR ) Pre-prepare 1 J& Fll Prepare 14 B )
St

RPN AR Y A E R B RS A B
B HEAT IR 2 4 AL B A R b T B A
RSS9 AR AR T 2F + 1, b8 52 78T 0 0 AL E
A5 AT L ) 3 4 At Y 5 AR BT 5 K 3% new-change TH B
HEAT o3 A5 OB — Bk b B

2fx P BRBE LB RN REGR fx =

Hyperledger Fabric J&—Ff K 55 ¥ & V& , L R Hefk
AR X A SE A Golang 185 . SR 5 A A Cali-
per(Fabric H T I 24 3 U5 12 M BB AU AE 40 X tracePBFT
B AT PEBEI IR L 4 docker 75 %% 1k A A4S Y 5 bR B T Ok,

220300100-4



R AT IRER I A M TF & A IR

R REAS T R A — A B A A ) A B TR (R A
A A AR A SR B A TR, SE IR IR R PR R 1
B3

£1 HEECERN

Environment configuration

Table 1

Project environment Parameter configuration

CPU Intel i15-5200U
Ubuntu 20. 04
docker 20.10. 10

Operating system
Container system
Fabric version 1.4.1

Caliper 8 A& 0.3.0

4.1 FHEMRK

A S 4 B (] PN R G RE A T LSS B B T RT LAl
ARG M EE LB 5 RE Sy . 7R W AR B M R
J5 T, KB 4 #6802 45 0 38 55 84 (Transaction Per Second,
TPS) RFRRGA M AL .

TPS= Transactions, At 3
Hi. At FARZE 5 IREIF GBI X P b2 [ r e,
Transactiony, &7~ At B W] 0L 58 MY 22 & 4, TP g
5 B R XM 1 2 TR A OB W R KR A R R
23 P HCIL P )G 0 L R G0 A O, 2 X B 4 R 4 in )
— B RN R R 2, S T T SR A A
BE A X R A A Y A2 5 BER = 500 A, SEE IR
AT RUT AT RL10 AT AR 13 AT SR 16 AT R O HL
AW SR MAY docker B4 W EMBMEEA T
Po BT HA AT A0 5 AX SR, 4082 )
RIBCE M8 1 1 45

WA B3 1k 70 AR ) 45 42 R B ke 0 L N 1A 3 TR,

70

MW tracePBET

60

[ PBFT

o 50
3
& 40
X
W 30
@ 20

10

0

4 7 10 13 16

R

Pl 3 PR R A A ik X EE

Fig. 3 Throughput comparison of two algorithms

T LA H 5 B 0 0 000 1 T v R Rk 1 ik R A AN
5] 75 B A R /D, (H R G Y tracePBFT 2403 4 75 ik 42 o 20 ik
SRt gE e H LR PBFT Bk miFr L. £ HA 4 4 E8
TR 4 AT BT, tracePBFT 59k (W % ik i b PBFT
B VR E TR PR S IO T A T A S B
PR B /D o [R1AY sk B 8 i I3 T o, A1 A 00 A 2 It 4
JIERBH . FEECW SR 4 A 2 A S g
TR D) J5 0 P 0 R AL
4,2 EHEEMIX

FLYRT AE (DelayTime) /R FF 47 48 52 31 X B 5 A 5% Br
T BB R) A R DX HBE T R A — A 35 AR . S TR AY B AE
I, R G0 b 3 o 55 Rk, SRR AT A IS0 & R TR oR . LR 4
A /N, DX B A 2 A M R R . 3 EEL 4K A S SRR S Ay X B
56 B — YR P R A s ) B

DelayTime= Tcon firm— Ttransmit (4)
Horfr, Teonfirm HIXHE EHE B8R, Teransmit Jyi&
SRR ZEIT AR I [A] 3 BL it 208 2 MR 22 U ik 08 7 208 15 1 Y
Gl R WA 4 Fios,

40

PBFT

tracePB

20

it 7 /ms
_I"x
3

4 7 10 13 16

4 WE R

Fig. 4 Time delay comparison

MIE 4 B LLFE 1 tracePBET fY B % [t PBET 1%, {H7E
A AT T AN SR 10 AT SR 2 BEOR B W, R ER B O
SUBORADT B B M SR &, B T A B OR
2 BB 327 R SR R B L T PBET A4 B A B % Y
S TR i SRR R S, — R R (R B ek
BT . i tracePBFT BEZE 5 il 1Y 1 i 5 38 fim 22 9%, B 1
F2 N S BE IRCRT AR L 80 U A W R v v B B A DA B B S
E2% e N NR G S NN R R A PN T/ A
4.3 FREZEZREEHESN

P RER B 24 IR L AR — R A3 T, FRATIX R4 A Bk
BIPEREHEAT T 05 200 3K, 0 0BT T B B PR A 44 fig % 45 4R X
tracePBFT 55k (4 52 W , R J5 >R I AH DL 04 fif e Oy 28 . AT fif
AR 1024 A FAE T ROR R ECE 1 5145 4 5L
PEAT 10 W e o (Y et I L USR5 SR A 5 iR . A HRAp
VLA, Jin s A %5 09T 0% BF U] S A S0 TT AR i BB
HH R B 0 (3 A AR L A A A B ) 7 Rk
TR HC R A B St SRS 9k B I O A A R N . RS TR B
N BTN AR R — ARk pR B B T R R B
i [ AR 7 388 0 R e R AT T A AT A e (o R ki
T Hp T RS B 4 0 R A 4 A Bt TR 2D . AR SCHR A AT R
R IR AL S Ay AU S e b Y 41N T B AT %
W, X AT BN A AR AR W R RN A A D SRR AT K R
/b AR S MR A B ) R A

w 60
&
= 50 > T
&40 e
9 s
o 30 o
& o
¥ o2 /,/
5 10 -
2 o
4 7 10 13 16
------- et 1 g BT )

Pl 5 TR B PR A4 44 SR A ) I ]
Fig.5 Encryption and decryption time of traceable ring
signature algorithm
4.4 HEReM
(D E B4 IR BRI &4 & et T2 IEMITr &,
Ix LAY AT R B B A 44 7 58 78 BRE H R A R 42 A Y TR
AR AR T LA TE BH 3 B 7 58 2 s A 1 A e B 4 44 (T TR 1) s =5

220300100-5



Com puter Science FFEHLEI2: Vol. 50, No. 6A, June 2023

L) X HASEM S H LTSI, RATA NS A gl & w
BT EA B — VP EREHLT S AL T G H A H”
DL BB 2 (B8] s s g o IXHLAY A WA L 22 100 B[] J2
B, WRATHT AR AES (Lom,o) ZHEE ST
FIAF N A ER

DER{i € Nllog, (a;) =log, (P;)} <1 WM 3K I & &

SH

) FR{i € Nllog, (a;) =log, (P} >1 MM Rk £ &

Sy’

XHEEF A MRS H | HORRE T EE .

WEM 1 (i€ Nllog, (a;) =log, (P;)}<<1:3F (L,
m)=1FRri=g%Plicon,-ma" EGGEN), XM EWH
log, (r;) =k, +d; * log, (P;) fllog, (1,) =k; +d; * log;, (a;) (i
EN), W, MFlog, (P)Flog, () »d; &= H AR, W FHA4F 1 %}
FIAEM & GEN) M — Bir. T HJE LS A
B BANEEL (Lom Uy Uy sr o) BT A TERZ T i
Ho i el FEAL TS AR H S .8 H'(Lom, U, .U,
ryty)= 2k (mod @ R 51T R 0F 10 B

%7 SH”
$E‘i&%\fo

Ef 2 {i€ Nllog, (&) =log, (P))}>1:H o, =U,U} €
GGE N, BA H (Giulog, (a)) (GE N REFE y=log, (U,) +
logy (U 1. 2 KR EDH A B G log, (P IRTE
KL L, XEWHE PKGy £ B2 M, X &4 H s, B
log, (U,) fllog, (Uy) & H¥r., BARFELATH T Elog, (U,) =
log, (H' (L(issues PKGy) »m)) X B89 H (L,m) & HFx, &
A ML N H RO SR, MiF AERE
s o B0 IR) B LT S BER H B0 0L T L X B i log, (H (L,
m)) =log, (U)W MEREK L s "B (L m), I3 2 R

AT TT DL S TR R 4 2 BT AR WAL T S A R AL
UE B Bt 35 T vk A SRR IR] N A B vk 4 RIE T T Y
7l R W N SR B L = S AU TR T /N 8 LR - G
PR 5 R 3 1 ORI AR U T S T AR
R T KB, 6 8 b O /D T S A8 A0 RS 1 e I L B AR TR

(2) To A% BE 2 1k

MM T RAF M X REP ST EAEREN
2P, SO UEH IR & 405 85 T LSS UE & ik kL Wi
EHIER N K ARFERNENS LA EENELELE HE
T B4 H BRI, AR BB R T -1 EW
W2 o By 1 DL S B R W d B30 5 22 0 A B AL 75
SKEEE; o d; <7, , Z it i, = g% PY o, =h"a® ,d=H"(L,
U sUy sry st AT B £E BT R L 28 44 30 H0 9 B R 7 4
T o o B NS N G e R B R g
PIAERA 1/n, BMMERGEMNTEZRN, EAREL L T
BB 2 — AR F oK B B HERR AR AN R X E A E S
PR R 1/ (n+ 1),

(3) AT BR

TR A A B2 T e 8 T S S [R5 RS B R m

T B A R A, AR S AT R, A
FAPRAE issue AW B AHPK, 3 4490 05 ¢ AT, 38
i [ RE Y 5 2 A A I o Bl i € N BT A% 4 S8
AR A A R AF A BT R A HI PR I S48 T — A
TR HEAT T B AR P B — N s A R AT
Bl X BT IR B X AT R AHAPK,

BERIE AR T BRER RS 4 T R0 PBET Sk kAT
O, B I AT BR B A A I B N RE A SRR . e
7 By BRI PR 26 42 A0 B0 AR TT SR LA il st 4R — AL B
AT DR R T 5 1 1Y 22 4 P R T B0 28 A 5050 e 1 P E BT A
SR AR IS T BR B B 2 44 B4 A 1 A 0 DA B B 2 4 B SR A T
HHEFTUIE R A7 708 B 3 5 M P AE 97 1Y 5 R AT A8
SRR Ct Qi o R ) | (e o EU R = B - QR SR
e i 403 (5] I ) PR A R 3o 5 92 T A DA B B A58 1R T .
S 25 R AR W] A SCRTA M U TR R ) A R B
P 38 5 T4 AN 8 3l A5 AR i A 1] 3, b BGE A BOR
R TR 1 2%

£ % X

[1] NAKAMOTO 8. Bitcoin: A peer-to-peer electronic cash system
[EB/OLJ. https://bitcoin. org/bitcoin. pdf,2008.

[27 ZHANG A,BAI X Y. Overview of Research and Practice of
Blockchain Privacy Protection[ J]. Journal of Software, 2020,
31(5):1406-1434.

[3] HAN X,YUAN Y,WANG F Y. Blockchain Security Issues:Re-
search Status and Prospect[ ]]. Acta Automatica Sinica, 2019,
45(1) :206-225.

[4] XIA Q,DOU W,GUO K W,et al. Overview of Blockchain Con-
sensus Agreements[ ]]. Journal of Softwar, 2021,32(2);277-
299.

[5] ZHENG M,WANG H,LIU H,et al. Survey on Consensus Al-
gorithms of Blckchain[J]. Netinfo Security,2019,19(7) :8-24.

[6] LAMPOR T L,SHOSTAK R,PEASE M. The Byzantine gene-
rals problem[ ]]. ACM Transactions on Programming Langua-
ges and Systems,1982,4(3):382-401.

[7] WANG W B,HONG D T,HU P Z. A Survey on Consensus
Mechanisms and Mining Management in Blockchain Network
[J]. IEEE Access,2019,7:22328-22370.

[8] GAN J.QIANG L I,CHEN Z,et al. Improvement of blockchain
practical Byzantine fault tolerance consensus algorithm[]J]. Jour-
nal of Computer Applications,2019,26:45-55.

[9] HAO X,YU L.Dynamic Practical Byzantine Fault Tolerance
[C]//2018 IEEE Conference on CNS, 2018:1-8.

[10] HAN S C,ZHU X R,ZHANG X X. A secure and efficient de-
centralized conditional anonymous payment system based on
blockchain[ J]. Journal of the Internet of Things, 2020,4(2):
18-25.

[11] TANG H,LIU S,JIU Y H,et al. Improvement of Practical By-
zantine Fault Tolerance Algorithm[J/OLJ]. Computer Enginee-
ring and Application. https://kns. cnki. net/kems/detail/11.
2127. TP. 20210927, 2052. 010. html.

[12] FANG Y B,ZHOU C M, LI S, et al. Improvement of Practical

Byzantine Fault Tolerance Algorithm in Alliance Chain[ ] ].

220300100-6



R AT IRER I A M TF & A IR

[13]

[14]

[16]

[17]

[18]

[19]

[20]

Computer Engineering and Applications,2022,58(3) :135-142.
WANG R H,XIN C Y,XU Q Q,et al. Byzantine Fault-tolerant
Algorithm with Supervision Mechanism[]]. Computer Enginee-
ring and Applications,2021,57(18) :142-148.

FANG Y.DENG J Q.CONG L H,et al. An Improved PBFT
Blockchain Consensus Algorithm Based on Ring Signaturg[ J].
Computer Engineering,2019,45(11) :32-36.

ZHANG L S.Research on Blockchain Consensus Algorithm
Based on Byzantine Fault Tolerance Algorithm[ DJ. Chengdu:
University of Electronic Science and Technology,2020.
CASTRO M,LISKOV B. Proctical Byzantine fault Tolerance
[C] // Operating Systems Design and Implementation(OSDD).,
New Orleans,1999:173-186.

RIVEST R L,SHAMIR A, TAUMAN Y How to leak a secret
[C]// International Conference on the Theory and Application
of Cryptology and Information Security. 2001 :552-565.

LIN C,HE D, HUANG X, et al. DCAP:a secure and efficient
decentralized conditional anonymous payment system based on
blockchain[ J]. IEEE Trans. Inf. Forens. Secur. , 2020 (15);
2440-2452.

LI X F,MEI Y R, GONG J. A blockchain privacy protection
scheme based on ring signature [ J ]. IEEE Access, 2020, 8:
76765-76772.

MA L M,ZHANG W,LIU X Y. Research and Design of A Se-

[21]

[22]

cure Wireless Body Area Network Medical Information manage-
ment system[ ] ]. Netinfo Security,2019(5) ;38-46.

YU R W.ZHOU B X,WANG L,et al. Research on Zero Know-
ledge Location Proof Method Based on Blockchain[J]. Journal of
Electronics and Information,2020,42(9):2142-2149.

KUZLU M,PIPATTANASOMPORN M,GURSESL. Perfor-
mance Analysis of a Hypereldger Fabric Blockchain Framework:
Throughput, Latency and Scalability[ C] // Proceedings of the 2019
2nd IEEE International Conference on Blockchain. Piscataway:

IEEE,2019:536-540.

TU Jun, born in 1996, postgraduate. His
main research interests include block-

chain and cryptography.

220300100-7

JIA Dongli, born in 1972, Ph. D, asso-
ciate professor. His main research in-
signal

terests include intelligent

processing and so on.



