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DGA Domain Name Detection Method Based on Similarity

SUN Haidong' , LIU Wanping' and HUANG Dong®

1 College of Computer Science and Engineering,Chongqing University of Technology,Chongqging 400054 ,China

2 Key Laboratory of Advanced Manufacturing Technology of the Ministry of Education, Guizhou University,Guiyang 550025, China
Abstract Botnets expose the Internet to a huge threat. Malicious behaviors such as distributed denial of service attacks and spam
relying on botnets can cause great losses to the attack targets. The communication of the botnet is mainly based on the DGA do-
main name, so the domain name needs to be detected. Existing detection methods are mainly based on character encoding to ex-
tract domain name features.and then use neural networks for classification. Since only character features are considered, the de-
tection accuracy of malicious domain names is often not high. In order to accurately detect DGA domain names, a calculation
method of domain name character similarity and domain name node similarity is proposed,and malicious domain names are detec-
ted according to the similarity. First,a model based on a bidirectional gated recurrent unit neural network is constructed to screen
out the algorithm with obvious features in the data set to generate domain names. Then using the recurrent neural network to
cluster the selected malicious domain names,and finally calculate the similarity between the domain name to be detected in the
dataset and the domain names which are malicious,and classify the domain name with the similarity greater than the threshold as
the malicious domain name. Experimental results show that the method has an accuracy of 99. 03% in detecting datasets contai-

ning multi-category malicious names.

Keywords DGA domain name,Botnet, Domain name detection, Similarity calculation,Gated recurrent unit
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Table 2 Experiment results of domain name character similarity
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Table 3 Comparison of experimental results
VS S RS CEES
TextCNN 0.9823 0.9833 0.9896
PCNN 0.9812 0.9802 0.9736
N-gram 0.9809 0.9875 0.9816
Ours 0.9903 0.9836 0.9938
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