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HE AW.ERMBZAMRB T BANEFIRRAEENG LR TRABIESHARGESE CRLERT BAL
LM BTE, AN HEET GEVRNELEZLZE RINLELIRFEOE AL R . RET —H LT PRF-RFECV 442
ik 45 GA-LightGBM # M % % A X H R E R, AAMNAFAREIAKRG AR OFEETEE RELEEGTH LXK IEWiE
AR EE R R RIABFEE . REARNRELZN AR EARARZREAH AR IEA ORI LK ERITrE, TG
AN GBRAEENHERFL 2R ERARTHEAGRNBZAIYFEL L AAERG,

KBER MBELER BIRMERI I ALA B EH &

FEESES TP393

Network Security Situation Assessment for GA-LightGBM Based on PRF-RFECYV Feature
Optimization

REN Gaoke' and MO Xiuliang®
1 School of Computer Science and Engineering, Tianjin University of Technology, Tianjin 300384 ,China

2 Tianjin Key Laboratory of Intelligence Computing and Novel Software Technology, Tianjin University of Technology. Tianjin 300384 ,China

Abstract At present,in the field of cyber security,due to the shortcomings of long training time and high sensitivity to redun-
dant features, traditional machine learning models have been unable to deal with the increasingly complex network space. To im-
prove the accuracy and efficiency of network security situation awareness for massive and high-dimensional network security ele-
ments,a GA-LightGBM network security situation awareness model based on PRF-RFECYV feature preference is proposed, which
first uses parallel random forest to filter out feature importance,then combines recursive feature elimination with cross-validation
to select the optimal feature set,and finally uses the global search property of genetic algorithm to select the optimal parameters
of LightGBM model for classification. Experimental simulation shows that the model is more accurate and more efficient than the
traditional network security situation awareness algorithm in terms of both accuracy and F1 score.

Keywords Network security situation.Light gradient boosting machine, Random forest, Genetic algorithm
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TE B 38 B0 V6 i 22 A BOHE T B ) o 4 AT T A Y S B
P . Zhao S5 BRI 45 15 B 2% A0 BT I 4% 27 42 35 B
PG B RS 2 S BB L 4 4 — A T A R R S CNN
G5 R 118 19 2% 2 4 25 SRR AL, ) T 7 o 45 ) 140 R TR AR 5, TR
G HR I A2 BATT A AL L RORIB /D 1 2% 280, 4 L T 2% as 1T
P 1A]

g5 LTk . BRTHLE 2 3T O 20 R 0 45 42 4 45 BT A 43
by U H B 25 TP RS g m, 2% S S i Y H
ik A% W45 5 A B R R AR AU R, DTS OB AL )1 2 ik
FVTAG KGR 1 IR B T B LI AZ S i PLas 7 S BRI E 2
B M 2 I 0 205 2 4 i S SR i S Ik R s E A . Ak B
bR AR SO A Y — F R T I AT BE AL 2R Ak (Parallel Random
Forest, PRF) FlHy 47 28 LI IE (1) 326 U3 =0 R¢ AF 1 B 575 (Recur-
sive Feature Elimimation with Cross-Vaildation, RFECV) %}
R HE AT O 3 | (i FH 35t 4% 880 1% (Genetic Algorithm. GA) i# 47
ZHAL AT 5 09 5 B BB B £ FH L (Light Gradient Boosting
Machine, LightGBMD # B HE 17 Al 11 I 45 22 4 245 S0 Al HE 42
(PRF-RFECV-GA-LightGBM) . % HE 48 A5 (X 8 % A7 40 Hh 3k 4
A T EL A SO BE )2 R DL e 3z A RE DD B Y
AT LA N I AE O 4% 22 A S AT AL TR A

2 MFZRETBITM

2.1 BiEME

Bl & R 2 20207 A B AL BT 5 U TR
AP T 7S AR AR T H R Rk A 2 0B IR Y 2
A BER AT S Ak B (0 A5 0 o KON 2 B T A A 5 2R
GRS TR EPSE R iy R GRS € i S N
T3 DGR 200 o A0 U Ay 0 40 0 il L AR AT 20 R DR SR R
Hovp e S G RO T A BT m DL A S PR R A R

KDDCup99 #dhs 4 & I DL 114 € [ 28 22 Jm) 338 b R 4 T
e i U R4 B K . B S 41 N FRAE R PE AT 1 AR
BB 9 AL B O B R, A A, AR R TR
7 1 FIE R B ARIR IS normal F1 22 B 45 H UL () e o 2K
TR JR P 55 8 IR R 3 Y 7 RS T L oy T
BURR AL J R 1) 25 0 1 1) BE B D7 35 O (8] L D dBE 4 X PR A 4
PR L AR I B P SR G A R R B AR R IR AR
ARG I s i PR o AR SO R X 322 S 0 RS AT S 1 47 4 o AL
ANE — P4 20 T B 22 Bl 28 A — A5 SR HUR) 4 Bl
TSR R 1 A,

ERN 8

Table 1  Decision-level data fusion
ZREY — R A%
DOS back.land.neptune.pod.smurf,teardrop
RoL ftp_write, guess_ passwd. imap . multihop. phf. spy. warezcli-
ent, warezmaster
U2R buffer_overflow.loadmodule. perl. rootkit
Probing ipsweep,nmap, portsweep, satan

Hh, DOS JHE % IR 55 Wi, R2L R om ok H Iz B AL 4% 1Y
Rk Vi), U2R 2R 3 38 F % A% i 4 20 ) R A AR vk Ui
4] , Probing > i F M A0 A0 HC A £ 00 05 5
2.2 IEHRME

HEAS I % 2 e 2 B B B DT e 1 0 45 B3l P op
2% 8 1 R0 T it 7 54 TR I 4 222 A o AT 0 AT 5 DK R 46

rP PR R 2% B 2R R, AR S0 & Al I R BT 4 &R 48 (Com-
mon Vulnerability Scoring System, CVSS) %} KDDCup99 % #&
Sl R EAT V4T 2 I8 Probing F4k H bR i3 B R2L
ML R B AR Hb B AR 5 2 L U2R A Hi $2AUF DOS %% V8 3 %
VU R o 6 BN HeAS I 45 R G 1) 8 7 R B R AT ek 5 )
b, I HL i BRI ot S AR 190 246 722 4 1) 5 T AR B PR AR B T
mk 2 pryl,

2 MBI EE R

Table 2 Network attack hazard classification
P& K EYmE
Probing 0.3
R2L 0.4
U2R 0.5
DOS 0.7

MRAER 2 X M2 R G0 P BT A 0152 8 09 U0y 28 Al
AE B M 2 Y. MR EE N A ELL K
WAy i (IS Bl B b Tt 28 B0 R 1) 52 00 P s
BeE A ENLZ B Ml B BB R o A IR A SR
J B EIREHED .

1
M/':LES,TH,} D

AR N G EVLS A RS IBCKR F115 2144 W
WREWM L EERHEN .

M:%%Mj 2)
Hr, g GRS j & EVAEBEAN MG R G h ) E R, dk
R,

P AR BB MERENZ2ERET S
(R 58 KNS F AR BAR R S 1% ) IH — 1k B 35 @ X, L
W R 2 RGBT R 5 AFRTT, BARE R K 440
3 T4,

3 BRI R IR

Table 3 Situation level classification of network security

W 4% % A A HER F 2 A A% E X
S [0.00,0.30]
18R & (0.30,0.60]
&4 R (0. 60,0.90]
RN (0.90,1.20]
R (1.20,1.50]

2.3 HEEREZR

A 3 T PRE-RFECV 31 {1 % 19 GA-LightG-
BM [0 £ 4 42 75 33T Al 150 A0 fy 25 3442 IORE B (Situation Ex-
traction Module, SEXM) , Z # ¥ 4 B Ht (Situation Assess-
ment Module, SASM) , & # 1] L {b 1% £k (Situation Visualiza-
tion Module, SVIM) = RALHA B, a1 77 .

B 1 PRF-RFECV-GA-LightGBM A %I 42
Fig.1 PRF-RFECV-GA-LightGBM model framework

B Ak BB - s B 4 AT 00— fb L B 10 S T A B
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T W 00 4% 4 A A5 A T 48 BN 0L B 6% X o) T 22 2 XL
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3 BRERHERFAN

3.1 LightGBM E %

LightGBM B & Ke ZHE 2017 4F £ F Histogram &
TR ) — b oA 2R B P2 F P SR A (Gradient Boosting De-
cision Tree, GBDT) H %, Histogram 55 B 1y Fe A U AH 204
2 0 TR S RRAE B BRI R A B (R B A 3 — A 58
kB 5 B I R A S AR I R IR H T R
THGE T RS RS B O e D SRR 4 ) S, LightGBM
B0 i {# F Histogram 35 3k JUAR, 76 77 i 509 25 18] L N A7 7
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Y =arg minlzv:]L(y; vAA/f” )+
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Forb L ARSRAE AL 58 ¢ KBRS B AR 4l 2L S0 A B0 (L T 45 B
B % (B, 2 S JHCOF 7 A IE AR T, AR 4 LightGBM % 4% i
T IE D3

D=7 4 | wl? 5
SEofw SO B ELAL Y 8 L AZ0 B
TR,

TE R R 2 5] G AR o i A0 R A9 IE DU 4K SR Mg Ok 2 A

G

F,(x)=F,_,(x)+vf, () (6)
Horb, 0<<u=C1 2 2] A8, T DA SE B AR A, 2 5] A, ) 75 22
Az T 22 Y VAR R BE 2 T ey, {EL[R) I 2 19 n ) 25 ]
RO ar LU v, As v 55 5 BIOR H  — A 3 RE PR ELRS BE o 1Y
LightGBM £ ,

Sk B A M e 36 5 AHE L LightGBM B 2k 78 SR FH B 101 66
JE K FE (Gradient-based One-Side Sampling, GOSS) #1 H. J5
fiIE4H 4 (Exclusive Feature Bundling, EFB) 3 % , #% JC Hb )ik />
TR SR AR R R B0 AR B TR A — 2
Je B4 A IR i ik W] RURF ok b G OF B R Ak S
BYRFAE AT BRI AT J5 1 AT M T B SRS T PR RO A
K BE (AR B S AR AP 35 ) T AT E MK L 2 HR T
B ITAGHOCRAR T 1 P 4 22 2B Bl
3.2 HIEEEHITEM

H T 294 I 46 L o v AR i 2 B0 £ B 43 4R A X 0 &%
2 A AN FTAN 1 85 05 /N B ] 23 R MR X 250 ok
BRI T30 B R AR TE N5 5 S BB R U K Y
B T e 1 IS R 0 52 S 0 A e A TV A A 1 o R R
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R GRS

| Bootstuapit B i 01 4. 5 41 B 40 2 |

/ ‘
T = A m
T

| H 1)1 5 58 Ak B9 Sub-forest £ 1% :‘E.“Master|'
Master 4 # 5 4 i #& #

W TEERERF

B2 IFATBEHLAR AR AR R s 1)
Fig. 2 Example of parallel random forest workflow

3.3 BEFHEME

&S uE By 38 195X FFR 4F 98 BR (Recursive Feature
Elimimation with Cross-Vaildation, RFEECV) # F F 1l 1% £&
[) BB A, 53 U 9 B 48R AiE 5 15 (Recursive Feature Elimimation,
REE) T DL 34 S %) i S A0 3547 2% AR I 25 L 4 58 2 AR R IE S
PRIAR I ELI 5 4R i T M A/ 18 R AE T TR 194 R 4R
AT T — 8 IN G, HEVRRE AU — 4 A M R IE S L ED R
M BRIBUT

RFECV JE7E RFE 195l 1% A [R] (9 R4 21 & #1728 X
B0 UEJF AT I AR A RDR I ST A TR R IR TR R 22, IR
2R RN T EAE R BAMAFEFED . W% 1R 8k
Xof FUAL SRS 1) AR 4 SR 1 T AT BE BIL AR bR 1 4 3 2 B R
W AR AR JE $8 BT B &R AE 1Y B O BN R B/ AT HE
J¥ 5 SR U5 32 UM B — A~ 5 2 A~ R F 2P de /DN (9 R AE B AR
E TG O — A~ ARDAT R B UGE UF B RHE 745 IR H H A
B RRAE T2 5 R K TR R AE T AR T AR R HEAT 10 4T 2
SR IE A3 B P43 I e YRR AE TR R LR IE R
®i% 1 PRF-RFECV
Input:D,C,step
Output: F
1.if [C|>1 do:
2. Feature_list=PRF(D)
3.  sub=TFeature_list-Feature[ -step: |
4. C_list. appent(sub)
5. end if
6. for each sub in C_list:
7. rfc=RandomForesClassifier()
8. scores=cross_val_score(rfc,D,sub,CV=10)
9. end for

10. F=arg max scores

3.4 EfEMRKL

BRI — RS S Y A SRR A AR s R L 1
Bk, BA S EIMAT AL B S R R 7S RIS
AP, Ay 4 v AR TR (R o R RV AR ), R e A B G, R
BB AL LightGBM 4 %35,

AR (5) L2 (6) X [R] A v A i AT R A
WS RN

X=C(z1 25, 2,) " =2V="C(v1 05 s0,,) " (12)
H X AERABARRRE M2,V LR BRRRE ALK, o
RFPERN I — I o (HETURRARYD 0, HE
I KA AE W IR 1655 — A REE D P(O),

IO 49 260 36 7 4 H 1R 25 (MAPE) fE 3% o7 FE 58 %10k
TS5 5 0 R L TR SR
N
M(@z%%‘y'%y" (13)
Forb,y, R EUSTA v, T A L R I OB i 2 A I K
Tl 235 5 L3 17 B IR 24 T g

F(y) = a4

1
1+MGy)

S 38 B B Je v A 1 A 3 30 P AR L B R Y B s B
BEPERLTLT MR 3 0 T SR e S R PR A TR
P A5 30 09 AR R — FURR R

e TR AU, R 28 AR R 32 U L R R o R A
T R /) Y () A 5 e A AR RS, BB X
AL SRR R 50 50 A P AP, o BRI B9 [P ein + Permax 1811
[Pomins Pomax s Fe W Poin = 04 P = 0. 94 Ppin = 0. 01,
P = 0. 1o TR AR AAE B E SR f e » 22 SUANAE S
38 N BE > B A SR AR EN T
(Penix = Pein) o — )

P — ) /> avg
pP.= Finax = vy S = e s
) - S S
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iet P o AR A U ) A 6 A T T ) BT SR AT A RS
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CIIESESN TN PR S IR S & 2 8

4 FTWHE

4.1 EfhiEHR
I 2% 22 4 A8 A TP Y 2 R B R AR R A A AT
B R, POt Sy T A B e ST A A5 B 1) B S 0O N L
RITEAG TR B . TR VA JE B 3 BT SR 1P Al A G 48 % BRI A
BMAE bR INFR 4 P,
F 4 ORBHEMRE

Table 4 Confusion matrix

. T 2 5
Rk &R — -
positive negative
positive true positive false negative
negative false positive true negative

L, B IE 26 (True Positive, TP) 2K REAS rf fif 1F 2 35 0
SIE 25 B 25 (True Negative, TN J& 4 B 7 v iy 47 2 5 1)
g 172 5 R IE 25 (False Positive, FP) &4 BEAS /P A £ 28 100
TF 3 5 % 12 (False Negative, FND &6 ke A o (1% 1F 26 T30
ik,
R A A 80 TV A B AE 92 BR B Th B R A RIOR L BT
DU 8 A0 PEASASE R (9 4 200 . RS 1 36 (Precision) R 1E B
A6 I H 1) B SRR AR S BLE I SRR A I L) B A R
é}lTP,
Precixion=N7 an
§<TP,+FP)
1 Il F& (Recal) 2755 TE B Ky I 3 19 7 S8R A 5 i A7 £ 2%
FEAMY L], A 2R
il'rp,
Recall=————— (18)
2 (TP +FN»

M
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HEH R (Accuracy) 38 78 IE B A I A 67 28 1 AR R IE 2B 4%
AR BE B AN
%(TP,JFTN,)
Accuracy=— - (19)
E(TP,‘ﬂ’T;’\],»‘FFP,‘FFN,)
F1 43 B0 K 1 R A0 A [0l 5 10 8 RSP 35 550, 8 Ok 28 5 0
M 43 JAE R (PRS0 L A
2 X Precision X Recall
Precision +Recall

Horp N RO BCR . HT AR R, IE WS 4
T AR R AR AR £ R AR AR D Rl 32 BRI
AR5 ), A 25 A 28 3 6 A R DL R AR 2R 2 F
BEOT SR PTAG EA

4.2 ELWHIREMHE

S HER X PRE-RFECV-GA-LightGBM % 1 (1 K & A
PR LI IR Ubuntu #81E R4 . python3. 8 TF X 1G S »
Anaconda3 T EH. %6, FE40EE = %00 . Intel (R) Core (TM)
i7-10750H AbBEA% , 24 RTX2060, F JH CPU #%¥0H 4 # .,
64 GB £17,16 GB NFF.

B4 4 KDDCup99 » 52 A — A4 481 1 5 1) 2 42 Jmy S I I
SRAETR Y 9 A B AY  45 35 S 00l . B 4 4 S B AR
TR VI S5 B0 0 A i TR 0 3 0 B A I R
A A N[ BB 5 43 A DU B £ bl — B SR AR I R
48 op R A Tk 2R T AR B T I S L IR ek )z
T 0 2% gl i e IO AR B S g b, S B i D XY KDDCup99
AR AL 494010 Z&, Hp IEF W B AR AR B E R 97 276,
Yoy R AR 396 734, YITZRAEAS R G5 AE A B 12 1
3:+1 MBI AL . BRI 3 A inEE 5 A,

# 5 YNGR 4R o B o i

Table 5 Data distribution of training set and test set

(20)

Fl-score=

R T T L T

Eh/% /%

Normal 97278 60593 19.69 19.48
DOS 391458 229853 79.24 73.90
U2R 52 228 0.01 0.07
R2L 1126 16189 0.23 5.20
Probing 4107 4166 0.83 1.34

4.3 4HF{EEEF

Ay HE B TG G REAE L 3hE G it 01 4R ve VA o B0 RE L R X B
I 4 HEAT U3 — 1k B AL S 6 IR AT BE BIL 2R AR RN 58 LB IE 1Y
1 VA S ARAE T 55 3 ok A AR R A I 4 2 A O 4 A
T4 i H LightGBM AR 56 UE 58 1F 4 B 5T )5 W Ah 19 1 5
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Table 6 Experimental comparison of different preferred feature

numbers
Number Accuracy Precision Recall F1 Time/s
27 0.99979 0.96981 0.97246 0.97113 12
35 0.98668 0.93519 0.96458 0.94966 14
41 0.996 94 0.96418 0.96421 0.96419 16
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Table 7 Comparison of simulation experiments between LightGBM

and GA-LightGBM

LightGBM GA-LightGBM

o R Fl-score R Fl-score
Jil — 0.9965 0.7622 0.9992 0.9689
JA = 0.9962 0.8063 0.9993 0.9783
Ji = 0.9942 0.8638 0.9993 0.9863
Jil 0.9989 0.7858 0.9999 0.9821
Ax 0.9976 0.7827 0.9996 0.9532
J& o~ 0.9899 0.7931 0.9997 0.9666
J& H 0.9993 0.7889 0.9996 0.9566
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Fig. 3 Comparison of network security situation assessment values
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Table 8 Comparison of evaluation accuracy of five algorithms in each
category
LT 0D
xS
Y| . 1 -
KNN SVM BN BP GA-LightGBM
Normal 19.48 85.69 95.45 96. 34 99.51 99.95
DOS 73.90 86.72 96. 88 94.67 99. 85 99.99
U2R 0.07 80. 86 9.65 93.21 60. 38 91.56
R2L 5.20 79.83 6.16 92.17 80. 49 99.75
Probing 1.34 83.23 78.54 94.62 90. 63 99.01
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