wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

—HETF XRERN SR EIES RIRNG
Wk, EEREE, PR, FRRE, IR

5IAEX

WM, SRR, FBEIE RS, FHER—FETXRENSHSESEINGII]. T8RS, 2023,
50(6A): 220700158-9.

LIN Feilong, YUE Yuedong, ZHENG Jianhui, CHEN Zhongyu, LI Minglu. Blockchain-based Identity
Authentication and Authorization Mechanism [J]. Computer Science, 2023, 50(6A): 220700158-9.

BUXEEE (BERXINE IE JEREENE)

Similar articles recommended (Please use Firefox or IE to view the article)
TFomAERTROSINERKRERE

Restart and Recovery Algorithm Based on Distributed Cluster Nodes

HEHRIE, 2023, 50(6A): 220300205-6. https://doi.org/10.11896/jsjkx.220300205

EF IR REAISE AR S EHIRE X
Practical Byzantine Consensus Algorithm Based on Verifiable Random Functions

HEHRIE, 2023, 50(6A): 220300064-6. https://doi.org/10.11896/jsjkx.220300064

EFCPNRHA S IR R AL IRIE
Formal Verification of Supply Chain Contract Based on Coloured Petri Nets

HEHRIE, 2023, 50(6A): 220300220-7. https://doi.org/10.11896/jsjkx.220300220

XGRS R LRR
Overview of Blockchain Consensus Algorithms

HEHRIE, 2023, 50(6A): 220400200-12. https://doi.org/10.11896/jsjkx.220400200

XRPBEM T ETHERXZN=7ENERTHRR
Tripartite Evolutionary Game Analysis of Medical Data Sharing Under Blockchain Architecture
IHEHEIE, 2023, 50(6A): 221000080-7. https://doi.org/10.11896/jsjkx.221000080


https://www.jsjkx.com/CN/10.11896/jsjkx.220700158
https://www.jsjkx.com/EN/10.11896/jsjkx.220700158
https://www.jsjkx.com/CN/10.11896/jsjkx.220300205
https://doi.org/10.11896/jsjkx.220300205
https://www.jsjkx.com/CN/10.11896/jsjkx.220300064
https://doi.org/10.11896/jsjkx.220300064
https://www.jsjkx.com/CN/10.11896/jsjkx.220300220
https://doi.org/10.11896/jsjkx.220300220
https://www.jsjkx.com/CN/10.11896/jsjkx.220400200
https://doi.org/10.11896/jsjkx.220400200
https://www.jsjkx.com/CN/10.11896/jsjkx.221000080
https://doi.org/10.11896/jsjkx.221000080

http: /www. jsjkx. com

T
O (ﬁ: (+( DOI: 10. 11896/jsjkx. 220700158

—METXRENF M ESIESZLH

wek ERXE HEE KhE E PR
HILIF e A 5 ENFF2R #Hir £ % 321004

H E AHRLBARAAMARE, L PRET AL TREENFHEIESL K (Blockchain-based Identity Authenti-
cation and Authorization, BIAA) #U#) , Z AU & KA P £ 46 3k Sk 47 & 0 R B SR AR 2 F e Ao A 4 A2 12 8 B4R
W HARABRSPGRAHFELSFREER IR BEANR SRR, E—F FAL GO LA BFIEL TEM, HHEINH BT
CHEM-FNRATE S RRERM, S iE MR TR X . S E AR RN G 15 B M EEF R, S
REGHEERS; FORRETHETLERFRAIMAETEHE, AREGAELSFES D EEANE, 5 I HBERE
EBANSmERE, EHARZA L, ZHT —AFHEM-%5E-12 K (Identity Register-Authenticate- Authorize, IRAA) &34 , ¥
APAYRERGHIEHZLEREANAEFELENAZT L . HBEBDPFALEZER L ZF T IHLEN AL MHE
A B G ERERE SN L ERS P REBAEIH X7, R T IOBRRAAFESY, FASTE A LS & iR
MEREBIE, RGN KRG WIERBEHRIAFEAGHEEMET RAE L%, BIET BIAA AUH 69 & &M TAARE AR
M A MR B A5 BN AR A e A

KB . IR LA W EE IR R FREY

mEESES TP309

Blockchain-based Identity Authentication and Authorization Mechanism

LIN Feilong, YUE Yuedong,ZHENG Jianhui, CHEN Zhongyu and LI Minglu

College of Mathematics and Computer Science,Zhejiang Normal University,Jinhua, Zhejiang 321004 , China

Abstract The abuse of people’s identity information is a serious problem in nowadays society. In this paper,a blockchain-based
identity authentication and authorization (BIAA) mechanism is proposed. BIAA requires users to provide the effective identity
certificate and biological feature to authorize the business,to ensure that the business is authorized by the user. Then, the identity
authorization together with the business contract will be written into the blockchain ledger with the secure and traceable manner.
To fulfill BIAA, a stellate multi-blockchain structure is proposed for identity register and authorization. An identity register
blockchain is built using consortium blockchain which is maintained by authorities to manage the identity registration. It also
charges to identity authentication. Multiple identity authorization blockchains can be built with the permission from identity regis-
ter blockchain. Each identity authorization blockchain can be maintained by a business sector and write the business contracts
with identity authorizations into the blockchain ledger. For technical implementation, an identity register-authenticate-authorize
(IRAA) terminal is designed. It transforms the identity and biological feature into ciphertext by hash function,thus to guarantee
the identity information offline and secure. It is also embedded with the protocol to deal with the identity authentication in an en-
crypted way. IRAA terminal also charges to sign the business contract using digital signature and thus finish the identity authori-
zation. Finally,a prototype system leveraging second-generation identity certificate and finger vein pattern as identity information
is built, which verifies the security,feasibility,and effectiveness of BIAA mechanism and provides a valuable reference for solving
the abuse of identity.

Keywords Identity information security,Identity authentication,Identity Authorization,Blockchain,Smart contract
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Hod, ASCIIC » ) 7R B ASCIL B4 o 35 % o A T &b 31
b v a
Y (W]Jerod(v vo(m) 6

Horp T« 3R 1 EBUE  mod J2 R Ak 8.

(D) FHITE eve WRTETVHIHE -

(DTFE e Xt oG B ILER d, B AL

mod(eXd,p(n))=1 (7

LG T A RULEAAS LR, BT L5, g
INTFAEAZE I PK=(n,e) . SK=(n.d) ,

ARCHT RSA FEvk AT T 38 I M A8 Bl 8 5 550 A 3R 4538 0
552 R3S 35 5 P B 0 15 BN AR W R AE £ B OR B i Ok
BT 58 A 3 T P 6 B 4 1 SR A R A A R A R A
SUEE P B T VE, EE S At AT L A R E A G
B, 2 7 2 BE T LA G Bk B P DR A RABH B JRRAT , sl G T FABH
M PHERZ2RE,

RSA 2G50 B4 F B0 o 85 o e, H T BB AR = 1
A, FERL AR AU 1024 HodR Or 19 B8R L T R R
el et . Mok A STy % rh T L R R R ot Rk A
B RSA A IRAREIRT X BAFHL,

4.1.1  HbriEH

FP s IRAA 2 gEAT VR W, 200 06 & 0 1 0 & 249
B w A v 2545 B O TR/ S5 30F B L 0035 4k B B 00 R T B 04 AL
BALAG T B 005 B AT A% . R TR O B Oy A A 5
PR SV BB RS 5 Bt i A AR AT A O A, A0 R
MmO B O A (& w M w) T A B O T IX B
BEMRAH , — B B0 d M E B S A KA, W FROR & 0 A
L), QR AR TE R RS B 5 BUR SS9 2 W R AE K AR AR 4k, 1T
AFR 8 FORT A . R R AR G R TR B 0 i S
2R T B0 FEMHE S L IR RRE B0 A SR TR
4.1.2 HorkiE

TESAT B O AL Z /T, T B a3 IRAA 280 Xt & 4y 47
YA, 2SR & 005 B AR 9 RREAE B, ik — 2515 F
MATHE u flw, B85 . AHSHEIESAH « flw Bk
O B R EA T E . AR TE B e I P A A — B
WHE 3% w Fw , RN % 5 05 8 A &0 HE &, 1) i 58 i
003 SR 24 9y 4 E 0 XU B8 IE L 0 4 S JH P AR AR AT B
BB, S it — 2 B BARAE . WREARAEAE « A w , R
FUE AT B A AR« (ARAEAE w R R B R
W A W R AR AR S A IR A — 2D R AURAE . By
BT 2 M BN ET — W h A4
4.2 EHRBENERSHEY

B2 W TERBETNER 2— S B A B HEREREGH
BRA A ERE. #—2. Bl s A r . Falk s R4t
5 B AR PK, . SK, ) Ml { PK; . SK; } B il it 4. 1 1742
BRI E, H T RABFTHITHN S G524, % BH 54
{5 B AWK, T WA LU I & 2015 B 8UE & 29 100G 7
WMEAXGE T RR, RIBBETR, GH 0L G0
BUM SRR,

(LDEAES

EANFTRHELE AN BEASETHRTEL. BEAFERT
Rk IRAA &3, i IRAA K S A T8 4. SK, =
(nsd)DMSK; = (nyd;) 53 572 H& 2937 I ARLVEE . i IRAA %
Vi AR AR B0 5 BRI MR A B4 . ARYE RSA 75 4

B BAMFELWT .
T =mod (T ,n) (8)
T5* =mod(T% ,n) €D

Hor T4 %R T Wd, R T4 R,

W B X7 B 453 0 25 0 45 A A 8B I A 4 B0, Rllo; L
FTAPAPK, = (e )MPK; = (n.e;)  WUIT 25 4 H 2% o X B b
BHEAL L.

C=TUv Uv; UPK;UPK; UTs= U Ts= 10
FIRTE WA Re & 2 C, BRI & 2% 30 R 70 0 A6 3 B3 1) B ) 422 A
BT A AR 5 SR, DL EEEARIE

FRELITEEFTURGHR) P Z2ELELNEREA
e, MARCBTFTLUCRAEIME RN E L Z HEAFEER RN
HEANZE 28 SO RN B 4 e A AR RE

()& A BAE

GEAKTEXRTHENBE RGN CHRUREET N
P A 14T 50 30 A X Mo R B R ACEE Y ST L
XA B M 4% 1A e A L T R, B AR UES P
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BRI AHRIE . B2 83 £, UTUBIEMT « A
B, B 5 RS0 TE R B AT A

B4 WEREA L C T IRIUH T B 0 A W AR E (S 2
P W 75 978 B s 20 T B 0 A A AL ) 4 E IR 55 A A A A
TE—MEMHEF w 5 2R A {8 hash (o) — B0, QR AFTE,
FRZH P B R A R .

F2H Ko fCARXRGHFG, #E—H M ARG FHA
S EE R A PK, e, 2 6 R L KT 5 Tol B4
— AR A, SRR U R B B O R R AR Y
Wy 7 9 B A T SR 1 2 SH B0 E s

%348 FAEAAAPK BIFRTESL. .

T, =mod((T{* )% ,n) (1D

WRBEBRNT. S5 C PHENFEAA T B4 —5%.
I B 2 4 TR A

MENEZLE IR Lk 3 B 5IE, WA & A% H
AR, XHRAE N 45 S LR HL R i A A5 A X B s
WA,
4.3 REDW

AR SC AT AR A B 00 S5 E 5 B ASURIL i A S A X B e 4 R 2
filt 22 1o IR T A A e R 4 4 A D A R NS B 7 S
MEZRGHAT 2 Ak . LTt R G4 2 ML 28 il AT 1 %
ST

DRGFEE

EHE AL T IRAA iy, 38 3 1% & i & 0y Fl A )
FRAE A5 B 8 U 0A A5 4 B2, 3R 45 T B 3 15 Rk A B Y B
EXER L ATUAEMRP AP CER. B 25EME T X
PLBE IR 2 L T Ak BT B 03 1 SR A 55 BRSO X B Tk As
A X el B R SRR T AEUE A5 8 B R T MR R T B R
AL A LA B AT LS FF 96 00E S5 0 2. 58 = T B0 v AR
AU TS5 G B O {5 B R S BB TD R R S5 A
TR R AR AT B 22 A 0, B DR B 0 A B B AT . o
DO, A SO EE T B O i - B O B A R £ X LR R A, B
B3 4 E 25 BB 1T A, B 2 h fb i IR 55 L £ i 1 WY
B OGB4 55 5 BARE AR RAT L S 4 AN [F A B )
FEALEE 0l 55 1) B O BEAHE A TAEAE A RS BB R AF Y
T R,

(DR ERSE

FE B 00 VM S AR b, 5 R A A TG B K B O RN A )
FEAR B HEAT WA ST . 3 {5 F7E 6 1 B 003 T8 6 v 1) B 0 1
SRR A A S 0 A LA 20 1B B R U R T SO BR
AL K, 7 B S AIE o AR R B A A e A A R
Fixf b AEAR Sk FE A SO B R P R AAE %4,

ASCRH T T RSA R 0% 91 A U B 7 4 24 Bk
TREE SRR %4, RAEE S EIHE B MG ARG R
AT AR B ws v, w X B8 B O35 B P A 2 E i 3 2 o
B B0HE R, i 2 AR o KRR e AT IR KB AR E p s
qCpsq A TFD AL TC B A5 B BR A PR AL o () L 1T () J2
ERH SK= 0. d B4, Wik, REFEFIES
25 C & A PIGAE E LR (10)) , RSA 223475 9% 1l LU i
BREA NG 4,

* 2 BEBIAT R R

Table 2 Advances in integer factorization

— 3 + # N — + # N
e sk D L
332 100 1991-04 576 174 2003-12
365 110 1992-04 663 200 2005-05
398 120 1993-04 768 232 2009-12
431 130 1996-04 795 240 2019-12
530 160 1999-08 829 250 2020-02

FIA AR RSA BT Mo B K By 5 A Y R
TEAR B M A2 v 55 RSA Az iU 4 0 G ok (L X (5)
A C6)) G R R R B & R . A 4 X
58 RSA Bk A SC 18 DR 19 B35 R T & 1 il (Brute-
force) PEAT WA , T ih FERT AN 2 3 FR 51 BB A n WU LAY
P v AR AR SR 5 MO B TR R FE IR 2 B W . b AT
U B R SR N A BR T PR AT RL BT B R L A 4 e L TR
REA L0 B9 AR L JE — 20 3R A R BT Y %2 Ak 5 T SEE

#* 3 Yk e
Table 3 Attack time

CHLAT :ms)
n fL kK /bit % RSA i

64 26.8 30. 2

128 342.2 449.1
192 2763.0 2962.0
256 102619.0 110360. 0

5 IWiE5EfL

ARSCSH T BIAA JEAIR G, A&l 3 Fros , T 003 By 42
FERM AT SRR, BB AR EPUKE IRAA
LRI Be , HBC % . Ubuntu 18. 04. 2 LTS #:/E & %5, Intel i5
DU Ab BREE A 1. 6 GHz.8 GHz NAE B B B 03 5 B L
Lty | 2 AR DKOR 2 28 3

!'?rammnn il

B i Bkt SRR
i

|

LE3
i g

l’i

3 BIAA BRI R4S
Fig. 3 BIAA prototype system

5.1 ETFHRSBRM_KSMENSHEIEER

(DIRAA Mg Jvj B [A]

AATIR T AR SHCR IRAA L & 315 B
B ) A= A FA B FE I 5 2 44 FE I, SE B FE &2 50 . T T
FR B O 5 B IRFEIT , T2 KRR I8 W K IGFE I, T3 IR A=
WA FAREIS . T4 R BT LB RN . TG4 R MK 4
fr

4 X IRAA WL ) 9 5 0
Table 4 Effect of v” on IRAA response time

(A7 s ms)
e Tl T2 T3 T4
8 4003 2510 33.4 0.55
16 4003 2510 35.2 0.78

32 4003 2510 58245.0 0.38
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MR L S — R T DR Y B () MR 5 AL

F A MR THE v 256 HLAREAL .y 1024 FL AR 14155 5L
T oo A EERS IRAA 2 b £ 4 i 07 B 8] 14 52 R, 2% 8 3] 5
B e & —AFERT 5k B2 AT X o 80T 4R b #E
o <mod(¢' ,27) , Ko () B RF AL B4 /N 2 0, N 4 BT
B o (0 B, A B2 D A 1) BSF ) AR A L A b el A
R 2 A VA AT B R X 1 & VB ) BB B R R R A
SR N B 5 o, A A ET AR 9% 2 e 5 % Ak Y BLR TR R
Fe AL o B KN

F5MIKX TAES N 16 HAFNOL o0 S 1024 H R A9 155 150
T oo B BEXS TRAA 2345 £ we N7 I [B] A2 . v DAFE 1 o
B4 B AR A7 B80T 2 LB 104 A= RS TR A — A2 R, o A, AR
N FAGTIG FE RS L 22 3 I ARLBE iR B D

F 5 o XF IRAA W 7 I A] #4952 i

Table 5 Effect of v on IRAA response time
CHLA]  ms)
EES T1 T2 T3 T4
256 4003 2510 35.2 0.78
384 4003 2510 38.1 0. 64
512 4003 2510 48.6 0. 89

6 MK TLE v 256 LRFAL W g 16 LbRe L 19 1 A0
Ton MR EE XS TRAA 28 vt 45 75 T 17 Bof (5] 9 5% 1) o 04 8 L
BT A RV K B K AR R MK, %4
PR . FTLUE s o0 B9 B X AR A FA S I IR A — a5
Wi, n Ry 512 FARAi AT FERT Fc 2>, 1 024 HLAR IR Z . 2048 L
FEOLAERT B 2 o FE A AR AL I BE AL/

6 n X IRAA W R A ] f) 52
Table 6 Effect of n on IRAA response time

C(HLAYE  ms)
n fr K T1 T2 T3 T4
512 4003 2510 11.4 0. 35
1024 1003 2510 35.2 0.78
2048 4003 2510 24.8 0.56

(DIRAA HHETH#E

AN T AR 7 B 015 B 5 48 Ik E BB 4
B AN AT Y CPU 5 7 5 3L i 4 TR
ARBBR CPU G RMEFIE 1.5% ~2. 5% Z 1. A7 5
RERETE 0. 100, 0] WAL T & A A 1 55 98 R AR D L IR
B4 AT LS IRAA Ak D 6E .

30
-~ CPUE A% - AFLEAR
25

20 M
1

10

A E/%
&

05

0
1 2 3 4 5 6 7 8

PATRE/ K

B4 IRAA PUTEAEDE G CPU 5 W AF 5 %
Fig. 4 CPU and memory usage during IRAA operation
5.2 ETRHREMNSHEIISENRFERER
7R 3K B8R B 8% Hyperledger Fabric 7F Jy X 3 4% )i )2 F
BT 2 5 RS WM E T ETF Fabric i & 3 EMNES &
By FALEE IF 905 T AH R 19 Be G 20 LS I B P VBSIE S
BRI 55 28T B 5 Fabric W4 A &A1 7 31,

F T DX YRR 9 4% G

Table 7 Blockchain network configuration

AR GL Ubuntu 18. 04, 2LLTS
43 Intel 2. 10 GHz X 32
W #/GHz 32
W % # 5%/ (Mb/s) 10000
Fabric g & V2.2.0
Rk Raft
IR SL Ubuntu 18.04. 2 LTS

B s— B 7 M T B i TR AU R RS A
PEREFE AR - S RE N - A 2H MR LA RS 52 1 38 5 ko 2R )
By W R AR — RIS B K P s AR R R 10, |
10 AE PR 2% 8 5. |5 AT 4.1 1 3 560 0
Ty B Y A A5 5 2 AE SR ) A R B b 2 5 ) K ik R
B 5 25 T 10, 7E & 3% 2 1000 B 3K F £ &, S 960 TPS, B
Joi I B o . S35 S R B ) e A Bt R R A R G i AR
FEARS o 7 & 2 O IR B 800 2 )5 o FiE I 3R 39 0 L R A 52 B
RERKRY - ERER, SBERTENL S, REREME .,
MIEW R S itk £, S 803 5 4 B SE R 1 hnn . P& 6 3
T 4012 TR B0y S UE T R A9 A i 7 ) 4E A I TE] B O
YUE PO B B O R kAR R B R R B BUN L R E S
23 k1 R A B AT FE X L JE A 1 AR 5 AR L B
HEWEM R EE L A S R %R R R
#£3000 TPS 2 47, 4 Bl 308 322 A% T BF £ 7 W 2 R, 1R & 4R ¢
0. 1s, B 7THHT 4.2 W& AR UED)RE MY TEREE b5, &
YIS UEAL G P B Oy B0 IE L B B0 V25 IR E AL S A1 B
BAMKA 4 A T8, B v fE e % T & 0 i W o f

1200 35
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& 60 ToE
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Fig.5 Identity registration performance analysis
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Fig. 6 Identity identification performance analysis
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Fig. 7 Contract validation performance analysis
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GHRIE A B OME BT e M AR SR T — T
X B (9 B 3 SS9 5 B2 UML) (BIAA)Y . 2 ML SR M 3=
PRAE Xl 55 3R AT B 3 452 B $& AL AT A0 B 30 A R AR W AR AE A
§ SR S N NE 2 R 7 W O R B U R <
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