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Network Reliability Analysis of Power Monitoring System Based on Improved Fuzzy
Comprehensive Evaluation Method

BING Ying’ao' , WANG Wenting® , SUN Shengze' , LIU Xin® , NIE Qigui’ and LIU Jing®
1 School of Computer Science, Northeast Electric Power University,Jilin 132012, China

2 State Grid Shandong Electric Power Research Institute,Jinan 250013, China

Abstract Network attacks emerge one after another,and the importance of risk management and control in the power industry is
increasing day by day. However,complex and new network attack methods, missing system loopholes in production equipment,
and the complexity of the integration of physical and information networks will undoubtedly bring forward the risk management
and control of power monitoring systems. Aiming at how to comprehensively,accurately and reasonably judge the network relia-
bility of the power monitoring system under the comprehensive influence of multiple factors,a sound reliability evaluation system
is established,and a reliability evaluation model of the power monitoring system based on fuzzy evaluation is proposed. This paper
starts with the loopholes existing in the equipment nodes of the power monitoring system,and comprehensively analyzes the risks
in the system and the environmental risks outside the system,so that the power monitoring system can be safely graded during
the operation process to make security decisions. This method adopts network security classification. The standard is combined
with the industrial system vulnerability database to establish an evaluation index system,and the reliability evaluation index is de-
termined from the three aspects of network communication reliability, business reliability, and system reliability. The reliability
analysis of the power monitoring and monitoring system is carried out,targeted maintenance is carried out according to the evalu-
ation results,and more accurate quantitative indicators are used to achieve fine-grained risk assessment in the evaluation process.
Finally.a set of semi-virtual system environment synthesis is built for power. The risk level and reliability of the power monito-
ring system are analyzed and evaluated to verify the validity of the reliability evaluation method.

Keywords Power monitoring system. Gray wolf optimization algorithm, Fuzzy comprehensive evaluation, Analytic hierarchy

process, Network reliability evaluation model

T HL 7 B B IE AT RS AT R R G A R AR AR 2 R
S PR F R R D AR Gl 55 B S B s R S B e 2 R
ATl — B R U AR P B AR R T s — 4y, B A AR L KUR: By B e A A R SR L S 3 U 1 2%

il

HEWUH - MR A A BT (520626220029)
This work was supported by the State Grid Shandong Electric Power Company Technology Project(520626220029).
AR . T30 (13853115319@163. com)

220400293-1



Com puter Science FFEHLEI2: Vol. 50, No. 6A, June 2023

ol B8 A W7 A S ) 46 v A ATl A A A T2
IR B A A A T i G Ay HL ) 3 A R RE R B AR R TR T
R Al B oA RS SO T R L ) R R AT AR
A5 A A 5 Y XU S X UG TR N A B BIE Y AT T A T IR B
BIRF TR o TS A AT A BIF S 32 R X A A 10 ) 2 R AT
PRI T8 3 % v g A AR ) e P B AT 20 ST A L S R
DR 42 o B B S VA AR SCER R L AR RS AE I R A
RS o B R 2 T ks PR R O 2O 85 8 J2 o B SRR T
i 77 KoM D M R G XU K. HRE O R
W8 VPl B4 RS R IR PG I BT T A R AR A R 5 R
WL T3 M A AR A O 0% 22 A VT A 8 A RO R A RO 2 A KU
PRAR AT LA 5 0 B2 A A 3 B BT AR SR AR L E e N 4% &
4 RS B PP T 552 B ) 46 AT 5 1 T A R O i 41 TR
ek B 2% 1) e 55 A5 B fE TR ORI ] A A R A
s ETEAG R S KBS R PR 43 S E TRV A R E
VAL o R PRI B0 I AL 4RV A BE SE A T I O B B
I HL TG v % WM 43 22 A MO T RE S R R Ok . s 22 AT
At BN 7 1 BE B WL I8 I AR G A XU S 4 e R X
A7 BT I 2 T Tl PR R G A5 B % AT A B BT
Jr Tl

SCHR LT T3 o 4B A4 Ao 2 19 225 #) 7 200k KU 22 v 37 3 A XL
W HE AT IE AR L 3207 T 0 KD S e L RS AT T LY
WAl Ris g N SR B TR 2. SCik[ 12045 T B
B3 T 2 [ B e B A G s M SE R R AT T R
Yang 5§ T — AL T AL R AY R 2% LY A KU PR
i 355 T R 4 THT b DA 19 4% B B 11 AL RO
WS L A5 B A A ARG . 0% 7 6 T AL g M R R % KL
W6 1) 3 I A 3 e EE— AP Ak

A SCHR A8 H, A 2R e 1 I 4% S5 A L 5 G e O R
FRGEVC A 1 T B 55 T AR AL 55 38 15 1 A B AR 1 S AR L
4 AT ST A B 8 TR RO T R A R IR A AT A A R A
LA AR bR AR R B2 AT 18 B 285 74 7 30 I &
SRR — R B ) W R S A TR PRI AG AR . T
HL W A AR O O I 4 S A O T R R BB S S B L
W R 0 AT Y £ 5 TP A B ol T M A AR G I T A R
JEE Sk ) 2% 222 A A BB PR B LA 258 FN 9 5 .

2 BAKERSTEEITMIESLS

H, 3 W 4 2R 8 A A 0 T T A AR v, T A TR 3R X
0 AL R X B 246 B4 AT A P T AR T D RE PR RO R R AR F
T3 EH G g B WUIMACA WA P2 . 32 WA 14 e o 2
Tk TR 28 56 A B, i = — S Y B LA L T ORI AN S5k = T R
U 3B TR B R BT A SRR SR I 1 2
IIMT RS AL . J2 U HT 1 X Ak B 22 B 2R £ R I T
FWHA O 3 R U E A P RS Bl
5RO IR 5 B0 T AR L 5B T AR AR LK LS R LA &
Ao A ) M R G R PRI AL 45 R T A ER AT
2.1 BROWE
2.1.1 BR&GMBER

JZ U S5 R AL Y B i = R R B SR FL AR, P )R SRR D R
3R JR TR e 5 58 . A SCRE TR R O3 BT vk A i )= B9
JE G5 AR IR A e 3 PR 2R BB A S TR A AT AE AR A 2 B
N AT A E A B . PR RR N BARR L IRE N

HWEZ ., KZE5H1E % IR H R A E L 4 .
2.1.2 M p B4 4

Wi RIS M J5 75 ST A 48 b5 T 1L Bk e R i A T
ENENINP-TA R el i =S ol o =8 A S 1 P11
Ll 191 4 B 2% S PTA T, 4 s 4% R 3R A% T R A R L 4 2R B
BCHIBT R R . 3R 1 0 0 T S M S G e X L, ) BB A
H (D s

a; =— (D

1 LHIbRER

Table 1 Proportional scales
H&iHWEX £
F%EE 1
HMEE 2
RIEEE 5
B EE 7
Wi EE 9

T AE 45 ] B Ay o 18R 2,4,6.8

2.1.3 EREBHFAL—FEEE

i e TR R 2 T 2 U B O I 1 5 £
FH N FRTR Ao R KR AE (L 46 JUREAE 1 6 W 347 00— £
AEBE L W R R X AT PE A E A 0 B3R R
FHE P 5L LW TR ST 3 BRIl 1B 2 o, =1, 408
TR ¢ AR AT 1R A D A0 R IE R R T
Tt A 7 R R R R A AR I 2 3 ]
1 W — B I — AR B A s BRI B M Ca, >
0sa; =1/a; sa;s = DB KRFFAEAR An =0, 2 HALY 2A=n i,
M g — SO o R A —n BB /N2 0 B R M R

AN—BUERE A LU n RAFEEZ R M9 — PR B L
TE R W DR 25 K
BEXTJR U &5 28 . HEAT — SR 06, — BME 1R AR T

CI 7. CI Wizt () Fin . CI B 85 R o —
BHEMR, — R E XN .
Amax — 1
n—1

— B ESRAR CT R 0, M Z W B HE P &5 R B A 58 & — 3
PE AR 0. 78 2 WA HE 7 45 3L B oA W] 3 2 0 — BObk s 4%
B NI % N

R T CI RS TIPAG  R B L — BobE 46 b RT3
(L
_CL+CL+--+Cl,

A RT AR THET A Xl i 52 2 WS g X Bk sl
AR ML A U R 4 T CT AL AR5 U AR AR L B R
(B R R B8 RI (B -5 AR FE By B X0 R SC & L Ik 2 B g,

F 2 LY FE
Table 2 Corresponding matrix order

FE T I % RI

1 0.00
0.00
0.58
0.90
1.12
1.24
1.32
1.41

Cl= (2)

RI 3

[ IS IR= NS, SO SUR )

220400293-2



VIR L A5 - T R RO £ PRk B9 FRL 7 M AR A R 4% T S R 0

i I A 0 A K CR K 36 A M 9 — Bk b S B AL st P o
BN BR2E 15 A S R R AU T

o Cl
(,R—RI 4)

CR<C0. 1,3 7R 40 B 8 1 — BOMEAS 30, 75 W Al
2.1.4 BRBHFALE-SBLE

W 0 B 20 B AR 2 0B HE R DA SR 2 R AR
1. 04T 2R — B 5
2.2 HEWZEEEMNZE

S BRI 5 5 VAN 10K F g W 2 R 0 0 W] S P Al o A2
TR — S BRI R 5 s B 2w s Ak, AT LR BT
fr. ZER . ZHEZHB I WEERG N FERE, # o E R4
TR 2T R 2 1, 22 4E B 43 BT i 00 W 158 3R 400 1 ] M A A
T B — A BE AT T A 3 L BRI O X R ) M R G 1 45 0 4
B DAL A HE G IR A b 5 Wl B Al %ot 2 1 B AR 0T

Wk 2.1 1 E A TSR TR B AT by SRR B A B
RO 56 R AR L 9K 5 TR S B 1) 42, AT 75 B 25 5 37t 45
A% Wb Sz e A ) W AR R G T SRR
2.3 EHEREHRE

R S T] 1) 480 2 T 1) K Tt LR S B 9k 43 O O 1) R IR
Ti] T ot (&1 A R R S T

IF [ 0l Pl A S i NG B A B . AT LR
2T X B AR 0 B0 )RR SR LR R 4 5 32 e Y
FHLIEAT R R T A R 4IRS Y 4 R 0 A 4 A
R4 T 45 RS S IXRE A i A il e 2 B I

Tk 0 OF 1) A R v R R B T 19 B bR A IR
WS R RGN AT B3k Y T A 2 B AR B0 R R AR R
Sk N B RS A S R T LLBI A B AR 0T W AR TE
M R e g R T O B AR L ) Tk T B A U R 3E S E AR B
BHEOAE O PR 2 B vk R AT o AR L I 1 D ik
A RAESR AL,

G| %
(TR

&1 Bk B A U 4R
Fig. 1 Attack graph generation framework

2.4 WIRMUHEE

IARMALTE: (GWO) R @2 8:0 5 4 FhZE AL A JRAS L 450
TR KRR 3 AL IR RIS B AR AR
g Adr, GWO SR BOE MEAE N o, 85 RS = A R
T5 R N BAr 4R BRSO BRI MR R E R w.

AR B W 0047 S 5 SH

D=[C* X, () — X | (5

XG+D=Xp(t)—A+D (6)

OO RRKME BRI &, 2 (6) R m KR AL & A2 e
O, Horh e FoR BB i A iR C R REL X, N H
RO E X NIKROALE . AFIC HRBXITF .

A=2a*r —a D)

C=2-r (8)

a WS H ¥, HAR R 3% AR B 3 I W s L
Sy BEATL AL, A HL L0, 1].

LR S B E AR BT AR 8L B RS A o WA T IS AR
] 5 AR AL, A SR AR AN 2 () BT

D.=C « X,—X|

Dy=1C, + X,—X| (9

D;=1C; « X, —X|
HH.D,.D;.D; 53 513K o S F1S 5 HAWA KA B BE B

X Xy 1 X, 3 9IMREE a s pAI O M AT EC L Co s G
EBEPL M, X YRR A E

X, =X,—A, » (D,

X,=X,—A, + (D) an
X;=Xs—A, *« (Dy)
RUESI (o €24 av

KA RRIKIR o MK o, fF S 7 T 17 HE 5, i
LR E R QD ERR,

3 AIEMSTIER

3.1 ERESTHHNENET

TS PR b R A B AR AR Y R A R A A A G R
T RG AT a5 R0y M98 R 40 90 2% KUK 3T A 45
KR S5 E TR 28 4 S R AR S RBEARTR 55 %R
B S5 GARAP B SR T A BRER I 5 AE R 4% 22 A X B
B BT RIS T Y L B L 4
B BTN 55 09 22 42 25 A%, 1 R 25 Dy M A5 IAUBS: Ll 55 R
W ARG XU 3 4> J T 25 0 5 v g M 4 AR 4 I 4% IR T A
fEbR IR FR, WK 2 FiR,

N T Ek A

)

# M%%AEek
Wk

" L5 EEAR
# VHEEE
£

ﬁ A A
% L HREREE
#

i

) [ cruilAx |
# .
bl HEAIE
g EE A

& 2 H WA AR G 4 XU DR FE bR R R
Fig. 2 Network risk evaluation index system of power monitoring

system

TRFREERE S /N 3 KA HR . 11 A0 FE b, Hovh, T=
(T, Ty, Ty )= A KU b 55 KU, RGBS

PALFEFRA A T =Ty T, Tos ) = { ARBi TG FE ST,
KA T e, B R et Ty =T Tors Ty s Tou s
Tos } = Ol 55 B P 55 Y5 [ 55 PRS2 4 ol 55 B30
AL M 543 K} s Ty = { Ty To s T b = {CPU FI I &, ]9 47
IR MR,

PEM SR HESL 530 5 AP 8 b o o0 2 R B L IE R LI
BORE JUE R 3.

220400293-3



Com puter Science FFEHLEI2: Vol. 50, No. 6A, June 2023

#3 PN IRR
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Table 4 Risk indicator judgment matrix
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Table 5 Judgment matrix of communication risk indicators
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Table 6 Business risk indicator judgment matrix
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Table 8 Weights of communication risk indicators
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Table 9 Weights of business risk indicators
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Table 10  Weights of system risk indicators
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Table 11  Indicator weights of factor layer
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Fig. 4 Convergence results of improved grey wolf optimization

algorithm
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Fig.5 Schematic diagram of weight results
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Fig. 6 Topology of thermal power generation simulation scenario
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Table 12 1P addresses of thermal power generation scenarios
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Table 13 Vulnerability points of thermal power generation scenarios
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F 14 KRB RR R SR

Table 14  Single factor scoring results of thermal power generation
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v, Vs v, %

Ty, 0.3 0.3 0.3 0.4 0.2
Ty, 0.3 0.3 0.3 0.35 0.2
T, 0.2 0.3 0.3 0.25 0.2
Ty 0.4 0.4 0.5 0.35 0.2
Ty, 0.8 0.8 0.85 0.3 0.2
Ty 0.3  0.45 0.5 0.3 0.3
Tyy 0.3 0.4 0.4 0.3 0.3
Ty 0.7 0.8 0.85 0.2 0.2
Ty 0.2 0.4 0.6 0.3 0.1
T3z 0.3 0.4 0.4 0.3 0.1
Ty 0.4 0.5 0.5 0.4 0.2
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