wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

EFFlexUDARBIEISQLIENE WA
TEF il KRE, @lnE

SIRAAX

EBF EB KRS ZINEETFlexUDAREAISQLIENGNAR[I]. HEHRIE 2023, 50(6A):
220600172-6.

WANG Qingyu, WANG Hairui, ZHU Guifu, MENG Shunjian. Study on SQL Injection Detection Based on
FlexUDA Model [J]. Computer Science, 2023, 50(6A): 220600172-6.

BUXEEE (BERXINE IE JEREENE)

Similar articles recommended (Please use Firefox or IE to view the article)

EF T4 TR NINEREIRBERIS TG

Remote Sensing Image Change Detection of Construction Land Based on Siamese AttentionNetwork

HEHRIE, 2023, 50(6A): 220500040-5. https://doi.org/10.11896/jsjkx.220500040

ETHERMSNFRES D ERFGIENDE
Semi-supervised Semantic Segmentation for High-resolution Remote Sensing Images Based on
DataFusion

HEHNRIE, 2023, 50(6A): 220500001-6. https://doi.org/10.11896/jsjkx.220500001

ETFHESRNELF B BEEBESER
Online Semi-supervised Cross-modal Hashing Based on Anchor Graph Classification

HEMREEE, 2023, 50(6): 183-193. https://doi.org/10.11896/jsjkx.220400038

ETSESERNININSEE T AR S EE

Multimodal Generative Adversarial Networks Based Multivariate Time Series Anomaly Detection

HEMREEE, 2023, 50(5): 355-362. https://doi.org/10.11896/jsjkx.220400221

—FETFTGRUMFEEREZREFERNTE
Semi-supervised Network Traffic Anomaly Detection Method Based on GRU
IHEHEIE, 2023, 50(3): 380-390. https://doi.org/10.11896/jsjkx.220100032


https://www.jsjkx.com/CN/10.11896/jsjkx.220600172
https://www.jsjkx.com/EN/10.11896/jsjkx.220600172
https://www.jsjkx.com/CN/10.11896/jsjkx.220500040
https://doi.org/10.11896/jsjkx.220500040
https://www.jsjkx.com/CN/10.11896/jsjkx.220500001
https://doi.org/10.11896/jsjkx.220500001
https://www.jsjkx.com/CN/10.11896/jsjkx.220400038
https://doi.org/10.11896/jsjkx.220400038
https://www.jsjkx.com/CN/10.11896/jsjkx.220400221
https://doi.org/10.11896/jsjkx.220400221
https://www.jsjkx.com/CN/10.11896/jsjkx.220100032
https://doi.org/10.11896/jsjkx.220100032

http: /www. jsjkx. com

DOI:10. 11896 /jsikx. 220600172

Sy THHF

£ T FlexUDA & 8 SQL SE N A5

EFEF I "E &AIR#
BRI AFEE IR NEK
(2078125631@qq. com)

& 1 650500

H OE ANFREFZIFTEANSQLEANAFAEHRERARLLE ) FHEAIMESHORNA RET AT FEFFZIY
FlexUDA A, % b at R 4E 5] 69 JB AT A 55 2 AL Fe 030 HF T 2, R UG i@ it 3+ 5L TF-IDF 18 % AR 2 S48 #4738 5%, 50 #
JR 5 BN A 3G 18 )5 09 33542 A TF-IDF 4= Word2Vec @k& F ik 347 &) T4, & G 4 A FlexUDA £ & 3479 % , 5t 45 DI % 45 09 4L
A5 AR B AT A AT, 34 R AU L FlexUDA B2 A U2 A 1000 £ A 4 & 4 3 4= 100000 & A7 L 448 3479 4, 3t
KT 99.42% 6 A F A 99.23% 69 B @ F AL A BRI AR, R IR T £ AT e 2 Ll A, T AR AT R SQL iE
N PR AR A B R R A A A R A,

KW SQL EZAAM; F B HF T A B EHREWIE 3 SHE

REESES  TP393.08;TP181

Study on SQL Injection Detection Based on FlexUDA Model

WANG Qingyu, WANG Hairui,ZHU Guifu and MENG Shunjian

Faculty of Information Engineering and Automation, Kunming University of Science and Technology, Kunming 650500, China
Abstract FlexUDA model based on semi-supervised learning is proposed to solve the problem that insufficient labeled data is
easy to cause model over fitting when deep learning method detects SQL injection. Firstly,the collected data are preprocessed by
decoding, generalization and word segmentation,and then the unlabeled data are augmented by calculating the TF-IDF value. The
original data and augmented data are vectorized using TF-IDF and Word2Vec fusion algorithm. Finally, the FlexUDA model is
used for training,and the trained model is compared with other models. Experimental results show the FlexUDA model only uses
1000 labeled data and 100000 unlabeled data for training,and achieves 99. 42 % accuracy and 99. 23% recall. Compared with other

supervised training models,it shows better generalization performance,and can well solve the over fitting problem caused by in-

sufficient labeled data in SQL injection detection.
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Fig.4 Experimental result curve of FlexUDA model
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Table 3 Data augmentations experiment results comparison
AL 26)
Model Acc P R F1
Xk [3] 99.52 99. 15 98.72 98.93
FlexUDA 99.42 99.01 99. 23 99.12
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Fig.5 Data augmentations experiment results comparison
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Table 4 Comparison with supervised model
LA 6D
Model Acc P R F1
LSTM-RNN 98.91 97.32 96.43 96. 87
CNN 97.28 97.52 98.17 97. 84
FlexUDA 99. 42 99.01 99. 23 99.12
R
3
:
Ace P IS F1
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Fig. 6 Comparison with supervised model
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