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Robust Federated Learning Algorithm Based on Adaptive Weighting
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1 Department of Computer Science and Technology,School of Information Management, Jiangxi University of Finance and Economics, Nanchang
330013, China

2 College of Mathematics and Computer Science, Yichun University, Yichun,Jiangxi 336000 ,China

Abstract Federated learning allows multiple data owners to jointly train machine learning models without sharing private train-
ing data. However, studies have shown that FL is vulnerable to Byzantine attacks and privacy breaches, this problem has not been
well addressed by existing studies. In the federated learning scenario, protecting FL. from Byzantine attacks while considering per-
formance, efficiency, privacy , number of attackers,simplicity and feasibility is a challenging problem. To solve this problem,a pri-
vacy preserving robust federal learning algorithm DP-Fed AWA is proposed based on /;-norm distance and quadratic normaliza-
tion. The proposed algorithm does not require any assumptions outside the training process and can deal with a few or a lot of at-
tackers adaptively. In no defense setting, DP-FedAvg is used as the comparison baseline, while Krum and Median are used as the
comparison baseline in the defense setting. Extensive experiments on MedMNIST2D data set confirm that the proposed DP-Fe-
dAWA algorithm is safe and robust to malicious clients,and comprehensively outperforms the existing Krum and Median in Ac-
curacy » Precision, Recall and F1-Score.

Keywords Adaptive weighting,/,-norm distance, Quadratic normalization, Byzantine attacks, Robust federated learning, Differen-

tial privacy
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wi = LocalUpdate(w,D,b,n,T,5,0)

ot

6. Al wi g IR 55 B
7. end for
/M5 # B AL R 5L

8. fori=C;,Cy,e+,Cyn do
1

9. TS;‘*dfi

0, TS <o
sy

12. end for

M

13, w= 2 wi// RS 2B AR
i=1

14. end for

15. return w.

x1 BT RAEEX

Table 1 Mathematical symbols and their meanings
Symbols Parameter meaning
w Global model parameter
D Local dataset D={D; ,Dy,+*+,Dg }
b Batch size
7 Learning rate
T Number of local iterations
o Differential privacy parameter
C Gradient clipping boundary
R Global rounds
M Number of clientsselected
P Client sets P={P;,Py.*.Pg}
6 ZEMTH

AT R B4 00 B v i B 2 A e R R R o
T,

EE 1 £ DP-FedAWA B ZEH . ZHR S HAER S
HELENRRBER S PR L TN AEIEMER .

IEF .7 DP-Fed AWA Bk, £ 42 5735 S 4 I 4
— AR, £S5 EEERE L REE A fle A
T AL M R SR S N R I BN b i R R S D AR
ZOBRAMMER, HEERIE 1 Step6 1Y i i 15 75 14 b 1 2
W o=cAf/e, Hc* >>2In(1. 25/8) . W o] £R3E 5B vk p A — 32
YILAR I (e, 0)-Z B Fh . BE 2RISR EH R, &
MR ACRECH T8 2 MR 95 22 53 B FA 09 415 P 5T 7] 1, DP-Fe-
dAWA 578 B0 L (RTe , RTS) -22 4> K fh . A I, 7T LA B
RESHEIRFHBGEES 5 H LT WS ML g, I GAN

Mgt 0 B I e e A B a4 B 4 e
SRR th 36 T IR 60 5 8. B8N AE IR T it Ao
I 25 KO R 2 8 9P KO0 T AT 5 08 B RS 2 1 1
T B4 5 R 0 B

EI 2 DPFedAWA H ok fE U5 HEH0RE 5 B2 2 . 92 9
5B A 1 LA

SIE I« FE o7 B 1 45 D, 3 5 26 2 4R B o, i
RS, BSR4 D, %% BN B R R, . N T Gk R
B o iR AT R B0 . o S oo, | RS TE AL
Wer, B B, 00T B, ™ dy o MO, 109 U8 40 TS, <
1/, e oo, TR B A oI T B LR B 4 0 TS, 2 B
AN B A B TS, 2k, 23— I — {6 IR . FF 7 BE i

TS,

%E’\J:‘(ﬁﬁﬁcﬁj\’l‘s/ewiﬂéﬁd\ o B HRIE—fL)5 .

TSy

FE 4R BEA AL TE 1y —
U — A S5 o AT Ar] 2 BN A Y S T 40 4 1 0 T S AU A A
T 1] LA SRS 4602 3R 5 rh e A0 B A R 4

0 DP-Fed AW A 553k BE A% HR BT T o5 Jge T i 52 BASE 7 1Y)
BHERE.

7 EBWERKRSH

7.1 HiESMER

A T T MedMNIST v2 U480, X2 b
T 38 38 R A W 98 N D33 A 0 A 00 R T R MINIST $edii 48 . %
B AR R A R = A W R A TRR A3 28 1 R AR R £ 52 30 %K
W ALHE 12 4> 2D U SE (28 * 28,224 * 224) F1 6 4~ 3D B4
(28 % 28 % 28) R T AE W IR 2 R P ) F 2R LKL 2
FEARIAE 55283, X T 2D B4l 4R, X FF ResNetl8 Hll Res-
Net50 278 28 % 28 Fl 224 * 224 43 ¥R b k47 Wik ; % F
3D B HE 4, X HF 2. 5D, 3D, ACS % F1 ) ResNetl8 Fil Res-
Net50 ST . [FHF, 38 385 3 B [ S LA 2% AR auto-
sklearn, AutoKeras il Google AutoML Vision, 7EAS CH , N
TR T 2D B 4R P Y BloodMNIST, Organ AM-
NIST # OrganCMNIST $ds £ 479250 IF R EX S 5K P
i (B o A ). B AR R ANk 2 B g, BRI IE Y
ResNet18(28 » 28) .y T fRiiE LB i 22 -1 T A5 92 5 2 1K
ML b 3 G5 R 1V B {EAE 9 T B P B Ha Ar

* 2 BURERMR

Table 2 Description of datasets

W/, d Tl L, 25 P

TS,

Training  Verification Test

Dataset Data type
set set set

BloodMNIST2D Multi-Class(8) 11959 1712 3421
Multi-Class

OrganAMNIST2D an 34581 6491 17778
. Multi-Class

OrganCMNIST2D an 13000 2392 8268

7.2 EMIER
I HEHG 2R (Accuracy) K £ (Precision) |, A [l % (Re-
calD Fil F1 #£43 (F1 -Score) 3% 4 4 ¥F M 45 #5 2K ¥F fli DP-Fed-
AWA BIEAERFS BT Rt RE R 2L .
Accuracy=(TP+TN)/(TP+TN+FP+FN) (14)
Precision=TP/(TP+FP) (15
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Recall=TP/(TP+FN) (16)
Fl-score=2 * Precision * Recall/(Precision+ Recall)
an

Hor, BLBHYE (True Positives . TP) 2 7 # 1F B #1143 47 1E 14
PR B A 5505 118 B ¥4 (False Negative, FN) 26 75 8 48 i Hb %) 23
5] B FE A 50 s B 1 (True Negative, TN) 278 #% 1F i b %l
43 R TG (R BE A B B BH 44 (False Positives, FP) &R # 45 15
b 43 S TE B (Y RE AR

7.3 EWiEE

W 2 S HE SR R B 2 AL R A 2 ST HE LR B T Py-
torch BY% 7 3ty /IR 55 45 284 . FF o JE Bty 3 205 R i il
(Gaussian attack) . 33X B3 77 35 5 S 8 w028 Jmy A 0 S 8
AT ey e il 55 2% SR 6 — BRI 2 R R, Bk Ty sk 2 5
ARE T R A R A T, b AT Rk A T T (o,
o® ), E R S AU ARTE 22 0= 100, I HAE Ry JR 3B A 1 A 2 80
HEATAE IR,

LRI J S50 S 80k B AR X itk i R . 3 A DP-
FedAvg L VE N H A L4 X P B F L % A Krum 1
Median HEE R LB BEL . 3 MiiEE LB HS B E
H AL AE A Adam, #5125 B ECA Cross-entropy s batch K/N A
128 . Al epoch g 1. 22 B FAPIST € 29 1.6 5 1X10°°,
T T =X Ay A A AN I R e A e B S v R e T M L
Beg o] H g 0. 01, FE 2R 2 50 % A1 75 % B, 2% 33 R 43 5] ik
o X F BloodMNIST2D % dls 42 . % 7 b 15 il S AR 20,
RBEPLERE 10 W A S 514k, 2RI i 5 1004 T
Organ AMNIST2D #4542, % 7 o 35 L S 4K 60, 4 4 Bl Bl
W10 AW ES 5%, 2RI A5 80; % F Organ-
CMNIST2D #9054, % 7 o v o S8 30, 1 46 B AL 3 ¢
10 1 S 5%, 2RI ECH 100,

7.4 MEEELLBFER S

1 43 5 % BloodMNIST2D, OrganAMNIST2D #1 Or-
ganCMNIST2D $¥a 4k L g5 Wik rit s abr. IRFRe
i, HJEB/R T Accuracy Fil Loss 14k, 3% &7~ Precision,

095

090

085

080

Testing Accuracy

07 ---- Krum

—-—- Median

070 .
0 10 20 30 40 50 60 70 80 90 100

epochs

Ca) R 5 10 %W 1Y Accuracy

Testing Accuracy

—-—- Median

20 30 40 50 60 70 80 90 100
epochs

(o) MR Y 30 % Accuracy

Recall Fil F1 -Score £k .

(1)BloodMNIST2D %4 45 £ 5C 46 45 5 K& 43 Br

F3ME 2 BoR T X BloodMNIST2D % 4k 45 3k 17 w5 37
Boak iy e s A5 5 R T IR M Bk A T o = i i e 5
AR, R A B e, SRR EEET AN
10% F1 30 % I, 32 % DP-Fed AWA {435 7 18 w5 Y ok i 3¢, ofi
4 235 92. 6% 1 91. 8%, i Krum A1 Median &) ¥
RALFRATR B Ir k. LR RE XY, Krum XHAE
i 50 %6 Ay BT A s Median 3245 1 7 21T SUBUIR T 50 %, fi
BAVTEM UL FE R 0N MEEY S, HEEN AL
50 6 i FATTAY ik A ME B R AL R a8 90. 4%, W1 kT Krum
B3k, M Loss AT LLF . 5% DP-FedAWA H1#9 Loss
— BN E TR R B TR R BRI, 5
HobJ5 340 L, DP-Fed AWA 1Ay Loss B % /N » 13 B o4 fig
f#, DP-FedAvg JEdExt Ptk & TR A& k. AF 3 AT IL,
R ECE T 2SR S 10% 0, B R IR IR,

# 3 BloodMNIST2D ¥4 % I 19 1 GEXT 1L

Table 3 Comparison of performance on BloodMNIST2D dataset
malicious Evaluation A DP-
. Ours Krum Median .
node index FedAvg
Accuracy 0.926 0. 906 0.919 0.204
F1-score 0.917 0.891 0.906 0.121
10%
Precision 0.924 0.893 0.909 0. 080
Recall 0.910 0. 889 0.904 0. 246
Accuracy 0.918 0. 899 0.913 0.194
F1-score 0.908 0. 881 0.898 0. 040
30%
Precision 0.917 0. 888 0.904 0.024
Recall 0.900 0.875 0.892 0.125
Accuracy 0.904 0. 880 N/A N/A
Fl-score 0.895 0. 860 N/A N/A
50%
Precision 0.899 0. 870 N/A N/A
Recall 0.892 0.851 N/A N/A
Accuracy 0.852 N/A N/A N/A
609 F1-score 0.827 N/A N/A N/A
! Precision  0.851 N/A N/A N/A
Recall 0. 804 N/A N/A N/A
0.78
071
064
»
§ 057
w 050
&
2043
o
& 036
029
0.22
015
0 10 20 30 40 50 60 70 8 90 100
epochs
(b)) R AN 10Y% Y Loss
078 : Ours
071 \l ---- Krum
3 —-—- Median
064 ]
9
2 o057
—
w 050
g
S 043
3
& o3
0.29
0.22
015

0 10 20 30 40 50 60 70 80 90 100
epochs

() A 5 30 %Y Loss

B 2 BloodMNIST2D 4 4 | 5056 45
Fig. 2 Experimental results on BloodMNIST2D dataset
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(2)Organ AMNIST2D % 4fs 48 5% 46 45 5 K 43 #r
F 4 A 3 BART X OrganAMNIST2D % 48 4 ¥ 47 55
Wi e i S g 25 1 IR BH T R AT BE AR E X s B E, 5
HABSE A, BT A B S, SRR R AL
10% A1 30 Y6 i, DP-Fed AW A 445 1 45 i WO HE B R, Wl 5 4%
MF A 86. 8% il 84. 9% , 1 Krum FIl Median ) #E i F AKX T
FMITEE . SCIRSEEE E W, Krum LR B 50 % 19
195, Median 3CHRERY % 21 S EIKT 50 %, T 3R AT Y 7
AL HE B8 700 R . MR AR E s0% e, &
TR 77 ¥k B MERR SR8 3k 83, 1% W AL T Krum &3k, M
Loss HIZE 7] LIFE . 8 1% DP-FedAWA H (1 Loss {5 — L
AN AR E UL R 0 7 vk AR AL sk, 5 H A
AL, DP-Fed AWA H i Loss {8 5 /I, 356 B #2189 07 25 1
PEBEBE M, DP-FedAvg ZAEX Hidk i B TR E ik, N E
AT TR R Bl R OB AL 10X R B MR R T
JEHAK .

089
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Fig. 3

(3)OrganCMNIST2D % i 45 92 46 45 51 K 4

# 5 MIE 4 &R T X OrganCMNIST2D 4 5 247 &5 3
Ty 1 ST 90 45 5 TR T IR A Sk A e X i B i e, 5
MR, B W A et AR R, A R A
10 %1 30 Yo , DP-Fed AW A {57 T %5 151 1 ¥ 0 256, i 1 56 43
WIF] ik 86. 6% F1 86% , 1l Krum Hl Median 8 ¥ 5 A% T 3
R k. TR ERE RN, Krum ZFF AT 50% 1
AT Median SCRFY R SEUIK T 50 %, IR AT 7
AT LA SRRk 700 B AR, BT AR B 50 %0 AT,
AT 7 1 B R R ALk 84, 4%, W BAL T Krum 8%,
M Loss Mkl LLF . B 3% DP-Fed AWA 1Y Loss { — 1
/N, I HE TR U IR AR IR W sk, 5 A
Jr AT Bk DP-Fed AWA H1AY Loss i /v, U6 W $2 /Y
F Mtk e . DP-FedAvg 2 IEX V& FROR A
B NE S AT IER AT T, MBS 10008, B
HER R E AR H AR,

# 4 OrganAMNIST2D #iE 4 b 91 RE X L
Table 4 Comparison of performance on Organ AMNIST2D dataset
alicious Evaluati DP-
matieious V_q vation Ours Krum Median .
node index FedAvg
Accuracy 0.868 0.848 0.838 0.174
Fl-score 0. 865 0. 848 0.841 0. 069
10%
Precision 0.867 0.857 0. 848 0. 045
Recall 0.864 0. 840 0.834 0. 149
Accuracy 0.849 0. 815 0.832 0.123
F1-score 0. 844 0.817 0.831 0.063
30%
Precision 0. 850 0.827 0. 840 0.044
Recall 0.839 0. 808 0.822 0.112
Accuracy 0.831 0.802 N/A N/A
Fl-score 0.824 0.797 N/A N/A
50% , ,
Precision 0.833 0. 802 N/A N/A
Recall 0.815 0.793 N/A N/A
Accuracy 0.717 N/A N/A N/A
609 Fl-score 0.697 N/A N/A N/A
’ Precision  0.708 N/A N/A N/A
Recall 0.686 N/A N/A N/A
099 \
\] Ours
091 \ - Krum
L 08 \\ —-—- Median
2 4
S o b
2 oer
?
l—‘u 059
051
043
035
0 10 20 30 40 50 60 70 80
epochs
() %R a5 4 10 %Y Loss
0.99 A\
I\ Ours
091 \ -—-- Krum
083 A\ —-— Median
g °
— 075
w0
g 067
2
& 059
051
043
035
0 10 20 30 40 50 60 70 80

(DER

B A 30 %M Y Loss

Organ AMNIST2D 4l 45 b (9 52 46 45 5
Experimental results on Organ AMNIST2D dataset

5  OrganCMNIST2D H4g 4 i MERERT 1L
Table 5 Comparison of performance on OrganCMNIST2D dataset
malicious Evaluation . DP-
. Ours Krum Median
node index FedAvg
Accuracy 0. 866 0. 850 0. 854 0.220
Fl-score 0. 854 0. 836 0. 841 0.051
10% -
Precision 0.859 0. 840 0. 849 0.035
Recall 0. 850 0.832 0.833 0.095
Accuracy 0. 860 0.834 0. 845 0. 146
Fl-score 0.849 0.821 0.836 0.051
30% .
Precision 0. 855 0. 826 0. 847 0.035
Recall 0.843 0.816 0.826 0.094
Accuracy 0.844 0. 830 N/A N/A
Fl-score 0.826 0. 817 N/A N/A
50%
Precision 0.832 0. 826 N/A N/A
Recall 0.821 0. 809 N/A N/A
Accuracy 0.730 N/A N/A N/A
Fl-score 0.692 N/A N/A N/A
60%
Precision 0.705 N/A N/A N/A
Recall 0.680 N/A N/A N/A
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Fig.4 Experimental results on OrganCMNIST2D dataset
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