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Study on Android Fake Application Detection Method Based on Interface Similarity

FU Xiong,NIE Xiaohan and WANG Junchang

School of Computer Science, Nanjing University of Posts and Telecommunications, Nanjing 210023, China

Abstract With the development of the Android.fake applications appear and become active on the Android platform. The popu-
larity of obfuscation and other technologies makes it difficult for fake applications to be detected by traditional detection methods.
In order to effectively resist the reinforcement technology.an Android fake application detection method(InfSimiDetec) based on
interface similarity is proposed. Firstly, the layout information of the running interface is extracted by the automatic test tool.
Next, the interface structural features are extracted based on the layout information. Then the interfaces with similar structural
features are selected for interface similarity calculation. Finally, the application similarity calculation is carried out based on the ra-
tio of similar interfaces. Experiments are carried out using a dataset containing multiple types of fake applications and compared
with traditional detection methods. The results show that the precision rate of this method is 94. 11% and the recall rate is
96.12%. Compared with traditional detection methods.,this method shows better performance.

Keywords Android, Interface layout, Detection of fake application, Automation traversal of application,Feature extraction
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Fig. 1 Framework of InfSimiDetec method
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Fig. 2 AndroidManifest. xml file preprocessing example

X} AndroidManifest. xml 3C & B 58 1 5 W 2 A Apk-
tool T H 7 AL, Apktool T T AL £ L 1 SCF & R & &4 11
APK, BRI G FHL L2, WMkHEadss TH
Signapk 7 % 44 A BT 10 R IE AT N AR
2.3 RERRERRK

InfSimiDetec i 1 1 3 A6 0 30 £ A 8 57 ) 3 b 1 /938 47
S AR AT R AR B . B A S Oy vk R 2 e
J3 07 B A B A8 AT ST i D A AR b 2 6 2 oK i ) T4
KF—FMMAL S, Liu S W RU. %50 A
A3 7 V51 1 55 LA /NI A ik 3 58 — A~ L A 1 S
W RCREAR . B, F AT 3E T 5 JH7E AndroidManifest. xml
A BT Activity 4852 B A 2 AL B, 3 RO TR An-
droidManifest. xml 3C4 /A B AG Activity 4044 A9 4% F% I3 1
Appium BB S, XI5 EBARANGRIE ST A 1 Activity,
Tovk ot B AR BN T A M Rl R 5 B EHRYE TS H
B Ak vk AR ST S R A BT ], B 2% B AR SR IR
B AE UT BE 55 30 BRI E 346 032 58 =22 1) 58 3P4

Appium Ji3 3 N H 38 € 1 Activity 75 24 AL T S48,
platformName 7R #4F 5 48 4 5K s appPackage R 7R i 4 5 ap-
pActivity 2 /8 75 J3 3) 1Y Activity 4% ; deviceName 3 7~ % £
s udid 7R Py PR A R P04 9 ME — s AR AT . KL 1
SHIE SE R Appium ¥ 2 R I8 S 8UR 2 48 & B s 48

220300114-2



A MR T R EAEE R Android 15 B W

7 FH G D AT

RN Activity, I8+ Activity 938 47 5% AU T A6 R 5 B R

K

S B ISR = R Activity ZH 44 X A I 25 A i B
MG — 1328 = J7 I 11 4% S0 T Iy 3k I O 2 3% e R T A 1 Ak
55 = Activity, ¥ Activity BA JE {5 B L XML #4% 2
FEAE AL A I X B 4T S AT A . X TR A R R
B H — A1 R AR Y s B R T 2 AR R B R
M. EE 3 R A R A7 Bos 6 4, )2 45 &) FrameLayout 7
MTFAE —A TextView 4  4,

(?7xml version= ‘1. 0" encoding= ‘UTF-8” standalone= ‘yes’?)

(hierarchy index = “0" class = “hierarchy” rotation=“0" width = “720"
height="1280")
(android. widget. FrameLayout index="0" package = “cn. caocaokeji. us-
er”
class= * android. widget. FrameLayout” text = “” checkable = “ false”
checked="false”
clickable=*"false” enabled="true” focusable="false” focused="false”
long-clickable=“false” password= “false” scrollable = “false” selected =
“false”
bounds=*“[0,0][720,1280]” displayed=“true”)
(android. widget. TextView index="1" package="cn. caocaokeji. user”
class=“android. widget. TextView” text=“47#” checkable=“false”
checked= “false” clickable = “false” enabled = “true” focusable =
“false”
focused="“false” long-clickable= “false” password= “false” scrollable
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selected= “false” bounds=*“[324,67][396.116]" displayed= “true”/)
(/android. widget. Framelayout)

(/hierarchy)

F 3 AR o il

Fig. 3 Example of layout information
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Fig. 4 Structural feature extraction example
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ik 1 BRE M RE R U

A« S PR E B widgetList

iyt S22 ME B layer M &2 (5 B overlapLayer

1.m,n=0

2. upperBound= widgetList[ 0]y, ]

3. lowerBound = widgetList[ 0]y, ]

4. Fori=0,1,2,+-,widigetList. length—1 do

5. If(widigetList[i][ y2 ] <<=upperBound and widgetlist[i]
[y1] >=layerLowerBound )

6 layer[ m]. add(widgetList[i])

7. Else

8. upperBound = widgetList[i][y>]

9 lowerBound = widgetList[i][y; ]

10.  layer[ +-+m]. add(widgetList[i])

11. End if

12. End for

13. For j=0,1,2,+=-,m do

14. TIf(layer[j+1]. equalsClayer[j]))

15. overlapLayer[ n]. add(layer[j])

16. overlaplLayer[ n]. add(layer[j+1])
17. For k=j+2,j+3,+-,m do

18. If(layer[ k. equals(layer[j]))

19. overlapLayer[ n]. add(layer[ k])
20. Else

21. layer. remove(overlapLayer[ n+-+])
22. Break

23. End if

24. End for

25.  End if

26. End for

27. Return overlapLayer.layer
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HIME /N

A, 2 (D AT ISR A3 Activity A Il Activity B B FL T
ZERFIESimilaritya,p

Similarityss=C1Lia — Lig | > Vi1 or | Lya — Lyp | >

Viwes2) and cos AB<V e 5 @)
o BV s 1 BN 33 Vi s BEE N 13 Vigrew s IEE H 0. 8,
#iSimilaritya, s WH A false, W Activity A Fll Activity B #H
B, 75 ) 2 R AR AL 5 B2 AR I 1 P R0 T e e ke T —
2l Activity #E47 H %,

X B A (D G 2 AP ASFALE Activity, i — 20 R
BT SCAS G M RRAE A8 IS T 4 b AR R A 1D 25 M
AE S 33 — 35 () A AR R0 BE 3 ok R AIE R fBL e A L 3Rk A
WA ERAE AL . B Activity A Fil Activity B 3¢
ARFFAETE & fa s foo R BURRAE & fas s fos FEEM ID
FRIEI & fares fo o MBIEAR O HIE fao 5 foosfasS
Sossfan 5 fo BIRRAE 0] B ARLEE SIM(fazs f5.2) . SIM
(fassfp.3) s SIM(faysfp):

S2SIM(Cy 1 Ci)

SIM(fa, s fp.)=" T
Horb,m B Activity A Wl 7 JZ B8 & . n H Activity B
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1 Xof H BB, B
1, if Cs,CCy; or Cu, DCy,
SIM(Cy.; sCp.;) = 3
{O, if not

Horf,Ca FIC ., 43 5 K Activity A Fl Activity B 4%#4F 17 & th
WIS RIS ANTC R . HIRBUE B IT K & 7 708 i P8 s s 1
R T T ) P 2 SR R 3 ARG I 11 T RE BB S XM Ca FIC s, 2
VB A7 7E B 7 G FR I R AR ARL 5 U S R AR AR

BT AR AE AL BE SIM(fas s fu0) S F S B 2%
PR AE AR AL BE SIM (fay o fi.5) FIEEAF 1D 45 44 5 1 AR 0 3
SIM(fa,ss fu.0) WAE, AT LBE— 25 5R A3 P A Activity (19 4R 81
# SC(A,B),Hl.

SC(A.B)=
1, i SIM(fa.sfp2)=0.66 or SIM(f,.;,
f83)=0.7 or SIM(fa.isfp.)=0.7 4)
0, if not

#SCABIME R 1.0 Activity A 1 Activity B #H{,
A = ASFHA

Activity A I Activity B RFAE [ 4 A8 0 BE 1155 A% 530k £
R ME D 2 iR,
Bk 2 FRAE AR RUE T SR
Hi A Activity A il Activity B K45 51 [7]  VectorA il VectorB
i MR R A AL
1. count=0
2.Fori=0,1,2,++,VectorA. length—1 do
3. For j=0,1,2,++,VectorB. length—1 do

4. flag=true

S, m,n=20

6. Setl=VectorA[i]. length = VectorB[j]. length ? VectorA[i]:
VectorB[j |

7. Set2=VectorA[i]. length > VectorB[j]. length ? VectorB[j]:
VectorA['i]

8. For m=0,1,2,++,Set2. length-1 do

9. For n=0,1,2,+-+,Setl. length-1 do

10. 1f(Set2[ m]==Setl[n]) break

11. End if

12. End for

13. If(n==Setl. length)

14. flag=false

15. End if

16. End for

17. If(flag= =true) count+ +

18. End if

19.  End for

20. End for
21. Return(2 * count) /(VectorA. length+ VectorB. length)
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Fig. 5 Application similarity distribution
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Fig. 8 AndroZoo dataset detection results
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