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Test Cases Generation Techniques for Root Cause Location of Fault

DU Hao,WANG Yunchao, YAN Chenyu and LI Xingwei

State Key Laboratory of Mathematical Engineering and Advanced Computing,Information Engineering University,Zhengzhou 450001, China

Abstract Vulnerability root cause localization is an important stage of software debugging.and spectrum-based fault root cause
localization method is a hot issue in software automation debugging research, but the effectiveness of the positioning depends to a
large extent on the quality of the test cases. Test inputs of different types of software are poorly generalized,and randomly gene-
rated test inputs lead to large errors in analysis results due to overfitting or too many confounding items,resulting in limited ap-
plication scenarios of such techniques at present. In this paper,we propose a phased exploration method Dgenerate based on crash
paths to address the test case generation problem and implement the prototype tool Dloc. First, we use binary staking to insert
staking path information in the basic block during the input stage of program execution,and then classify the original test inputs
into common and guided types based on this information. Then, we use the dynamic energy scheduling algorithm to explore crash-
related paths to generate high-quality test cases. Finally, the test cases are executed in the original program and execution infor-
mation is traced to effectively locate the root cause of program fault through statistical analysis. In this paper,15 real CVE vul-
nerabilities in six different types of software are selected for experiments,and the results show that test cases generated by Dloc
can improve location efficiency by 75% on average compared to previous techniques,and Dloc can output the code fragments re-
lated to the root causes of defect in the top five positions with an accuracy of 87 % , which verifies the feasibility and practicality of
the method system in this paper.

Keywords Root cause location, Test case, Program spectrum, Statistical analysis,Directed greybox fuzzing
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#1 ® AFL & XWEEHT
Table 1 Mutation operators defifined by AFL
Name Operators Type
Bitflip bitflip 1/1,bitflip 2/1,bitflip 4/1 Deterministic
Byteflip bitflip 8/8,bitflip 16/8 . bitflip 32/8 Deterministic
Arithmetic arith 8/8,arith 16/8,arith 32/8 Deterministic

Interesting interest 8/8,interest 16/8,

R , Deterministic
values interest 32/8
Deterministic

User extras user(over) suser(insert)

Auto extras auto extras(over) Deterministic

Random bytes random byte Havoc
Delete bytes delete bytes Havoc
Insert bytes insert bytes Havoc

Overwrite bytes overwrite bytes Havoc
Cross over cross over Splice

BT AFL BEHLE £ 757 254728 5 10 SR BE ORI AN = A
WA SCE X 5] S TR 7 T —Fh 3k T2 R A R R
W& . ELPRR U ) IR B B IR AT O B B A T AR IR T )
WHWAE 0. B— DR F 2 WRIE R F « 4 UG, Dgene-
ratefE MG 3. 1 5 BT MO A1 BB 2 s _score, 35 27
s_score HRIGFIF = 7, Dgenerate NI 83X 7K %8 48 1 ¥ o 48
B 5 8 SOk ELAT S 1) M ) SRR R R s Y L
M HEAT S AR I B 2 L — o B R B
AT IS . Y — AN AL B K 5 B R A TP A A
KEFW EFES 2R, SHILFRATE LT — A5 R4
HAPrli ], i IREWA 2 PIE AT PrLOMERFRZTT
e 1K R0 score (1)) S score () 367
score(D) R i NFWHMAEN YA o PFE A
B BRAGIEA A BEVLA X L0, 1] H % B — A~ FL 3 E ns
FEBAALAN T MR B P 3 — A0 K Prli )5 n R IR
Prli]>n, WS BUH A H IO EE @ A1 2R 728 S5, 46 D0k 5
N—i NF TR, WX Ak, v LLEE O B [A]
I 2% FE TN i R 58 728 <7 Y0 I S B ) A
3.5 ETFTahEHITHHEFEMKEE
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1. for(i=1;i<<arge;i+ +)

2.4

3.

4. if(txt_size>>2)

5. {

6.

7. if(data_size<<4) return GF_NON;
8. if(u8) data[2]==(u8)0xFE)
9. {

10. is_utf_ 16=GF_TRUE;
11. }

12. }

13. 1

[ 3 MP4 il s IR AR
Fig. 3 MP4 parser vulnerability code diagram
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Table 2 Open-source projects for experiment

Program Size/ MB Lines of code
gpac 797.6 792222
libzip 24.7 76854

tsmuxer 54.9 57141

libde265 40. 3 53198

Bento4 46.6 96114

libxml2 156. 3 609678

SLES IR BE AL B M - Ubuntu 20. 04. 3 64 v #:1F & 4t . Intel
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4.1 EMNHRIHK
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MR 3 Frgl, S5 LU A A 30 N BUFT N T 0 8 O 2k o ok
TEAl Dloc & {7 1Y HERR P4 .

# 3 Dloc BB E fir 52 5 45 5
Table 3 Results of Dloc for fault localization
Program CVE ID Bug Type TOPS5? Rank BS
cve-2021- heap-buffer-
36854 overflow v ! 1.000
cve-2021- heap-buffer-
.00
36417 overflow v ! 1.000
gpac
cve-2021- heap-buffer-
X — <20. 90
36412 overflow 0.900
cve-2021- heap-buffer-
2 0.989
36414 overflow ad 8
libzip cve-2017-12858 double-free N4 5 0.998
cve-2021- heap-buffer-
. 35346 overflow v 4 0. 981
smuxer
cve-2021- X
- .
15860 integer-flow AV 1 1. 000
cve-2021- segmentation-
0.9
35452 fault v 3 86
cve-2021- heap-use-
1 1. 000
36408 after-free v
cve-2021- reachable-
libde265 5 0.970
ae 36409 assertion v
cve-2021- segmentation-
.97
36411 fault At 3 0.978
cve-2021- stack-buffer-
0.97
36410 overflow v 8 o738
cve-2021- segmentation- JJ 5 0.992
35306 fault
Bento4 2021 (ati
cve- - segmentation- 0or
35307 fault VY ! 0-99
ve-2021- heap-use-
libxml2 e ieapruse X —  <0.900
3516 after-free

“NN 7 FR VT 43T LAY L T A RN T AR IR B AR A
Jr B U R B EE TR L B A S R T L SR TR Y
ACHS B, BUAE U AR 4T B4 T /T LUK 80 5 30 PF 4R i N B AR T
AR A ROR 5 X AR IFAFF L AL & h s 54 T AL B —FF

o XA ] AR RS AT 5 Rank J2 (it g AR R 55 ) 76 J9T 4 1T 48 15 )
T HES s BS BT A VT 435 A R AT B B T4 0 e = A 4

MFe 3 G R AT LI Y, Dloc R LATE HE 4% B0 10 (0 17 B
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87% . ELZ5HIHR T T AN [ 2 T A ) AN [] iy O T A 2%, 5 3%
B Dloc [ £ 850 4 5 80288 B sl TR A 2 6 3¢
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Az 0 A 1 R PR 8 4 R 1k — b AR VR 4 A B L X R T
T ) D5 4ty 1 15T s B 0T 30 A 2 HC At AR P S A 15t R e g
(0SRGS0 A e 7 R ¢
libxml2 9 5E 17 i3 72 F 3h 2 B id . R AT & BL cve-2021-3516 fY
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W EZEREAE.,
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Dloc, Aurora, VulnLoc Fl AFLGO Az i 59 30328 1 451 #E 47 4R U5
RE A9 2 AR v e BRI A RS A AR AT B, A A
ARG AT B0k /b, A 2 03 Y 490 2 e v . HE b BEAT
LA S 0 B Y B A U R 2R 2 3 v T 4R R B Tl L R 4R R
B9 HAb I TR R AEAS SR A B 2 . O T 4R AR B Ak
32 0 3 R 061 4 4 AR VR S 7 R R SR 3. 5 T ARl A 1 HE Y
PP,

4 s FH 60 A B AR 7R AN R) E AR R 0 S50 45 R a0
A PTHN, Vsl Feom TE RN R B b HE 44 T 00 40 8 BT
A2 VR 0 9 TR k7 O A v BT A EAT S A S5 8 B T E B 3R
AT G 7 HE 42 1 000 037 B rP i R AR TRURE 56 3 B 9 A 6 S50 A
SR B ) S AN S B A8 R 2 BT IR — 0 o 7 525 B
B LA PR BT AR O 15 0 AL 5 & stmes Rom R T EALEA
T ARV T B A AR T I AT SRR T BN LA A Y 1
A B AR R AR R E A AR R T BN T A i
BT AR5 05 T SR (R AR FE 5 Y stmes 2R R 28 A B A U T
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W] T AR 7 W64 B N 0K 75 246 5 A 404 2500 4 ook 51 — 4> ]
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Table 4 Results of test case location efficiency
Program Aurora VulnLoc AFLGO Dgenerate
%.‘l # stmts %.‘[7}'1[.‘ %\[ ‘T: stmts % stmts %\l # stmts %XIIIYI.V % .([ ‘T: stmts %.‘[’71[.‘
gpac 50.0 35.5 0.0045 50 31.00 0.0039 50.0 49.0 0.0062 75 23.00 0.0029
libzip 0.0 — — 0 - - 0.0 - - 100 5.00 0.0065
tsmuxer 50.0 17.5 0.0310 50 14. 50 0.0250 50.0 37.0 0.0640 100 2.50 0.004 3
libde265 40.0 42.5 0.0790 60 19. 60 0.0370 40.0 17.8 0.0330 100 3. 20 0.0060
Bento4 0.0 — — 50 25.50 0.0270 50.0 22.5 0.0230 100 1.50 0.0016
libxml2 0.0 — — 0 — — 0.0 — — 0 — —
Average 23.3 29.6 0.0340 35 22.65 0.0230 31.6 31.2 0.0310 79 5.86 0.0043

45 WL R B ff ] Dgenerate 5 B Az B A4 I 32 H 1 52 7 30 R

B o BRI A SR T RE A 5 A A 0 AU B R E AR
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Fig. 4 Change in the number of test case sets diagram

45 5 22 B A W 9] fikE T LG 1) 7 T L Dgenerate A
B DU P 81 o A e A e e 22, BV b 0 3 4 O AR
B 10 AT DX 4 A O

VLB WA 5256 43 39 A 6 8038 5 AR A5 W] X 4 B T A 5 TH
WAL T 4 A 8] 2 R P A2 i D04 0 5T, 45 B R
Dgenerate £ A I Az 5% A4 9038 FH 61 25 6 PEAG BT 12 B 5 o
4.3 ZAEIHEER

S Y 2R W] B A DU ] AT DL O A b 6 AR U B AT
X FEAS T i Auroras AFLGO, VulnLoc #1 Dgenerate = 4
B 3 B AE [R] 55 45 40 R #EAT AR IR 8 LA RO . DU Se e B
KRS 4 B HE R E AL

S A AN 5 Fral . / RERIETETET 5 1AL E TR
A7 2 U T AR U5 s A5 A T B SO R AR B, X AR
FERBEAEVE 43 10 T 7 1P A ) U T AR R

(15 AFLGO % b

W 3 B0 BV O AR A FE A R 0 SR IR B R AT
i AFLGO 4 By A SCHPE S IR 41, 1 F AFLGO 19
TBAT I BRI PN A A R A B AT AR R L
I 6 h A BN H B A B . 38 T AFLGO 4 B
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1 HE 2 B B L B F 2 gpac AU cve-2021-36854 , cve-
2021-36417, cve-2021-36414, tsmuxer H cve-2021-35346,
libde265 111 cve-2021-36409 ,cve-2021-36411 F1 Bentod H1 [
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Table 5 Results of different test cases for fault localization

CVEID AFLGO Aurora VulnLoc Dloc
cve-2021-36854 N, N, N N
cve-2021-36417 N X N4 N4
cve-2021-36412 X N X X
cve-2021-36414 N, X X J
cve-2017-12858 X X X N
cve-2021-35346 NA X N4 N4
cve-2021-45860 X X X N
cve-2021-35452 X X N4 N4
cve-2021-36408 X N X N4
cve-2021-36409 N, X J J
cve-2021-36411 N X N N
cve-2021-36410 X N N4 N4
cve-2021-35306 N, X N, N
cve-2021-35307 X X X NA
cve-2021-3516 X X X X

(2)5 Aurora X} I

AR R SE I PR R, R AT138 H Aurora 2= A9 I3 491
X6 KA AT DA 5258, I L2 FH A IR A9 HE R 0 7 vk, 3L
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