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Rule-based Technique for Detecting Risky Dynamic Typing Code

CHEN Zhifei' ,HAO Yang' ,CHEN Lin®* and XIAO Liang'

1 School of Computer Science and Engineering, Nanjing University of Science and Technology,Nanjing 210094, China
2 State Key Laboratory for Novel Software Technology,Nanjing University, Nanjing 210023, China

Abstract Python has experienced an explosive growth in application in recent years,especially in scientific computing and ma-
chine learning areas. While Python’s dynamically-typed nature provides developers with powerful programming abstractions, that
same dynamic type system allows for type-related defects to accumulate in code bases. To address these issues, this paper investi-
gates six types of risky dynamic typing code which could incur type-related defects. This paper formally describes the rule of each
type of risky dynamic typing code and then proposes a rule-based technique for detecting them. We conduct a study on 25 real-
world Python open-source software projects (with the total size of more than 945kILOC). The results show that risky dynamic
typing code is widespread in open-source software projects and a single Python method could gather multiple instances of incon-
sistent variable types,and the rule-based detection technique achieves high detection accuracy and good performance. The tech-
nique for detecting risky dynamic typing code and findings from this work will provide a strong reference and support for healthy

evolvement of dynamic typing feature and quality assurance of software projects.

Keywords Python,Dynamic typing. Type defects,Open-source software,Risky dynamic typing code,Detection technique
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A KT A (o) WEREH ZAKBML A (1] e2] )
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BRI TRBES B LS
1. T={}

2. for each class definition statement s in the program do
3. t=the class name defined in s

it T=TU<

5 subtypes(t)={}

6 baseclasses(t) = {base classes declared in s}

7. sort T to ensure that each derived class ranks before its base classes
8. for each type T in T do

9. for each base class 71, in baseclasses(t) do

10. subtypes(t,) =subtypes(ty) Ut Usubtypes(t)
11. for each type T in T do

12. structure(t) = {}

13. for each attribute access operation in the form of obj. attr in the

D https://github. com/yinwang0/pysonar2
2 https://github. com/dropbox/pyannotate

® https://github. com/Instagram/MonkeyType

program do

14. t=the type of obj according to type inference
15. structure(t) = structure(t) Uattr

16. for each subtype t, in subtypes(t) do

17. structure(t,) = structure(t,) Uattr

18. return subtypes,structure
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*1 SEXIRHA

Table 1 = Subject projects
Project # Stars Creation Data # Commits Analyzed Release # Files % Method LOC
requests 47100 2011-02 6106 v2.22.0 35 608 9738
fabric 13300 2009-05 1511 2.5.0 46 537 7238
tornado 20500 2009-09 4404 v5.0.2 122 3434 45253
ansible 52600 2012-03 52471 v2.2.0.0-1 504 3587 85593
ipython 15300 2010-05 25929 5.1.0 351 3113 66737
beets 10800 2010-08 10468 vl. 4.9 166 4087 58626
flask 58400 2010-04 4584 1.1.1 73 1343 16965
transformers 60100 2018-10 9389 v0.6.1 36 463 12143
scrapy 43200 2010-02 9120 1.7.0 292 3128 38046
locust 18500 2011-02 3465 0.11.1 43 427 5550
magenta 17500 2016-05 1401 2.1.0 330 2619 71951
ray 19700 2016-10 11885 ray-0. 6. 0 361 3441 63116
poetry 19000 2018-02 2081 1.0.0bl 331 1863 36091
jumpserver 18200 2014-07 7076 1.5.2 474 1664 29106
bokeh 16100 2012-03 19520 1.1.0 1021 5028 117704
pyspider 15400 2014-02 1181 v0.3.10 103 1032 14324
streamlit 18400 2019-08 4633 0.44.0 222 896 20837
dash 16100 2015-04 5787 vl. 3.1 69 563 12348
luigi 15500 2012-09 4029 2.8.9 253 4837 61530
cookiecutter 16500 2013-07 2763 1.7.0 82 379 7649
labellmg 16900 2015-09 427 vl.8.3 24 253 3603
kivy 14500 2010-11 12649 1.11.1 426 4070 96271
InstaPy 14000 2016-09 3332 0.6.4 33 312 17395
jax 16900 2018-10 10900 jaxlib-v0. 1. 32 110 3228 41879
prophet 14200 2016-11 706 v0. 5 12 130 5336
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Table2 Effectiveness of the proposed detection method in 400 sampled Python functions

Metric MEXAL—F SZHEEF -5 ZEXAL-F FAMNKRTE HAMNKREYE FAWHEHE HAEE
# InstancesGroundiruth 47(35) 46(33) 89(36) 56(37) 48(36) 71(45) 357(196)
£ Instancesyyy 49(37) 49(36) 88(36) 56(37) 48(36) 71(45) 361(200)
rp 2 3 4 0 0 0 9
FN 0 0 5 0 0 0 5
precision 0.95 0.93 0.95 1.0 1.0 1.0 0. 97
recall 1.0 1.0 0.94 1.0 1.0 1.0 0.98
Fmeasure 0.97 0.96 0.94 1.0 1.0 1.0 0.98
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R LRI GE ], AT DL 2 M A ) — A>3 A L AR
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KB ) 29 R 1555, B 2. 5Smin A2 A7, 33 BE A9 46 00 5% R AH A
T AT . AR B QRS AL HLAR A 84 O RS T R T
B R RGN A (]t 2o Bt 2 S . J A AP AT L2 L )
e AR U A, A5 3 3 AR Bl 9 SR AT IR 1] AT LAS 2 L v KURS: 3 25
& TR F A 00 I (] 3 2 52 R T 28 0 3 AT A A T A A A
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Table 3 Execution time statistics of the proposed detection technology
in each module
Project LOC H B AR
FAT /s 20/ s /s

requests 9738 10. 42 52.28 5.21 67.91
fabric 7238 8.23 40. 28 3.78 52.29
tornado 45253 44,55 124.32 2.39 171. 26
ansible 85593 47.85 230.21 5.39 283.45
ipython 66737 30.23 190.91 6.48 227.62
beets 58626 23.56 170.12 3.41 197.09
flask 16965 12.09 89.56 2.97 104. 62
transformers 12143 10.47 88. 69 3.56 102.72
scrapy 38046 20.73 120. 87 3.35 144.95
locust 5550 7.91 38.97 2.99 49. 87
magenta 71951 31.89 209.73 5.98 247. 60
ray 63116 29.09 199. 81 4.25 233.15
poetry 36091 20.16 127.92 4.59 152. 67
jumpserver 29106 18.37 105.71 3.29 127.37
bokeh 117704 40.78 356. 89 7.11 404.78
pyspider 14324 7.91 91. 82 2.99 102.72
streamlit 20837 10. 59 98.55 5.23 114.37
dash 12348 9.71 78.98 4.36 93.05
luigi 61530 29.63 193. 82 3.44 226. 89
cookiecutter 7649 3.95 38.59 3.23 45.77
labellmg 3603 3.19 39.69 2.98 45. 86
kivy 96271 38.72 319. 31 5.43 363. 46
InstaPy 17395 11.22 105.99 3.92 121.13
jax 41879 19.73 132.22 4.28 156. 23
prophet 5336 5.87 37.29 3.29 46.45
F iy 37801 19. 87 131. 30 4.16 155. 33
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PRI w2 28 A7 78— Fb e XU 8l 25 26 B AL L o7 2 44> 1 B
HAEAE 153 > XU 3 25 28 B S5 1) 5 K 51 81 4> Python
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RS A AE B 19 ANTH F 9 AT HAEAE 5 Fr2e iy
S B A2 BT . XA B R T KU 3 A T AR R
1€ Python 4 F2 Hh 35 38 77 7 .

oA AR B A 2R BUACHS 7R ARk 5 i B %

Table 4 Occurrences of risky dynamic typing code in subject projects
Project T fE 2% A H M KA %%iﬁ Z#l’ifﬂ’“‘? ERSY NS A3 E P
T —% i d T —% & JE B

requests 4(4) 2(1) 18C11) 111D 0C0) 17¢12) 52(36)
fabric 1D 1D 8(2) 1D 0C(0) 5(4) 16(9)
tornado 10(3) 9(7) 36(24) 30(28) 3(3) 45041) 133(103)
ansible 39(28) 5(4) 128(50) 77(54) 1) 157(110) 407(234)
ipython 3(3) 4(4) 216(87) 50(43) 5(5) 99(68) 377(195)
beets 141D 2(2) 98(45) 42(34) 8(8) 36(29) 200(124)
flask 3(3) 1) 6(2) 2(2) 0C0) 24(20) 36(28)
transformers 12(6) 0C(0) 49(11) 0C0) 0C(0) 18(7) 79(24)
scrapy 15(14) 4(3) 83(33) 17¢17) 6(6) 73(61) 198(130)
locust 2(D) 0¢0) 6(5) 8(4) 0¢0) 3(3) 1911
magenta 40(14) 1) 165(67) 35(26) 0C0) 121D 253(114)
ray 6(5) 000 99(27) 28(25) 1D 16(15) 150(72)
poetry 5(3) 4(4) 137(51) 27(23) 0C0) 121D 185(88)
jumpserver 9(9) 0C0) 23(13) 2(2) 0C0) 43(36) 77(58)
bokeh 3(3) 2(2) 165(69) 54(37) 10(5) 108(79) 342(186)
pyspider 7CT) 0C0) 92(37) 36(22) 12(8) 29(26) 176(94)
streamlit 1D 1D 20(8) 17¢14) 0C(0) 36(21) 75(43)
dash 4(3) 0C0) 32(9) 7(6) 0C0) 38(27) 81(39)
luigi 0(0) 1D 235(88) 10(9) 0¢0) 63(50) 309(146)
cookiecutter 0C0) 0C0) 9(4) 1D 0C0) 0(0) 10(5)

labellmg 0C0) 000 000> 2(1) 0C0) 00> 2C1)
kivy 14(14) 2(2) 0(0) 70(54) 14(9) 77(59) 177(131)
InstaPy 2(2) 8(1) 82(14) 1D 0C0) 0(0) 93(18)
jax 2(2) 0C0) 281(74) 0C0) 000 58(40) 341(116)
prophet 000) 1D 31(12) 0(0) 0¢0) 6(3) 38(16)
3 8(5) 2(D) 81(31) 21C17) 2(2) 39(29) 153(81)
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