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Locating Third-party Library Functions in Obfuscated Applications

YUAN Jiangfeng, .1 Haoxiang, YOU Wei, HUANG Jianjun,SHI Wenchang and LIANG Bin

School of Information, Renmin University of China,Beijing 100872, China

Abstract Third-party libraries are an important part of Android applications. When enforcing security enhancement or analysis
based on application repackaging.it is often necessary to locate specific functions in third-party library. To this end. there is a
need to map the functions of the third-party library to the disassembly code of the target application. However.many applications
are obfuscated, which brings challenges to locating third-party library functions. In the disassembly code of the obfuscated appli-
cation, the discriminated fingerprints are often eliminated.hence the code becomes obscure and difficult to analyze. Due to the lack
of location fingerprints,it is very difficult to identify a specific function from the huge code space. So far, the existing studies only
focus on identifying which third-party libraries are included in the target application rather than locating specific functions. In this
paper,a method to locate the third-party functions in obfuscated applications is presented. In the first place, the obfuscator and
obfuscation parameters used in the target application are identified. The source code of the third-party library is obfuscated in the
same way as done for the target application. The stage is called as obfuscation alignment in this study. On this basis,we introduce
some location fingerprints into the target functions with static instrumentation,and extract the structural features to identify the
function location from the target application. Experiments show that the proposed method can identify the obfuscation tools and
obfuscation parameters with high accuracy, and can accurately locate the third-party library functions for popular obfuscated
close-source applications.

Keywords Android application, Repackaging,Obfuscation, Third-party library,Location
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T S5 it R T F FT A B 22 4 I R 0 B b, AR AT IR
B AE RRLF HH SR =05 R R BELE T RE R R, X I A EEAE
e L P X 3 S R 1) 55 =0T R R BGHEAT 2 L. L AR
X AW K Ty BE 4 I T A ST B A T AN 2 A RE I L
TR H S b A A R B A R AT SO B L T AR
B STBIN K A UT B9 58 =07 P v 4 X B bR 40, R 5 i A B2
Je AR T dox 42 PR K50 A 0 AN 42 O e

SR AR AR AR AT LA B R AR 4 =0 TR A R ARSI AR
SRICHRY o DT PR 7 PR R ) A R R o A R
FRISEREAETE B AR 07 A9 AR o R AT R 28 L E A5 3 X B Y B
B, iR e AR 2 FAR NI HEAT TR AL B 2R R I 5 B
T v BEAT BRBOE oL T I 5 1 25 R B A

TR AU 15 Mg R L Xk LA B 52, 4 ARA% 43 A7 A2 18 R
M NP1 PR IRTE 20K — S AT e T Al Ab R A L
B =05 v i 2 DL T RAS Y R PR AE R — NN . X &

o7 45 38 3 4% 2 DX 23 B b L PP 35 = 0 A AR AR 22 45 TR R
TRV I 2 BB R B4 O xR R AT k. g 2 Bros, |

2() JEFFIEHEHL Litho %t FL1H 14 B AT E A API 1Y Smali
A5 5 &l 2(b) J& 1% AP 7E— K In A i ] WorkPlace X i (1
Smali JE2 . PIER A A ACAEAR R AT 09 44 Bk L AFAE2E 57 T
BRI WS 2R, X TRk H 0 R R
F o ARRD 45 4 DG FE K 5 13 55 =0 PRIV B A

BatchedTarget

BuildConfig

LithoMetadataExceptio

sections

com.facebook.litho

nWrapper
ComponentHostUtils
B 1 IR A X H

Fig. 1 Comparison of package structures before and after

obfuscation

.method|dispatchLastEvent()V I#
Jocals

>mLastEventType:1
const v1, Ox7fffffff
> invoke-interface {v0, v2, v3, v4, v5}, Lcom/facebook/litho/
sections/logger/SectionsDebugLogger;->loglnsert(Ljava/lang/

:cond_7
:goto 0
b iput v1, p0, Lcom/facebook/litho/sections/BatchedTarget:-
>mLastEventType:l
iget-object v0, p0, Lcom/facebook/litho/sections/Batched Target:-
>mComponentInfoSparseArray:Landroid/util/SparseArray;

iget vO, pOAILcom/facebook/litho/sections/BatchedTar"et:l‘

1

|, String:ILcom/facebook/litho/widget/RenderInfo;Ljava/lang/String:)V. ¢

1

Efn g

s A03()V

Jocals 8
J iget vI, pO|LX/1gx>A02:1

const v6, Ox A

:goto_1
L iput v6, p0, LX/1gx:->A02:1
iget-object v0, p0, LX/1gx:-
>A03:Landroid/util/SparseArray:
invoke-virtual {v0}, Landroid/util/
I SparseArray;->clear()V
return-void

-«

|

block 1 “

> invoke-virtual {v4, v1, v3, v0, v2}, €
LX/1gw:;->A02(LX/1zl;Ljava/lang/

7

m» invoke-virtual {v0}, Landroid/util/SparseArray;->clear()V <« block2 |y String;Ljava/lang/String:1)V ‘_
return-void goto :goto_1
.end method .end method
B2 RETE X

Fig. 2

Tl A SR T — R AEIR R IS 0 AR L P E A S =
T3 PE ek R T i . H BRI JEARL 2 3R 4T R ¥ X 5F (Obfuscation
Alignment) , RIE 3 ZR 00 B A5 02 F 97 (8 18 38 V8 77 =X (AL 45 1R
W LREMSEO W =7 AT 2 0L 80 IR V6 A 31, AT
e [F) S5 B RLR VR 2 AT M BUE AL, AT N 3 A4
B DB LM T — D00 ok e 5 8 TR I TR AR AE
FRARRAE 4 35 43 28 45 ok AR B AR B H BT IR TR
2) 1A I 1 ST AR L 3 7 A R A T B S 8Ok IR B AR
LT i A T A YR VA 288 3) IR s IR W T R AR R 2
B B8 =07 PR IEAT IR VA A B, AR 5 B IBORR S MR bR 51 25 4
FEIE 5 B AR 0L A AT oR B2 T Y TTIC , 2t 88 =07 1R I
24 pR TR H B T AL

ARSI RIR WG TR BEAT T /0 A RS2 L 7 xRS T A
Bl vE 280 ) R B AR L A A A IR VE TR Y IE
AR H] 1002 IR E S EW A ROR I F I8 5 87% . X
3% WorkPlace, Twitter 28 i 47 1 I . FH #F 47 J8% % R R X
A A S 6 25 2R 2R B L A SO vk B R A SR R Y R R
W TIRE G =7 R R EoE L LAE MR R A B R T
AT AL A% 1 2 4 i [ 43 AT

ARTCE 2 TR R T AR T 5 LR OC BIF Y B R
953 WIEMNA A T TR AR TAER AR BT A 5 4

Comparison of code before and after obfuscation

X% 7 1 B ROCR AT SE B I AL s fr R A5 2 SO REROK
2 BEEEXIIE

AT HE — ) WA T AR R B S AR R T An-
droid fUBIR ¥ T 8. 5% — W 43 X BUA B9 AH JC BT 58 T AE 2L AT
B 2k

KA,
2.1 BE
FH IR ¥ (Code Obfuscation) & ¥ A2 F¢ A8 % 5% 4 i — Fi
Iy fig b 25 B R M T B 3 A0 B R AR S B A7 L RS IR
Y5 AT LUFE PR AC A ) o g A, B DA e R RS S S i AT, IR
WHEAEE R & DR RE P SMICENL FRE IR X
45 5 A5 ) 52 1 N G ARG 42 A I 3% s 2) S AR
HR AR 2 B 8 TR I T Rl S A T X A X5 3) 4T
BLACHD A A 5K

IRIETE Android B FHIF & Rz FH 200, AR SR An-
droid V-G MIRWE T HIET T WA MR 8T, & Bk T
5 MEW T EBAE N ProGuard, R8, Obfuscapk, Allatori #ll
Dasho, #E#HIX 5 MRE TEFLT 4 AMEHE DX 5 MEE
CE a4 % AR VS T2, R H 2 ProGuard Al RS, H 43
AR RTERT — L A1 B AT Google B 7 IF & T H 131 2) H
i 5 Android Ji7 FH IR ¥ AH 56 i T /D119 4 25 B 18 B IX 4k
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TRVE T BT 50875 3) AR E T. B (4 DexProtector) , K i
B I8 Wk HEAT R R I3 8 o TR A LA AR S X
Lo s O VR VB BEARAS BT 1 258 A ) R ) T S R Y T g
KA PTATF AR SLH A S AR AR, X 5 MRE LHT &
D E B, & AT a0, HAmiEG T IR
WHERSSHPZ MM, IF AT X5,

R TR I RE 2 40 0 AR IRAT A 44 A R
AR S ER K W RS, BORE LRCIHREA
e I T IO AL AR A e s . o i 381 )i S A
o XA 5 TG 45 PR RGOk TR ME R BB AR IR v 44 L
T E N b R VE RS g . iR 5 MIRVE T A
UrREmXF b gk 1 gl

/N B
a7

*£1 BB THIGENL
Table 1 Comparison of obfuscators” functions
RELE HRAARE FHERLE BLHEBE ft KRDUE
RS N X X N v
Proguard N X X N N/
Allatori NA N4 X NG N
Dasho NA N N/ X X
Obfuscapk N N4 N X X
2.2 tHEXIE
AN TR B 2 H A = 07 R A I Y AIF Y MR R AT A
BNl G B

3%F Android 55 =)y FEAG I (A 5T A AR £, 40 LibLoom™ ,
LibIDM*, Orlis™™, LibPecker, LibRadar**!, LibScout"**
45, Orlis FI T DA R AR 35 109 220 2 ] 245 4 AAT R CAn 7 3% 14 W)
FHIED J& A=t A TR V8 30 A8 o 2 ke A MU VR V8 1 ) i Y 28 =
T5 B . LibID I Z i i 4 B0 A0) 458 70 Sfe 4 ik 122 18 50 1] A, 38 ik
XoF I FH e e g il S B8 A A AT L A5 A = O RO R L R
Sl e NE T AR T PP 88 =05 PR I RF E MR . LibLoom ¥ 58 =1
ARG DU A Ay — A~ 4 A A 5 R A, ) — 0 RT 4T R Y T B Bt A
WU 30k ok A ) 22 5 Y 9 Ach B ) L FH B BB SR B = R

IR 3 T T AR B R G HE AT T AL B T LA A G b HE AR A 5
FRAG W 455 A A48 7R P9 R RIS VR S L 59 Ah 3 I TR FLIR A
fie 1M 55 . LibRecker 19 77 ¥ 4K #8142 )2 WK 45 #49 > i4f 17 1T
Wi, (H AL 55 R A5 B 2 bk AT IR IS B3R %O IR R AR IR BT i% 28
RIW)IEVE . LibRadar 3 FH2E A9 APT K¢ P 4 DU )22 , ik 26 55 Pk
TE K ZHUE BT #8ELAG BOMI AL BLAE 7. LibScout 2l P9 45 —
AN REARN APP 3 = Jr FERT7 ik B 7k w4 —
MR IRTTRIE . LIRSS = J7 E ARG 7 vk 0% LA A = A v A R
TR T AL T IR A = )5 I L (H X B AR = 0
F R 2 R B AT IR

M F Android Ji7 B 8 ¥ F  Bif A &5 A4 45 0 R 4 % An-
droid B AR % 5 . 5 B E 4T 60 Android N H A9 3 4 3% i 17
. BWEITAERC2M88 T A, —Jrm. &t
BT LAAE B R H A — S B R R K B 5 U T B
RO RS BH AE H T OR S R — e R B R ESH
BEST s 5y — O T L 4 A B AE N BY T DL 3 A 4 A AR it
N 64T 28 4 8 5 R AT AR S Android B
B2 WF S e H B . Wl LIt Android 1 JH R T AT
BARCZ MK Android AEE R G D — T TLIE Z M H A,

3 FEigt SR

T AROCECLIRE JT AU B 2% R R AR ST TR Y
LA ST B E R F AR P A IR U7 SRR IR A
TEANZHO %58 =05 PR AT EAT 28 TR A BE L A 1
[vi 48 B 2 B3R VA )2 T VIR ¥ F 5) 4T BR BOE iz

a3 B AR SCOT 0 g 3 A0 BR RUNR W TR R
BRVE S BRI E (7 R %L, 2 BT LORER 3 TR0 U FHR ¥ 2
By IR B0 3T R O A0 SRR e o E B IR A DR 0 2
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Workflow of the proposed method
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(DHEFNRE TR, RIONELME 7 — N8 & F i
AR A% B 38 B SA (Sample Application) . X SA fifi FH %
DR YE T H#ATIRVE W X 43 B 3615 % WIRVE T RAEIR
1 5 AR T B R B PUNRAAT o AR 45 33k S R AE S A AR )
th H A N T A R TR

OPIINRE S XA BN 3 et i —4 51
FH P A & B9 58 = 7 i 1) 32 56 B LA (Library-container
Application) , #& J& 4= T BB I B AR, 98 1128 — 25 R0 Y
RE THXT LA 478 RIRVE S 8O0 IR A #1173 8] — 1~ iR
WIEMBASE S= (LA, LA, LA, )}, TEWSE A,
o 28 2 T 1 AR B0 E PR BE U S B AR R TA fie Al LI TR
JE R LA TR0 TA I IR 8 S 50

GENLRE, N T I EAEIRE G 5 =05 P A v 42
TEURR R 1) bR S 1 ST 5 = O PR TR W 4 AT 47 I 7 SRR
D4R o B A A — SRR VE IS D RE R 1 IR R AR IC s R
F 3 — A~ 51 G 2o 9 B 49 55 = 77 2 9 55 56 1 ] TA (Instru-
mented-library-container Application) ; % & , % TA i J {1 51
IR YE TR AIRE S BRI S B AR R 2R VE
i X5 SRAHIR VA IS AR A, B A TA HRE o 4
FRIEE 7 HEOGER ) pR H T B 5 TA 3847 o6 302 Ry T
(NI R AR E R Al R PRS NTaR 5 Qi A N 1 1
Ak 3 AL,
3.2 RBEIERIRS
3.2.1 #M#EnXE A SA

B 1 — AT T 3R BUR W L H U AR AE B 3 T
SA, HAL & 2 R B A RS Be . FRATT A R X SA BB VB RE
WRVE THM&FIRBIIGE. 0 X) A R E T H X SA
IR VA 45 AL, AT DU3R B AN IRV 1B 1 L 3 A [ A5 A Ak 34 7y
Z5 HTIRE®E LA,

3 ik A B A 56 SCRRTO 1 DL ROIR A TR F L IR kAT
B v W3, FATTUCAR TR DLIR VA T H B 1 D e K AE AN TR
RS AR I, BT, FATHE SA IR T AT 5L 4 F
IR RE I R AE A AD B, LR sk 2 T 31, 76 SA v AN IR 2K
R RF AR B S A A B, LA PR 8 il & PR IR VE DBk .

2 R TREXS ML RRAE

Characteristics of obfuscation function

B T e AR R B
FTRERFHELEFN
TR ERYFAELETNA
& 7 i& 4
F 1 Bk 4 9E A
& HEN Ak EY
REN LB EEN
BN EITIEA
Native # %t
R Gk
FTREANBEHLEE
Kk R E Bk
TR KA FEFY
FTREANBEHLEE
5 3R A
A R A B By X
FAE A 0 5
RAE M BB R BB
F ki E Hy Bk

Table 2

B R

3

%

=

FREE 4

1

KA A G

4HM T —MRIER BRG], K B4 E T
Xof AN (i) 2 B S 4 o 0 7 I L 9 FRROGE R AT TRV T A R
B 1B 4 (b AL & T % 2 M 43 3 L o A AR T 0 767 B b 50k 2
P Ak 25 2 AT I 4 AR B 5 ] 4Co) A X Native BRI 75 1
FI T i ) AT H AR R AT 4 A DA il Rk X FA A S o R
A BT E A R IR R IR
public static String static_test = "this is a static String";
private static String Static_test = "this is a private static String";

public String Pub_tes = "this is a public String";
private String toastTip = "toast in MyFragment";

public void methodWithLocal Variable() {
String logMessage = "log in MyFragment";
logMessage = logMessage.toLowerCase();
System.out.println(logMessage + Static_test);

1

sy

public void Test_String_Long(){
System.out.println(" 1"+"12"+"123"+"1234"+"12345"+"123456");
System.out.println("a"+"ab"+"abc"+"abed"+"abede"+"abedef™);
System.out.println(" la"+"12ab"+"123abc"+" 1234abced"+" 12345abede");
System.out.println("al"+"ab12"+"abc123"+"abed 1234"+"abede 12345");

() 45 3

public String getToastTip(int test){
String testString ="";
if (false) return "123";
if (true) testString = getToastTip3();

return testString + getToastTip2():
1

s
private String getToastTip2(){return toastTip;}
private String getToastTip3(){return toastTip: }

Cb) P Ak I i

public static native void methodNative();

public static void methodNotNative() {
String logMessage = "this is not native method";
logMessage = logMessage.toLowerCase();
System.out.println(logMessage):

1

J

public void methodWithGlobal Variable() {
nativeUtil.methodNative();
Toast.makeText(getActivity(), toastTip + Static_test, 1000).show();

1

s

Co) bR R A 1 A 44 P 3k
4 FRAEACHT B
Fig. 4 Characteristic code snippets

3.2.2 HRIRF LA

FRHCAY i 2 M i B RS, Proguard, Allatori, Dasho #ll
Obfuscapk iX 5 F# WL AR ¥E T E X0 SA #EATIR A
SRJE X LEIR W 5 28 At B AT =2 ) A 22 57 7E G B il | 42
T &N IR VE TR AU RE

WU RFE 43 A T3S . — 2RI DI RERRALE  BIR A T R 152
WA Dyag v g A A B TE R T R — T R
A SR 2 X N A RRAE s 75 — IR SR AL BIR v T R A
BEAT IR WA N BT 5 R n] e it 4 22 S5 0, AN TR IR v T 2L A A
B BRIRAFA BEAS TR, X 48 K g b B R A R . SRR AR 5 2
BT A SHCT B AE R R

PRIGETHRAAE N B Se i T AN IR VE TR PR E 4 R
S K S50 B S 4025 8] % 0 FH SA #EAT IR VS
SHENPRE S AE 3.3, L /AN AU IR . IRIBEIE L 5 N IRVE
T EAMR BIRELERE S, (i=1~5), RIFXKHBEGEHELSP
TEARFIRE ST WA SRR IE B3 SN EE S
PHRFE HEAT 22 53 40 0, R R TR) TRl Y 22 57 A/ R X 43 AN ]
TRV T H AU RRE

FARIE TR BA MR B A5 3% 3 sl
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#* 3 WLIRE T HARE

Table 3 Characteristics of popular obfuscators

BALRE FHBREFA BHRAEAE Hlk &% 4k 7K
R8 x * * P REE
ProGuard x % x = FEA
Dasho ksl @ s B L ® K [ 5 R8
i [
Allatori ksl IE * [ HL x & [d ProGuard
B %
AL R %
Obfuscapk # EZ i % B AL x * T H %

(D5 IR - BORVE 1Y 545 5B A8 W ) 5 2 3 17
I B AN TR VA T ES N 0 5 AF B TR eR A0 1 19 2 4R 2
W2 . AT R SRR B0RT DL AR SR IR X R TR VE TR W
FRAiE . 40, Obfuscapk Y 36 J& o8 B @y & [ @ H & K&
fift % 7 ¥ Allatori (9 38 J5 BB AL h AL A 34 22 Y F AT 3R IR
BAE.

¥R TRV T EL7E JEAT 58 ) 0 TR V8 B 23 4 A B
HIL 1) Bk 2 T30 17 43 S . 3 RURT B 2 B B ML 1Y O TR R VB
T HEr a8 65 BB & H B9 FF . B0, Dasho ¥ i 49
RSB &5/ B — A/ 8 07, T H 5 Je il 4% A0 504
FEAE N I B2 Bk B 14 0 W7 5% 1 5 Obfuscapk & i i 1% 75 B LU
— A FW T b, B A 3T R E R A — 4 goto Bk
A

IR EBEPLAL : Dasho 2 7E > 2 Cclinit) J7 B A
R BEHLEC RIS B, TR AR BA Celinit) J7 ¥ 0 28 S 808
iz Tr 2 314 A Bedd A b, % AURD Be Ak LT 4R 5, 41
-G R BR Ge bt ) L 75 B wide 28 B & X Runtime-
Exception 287 (i % 2 $EAT 0] 46 10 G R0

(A B TR A0 B 3 5 28 1) i 44« X s DA A B 2 A 25 1)
FER . EERIRE T RSN EREERE . AZIRES
B RZ IR . % 4 38 R A 22 B TR R TR 4 KT
R8 1 ProGuard 7£ IR A A% 2 T A7 VR G . 1T DLSR ARG . A &
H B4 4% oh 28, T Obfuscapk 78 % 4% 1% )5 9 smali 185 )2 i
BEATIRVE A T 3 S F AT A i 5 S5k i ARG ™ AR i 44 b 58, TR
WIRW AT 25 EA N a4 AR E, ik, R8 Al Pro-
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Table 4 Obfuscation parameters of Proguard and R8
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Table 5 Obfuscator identification results
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Table 6 Parameters identification results of R8

Top n I # R

BETE e &3 HE ERGITRER & EHE/Y%

1 2 5
Basic 9 8 9 9

Proguard/R8 Flatten 8 5 8 8 92
Repackage 8 1 4 6
. Strong 12 3 3 3

Allatori 64
Weak 13 10 11 13
Flatten 13 8 12 12

Dasho 96
Repackage 12 8 12 12
All 8 6 8 8

Obfuscapk 96
Others 17 15 16 16

Bt 100 64 83 87 87
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Table 7 Results of function location
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