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Analysis and Improvement on Identity-based Remote Data Integrity Verification Scheme
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2 Jiangsu High Technology Research Key Laboratory for Wireless Sensor Networks, Nanjing 210003, China

Abstract Cloud storage services enable individuals or enterprises to easily maintain and manage large amounts of data at a low
cost,but they cannot guarantee the integrity and privacy of outsourced data at the same time. The remote data integrity verifica-
tion schemes allow users to verify the integrity of outsourced data without downloading all the data,that is,the cloud server can
prove to the verifier that it is actually store the user’s data honestly. The security of an identity-based privacy preserving remote
data integrity verification scheme proposed by Li et al. is analyzed. The analysis shows that the scheme is subjected to forgery at-
tack. that is,the cloud server only needs to store a small amount of data to generate legitimate data integrity proof. Based on Li
et al. ’s scheme.,a new identity-base remote data integrity verification scheme is proposed. The analysis shows that the new
scheme can meet the security requirements of privacy and soundness,and the computational cost is basically comparable to that of
Li et al. s scheme.

Keywords Cloud storage,Data integrity, Privacy preserving,Identity-based cryptography.Data security
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