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Intelligent Attack Path Discovery Based on Hierarchical Reinforcement Learning

ZENG Qingwei, ZHANG Guomin, XING Changyou and SONG Lihua

College of Command and Control Engineering, Army Engineering University, Nanjing 210007 , China
Abstract Intelligent attack path discovery is a key technology for automated penetration testing, but existing methods face the
problems of exponential growth of state and action space and sparse rewards, which make the algorithm difficult to converge. To
this end.an intelligent attack path discovery method (iPathD) based on hierarchical reinforcement learning is proposed. iPathD
constructs the attack path discovery process as a layered Markov decision process to describe the upper-layer inter-host penetra-
tion path discovery and the lower-layer single-host internal attack path discovery,respectively. On this basis,an attack path dis-
covery algorithm based on hierarchical reinforcement learning is proposed and implemented. Experimental results show that com-
pared with the traditional method based on deep Q learning(DQN) and its improved algorithm, the iPathD path discovery method
is faster and more effective. With the increase of the number of vulnerabilities in the host,the effect of iPathD is better,and it is

suitable for large-scale network scenarios.

Keywords Penetration testing, Markov decision process, Hierarchical reinforcement learning, Attack path discovery, DQN algo-
rithm
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Fig. 1 Example of attack path
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Fig. 3

Example of attack path discovery based on hierarchical design
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Table 1 Example of the attacker’s attack action in Fig. 1
% 51k
. OSScan: target=(1,0) ,cost=1. 00, prob=1. 00, req_access =
None
ServiceScan: target=(1,0), cost=1. 00, prob=1. 00, req_ ac-
1,2 cess= None
a4 Exploit target= (.l .0).cost=1.00,prob=0. 80.req_access=
1,0s=linux, service=ssh,access= User
@ l’rivilegeEscalation:tlarget: (1,0),cost=1. 00, prob=1. 00,
req_access=1,0s8= linux., process=tomcat,access= Root
#2 H1PIhRFEMHMESE
Table 2 Action list of the attacker in Fig. 1
Name Type ()é)::l::n Cost  Probability  Access
SSH-Exp Exploit Linux 3 0.8 User
FTP-Exp Exploit Windows 1 0.5 Root
HTTP-Exp Exploit None 2 0.8 User
SAMBA-Exp Exploit Linux 2 0.2 Root
SMTP-Exp Exploit Windows 3 0.5 User
Tomcat-PE Promotion Linux 1 1 Root
Daclsve-PE Promotion Windows 1 1 Root
Schtask-PE Promotion Windows 1 1 Root
Subnet-Scan Scan — 1 1 —
0OS-Scan Scan — 1 1 —
Service-Scan Scan — 1 1 —
Process-Scan Scan — 1 1 —

FRATHE PR Tt AR B B v 48 8 T 0 R AR IR
55 R AN W 2 2 A U 5 R I A TR B S R o B i A
R 1, B D RAEERA — D R LS, H P A AR 48 T 1Y
RERE 17 U i ) 0 R AR 2% AR 40 58 T U ) DAl R 4
(Common Vulnerability Scoring System, CVSS) #fi %&£ .. CVSS
A 2 B N, A ik B 2% B (Attack Complexity,
AC TR B3 I T VAN s 18 F) T i xfk 5 B2, AC A 3 D HUE L 43
5124 5 (High) L 1 (Medium) FIHIE (Low) , H i I8 & 2% B 1 U
A 2R Tt & LB 5 Bk s R R T A 09 S kb L T
o O 2% B 0% IR ) R P T R B TR SRR 2 T T
X HARSEAT KA R e, PR, S T 20 i e R R R R
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Table 3 Examples of successful exploitation probability of common

vulnerabilities

i " ESEE R R E
CVE-2021-35211 SSH Low 0.8
CVE-2017-17405 FTP Medium 0.5
CVE-2017-0145 SMB High 0.2
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Qi (s2g300.:0V, Qi (sag360,.)] (6)
4.3.2 AT DQN# T EE s &ehFk4EF ik
R Z R MM LR MME S b, B A AR S
ML it s VR MR ARG M 50 EHLAIR S F B 18— R 5 W
HAE R B E., RO EINZEREENT
ZWF BHAR, RFETEZ )2 W DQN 5% 0 S 56 7 &
B D, v, 2056 W AR Y T s 2286 BT AR B (Geg) s
acsre s Csirns @) su) o5 Y HTRAS s g YW HR LR BT H
B sa ARAT I SIAE  r AT B fEa, 8138 F —IRESRE T
JEE s APAT IR, JF T — N RE v W REBFC LW
W E AR 0L, 556 R BRI b 22 X 28 2500, ST =0
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Vi, L2 (020 = Epaauras -, [(rt+y max Q. (s a’;
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4.3.3 HEae
BT 2o A ) Tl B AR R U NG E 1 TR .
ik 1 TR I N BGE R R B
A ZRMD, Dy, YIZRENE N, B BE U255 S, 7 B iRl 425
BOT.QiCsags00) B350, .Qx(s0g0a30.) B 500, . £JZ DQN 5%
ey, T2 DQN FE HKe,
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1. for episode=1 to N do:



B4 T AR 2 3 0 B AL R T i

313

2. MG AL I ELRES

3. for steps=1 to S do:

4. BEICHAR FEHLg~e-Greedy(Q(s - G;301) ve1)
5. it FHAR EALe B AT B -

6 for goal_steps=1 to T:

7. B Ea,<e-Greedy(QCs,»gi s As02) ye2)

8. PAT S Ea IR JZ D [ DA RS T — R s
9. RBUR R % o' <r(s.a.sD)

10. 851 (s, gh vasr’, (8", g}, W BIZE D,

11. A= B BB L2 P& M 48 S 800,

12. e 2 (7 TR T 2 R 4R I 4% 2800,

13. F<F-+{

14. end for

15. BT (02, Fus' s V) B LB D,
16.  elif s ENLg O 40 L -

17. F=—10000

18. V=False

HTTP

19. 16875 (s, g, F s’ V) B2 59Dy
20. i =X (5) BT 1 2 P& 9 45 S 500,
21.  end for

22. end for
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Fig.5 Experimental scenario 1
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Table 4 Configuration of each host inscenario 1

Address Operation Host: Service Process
System value
(1,0) Linux 0 HTTP —
(2,0) Windows 100 SMTP Schtask
(3,0).(3,3),(3,4) Windows 0 FTP Schtask
3, Windows 0 FTP,HTTP  Daclsve
(3,2) Windows 0 FTP -
(4,0),(4,1),(4,2),(5,2) Linux 0 SSH -
(4,3),(4,4) Windows 0 SSH,FTP Tomecat
(5,0) Windows 100 SSH,SAMBA Tomcat
5,1 Linux 0 SSH,HTTP  Tomcat
(5,3) Linux 0 SSH Daclsve
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1 45 AR RN B RE AR 17 52 0 1 4 Dol ) R 52 0
2 52 RIS BI A 2 (1] [] R A% 52 06 10 20 1 2 il 9 /B T
52 W 45 PR v ALY kL R L 3 A2 T R A B R . TRt
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{55 B gk 5 B A
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ik

Table 5 Experimental network scenarios
Scenario Hosts  Sensitive Subnets Services Processes
Scenario 1 16 2 5 5 3
Scenario 2 35 2 10 5 3
Scenario 3 16 2 5 80 5
Scenario 4 35 2 10 80 5
Scenario 5 50 2 10 5 3
Scenario 6 100 2 15 5 3
Scenario 7 150 2 20 5 3

(OFEMHRE T BT Internet b, AN HTE B br M
KRR . 1O AR YE R B AR A3 2040 HME B 3 hL
il B A5 B R B — R A E NS E TR B sh. sk
0 LA™ ML R O B R B4 L B4R 1R T T 5 R R T
1o ARHHE 1 AN W 1 A S AR AT B A R T 2L i (E A T 7E
B G P AT BRI 2525 B D 2 3] S B U 4%, 81 Episode
GEAI A - 1D 3RAT T A B0 AL Root AURR 5 2) Il 25 4
A BN E e K AH .

5.2 ZWSHEE

SIE RS R 3 T Python3. 7 JF & B9, 8 ] Pytorch /E
B AR B HE 42, B £} BiE B A Intel Xeon Gold 6230R CPU,
NVIDIA Quadro RTX6000 GPU, J¥ & K Sz i 2 4F R 45 R
Windows 10,8 S 55t & I3& 6 Fr5,

*o6 HSHRHE

Table 6 Hyperparameter settings

Hyperparameter Meaning Value
Learning rate/[lr #3] R 0.00025
Batch size I G 2 B B AR ALK A D 256

Discount factor/y 4 @ F 0.9
Hidden layer size Va5 2 #h 22 0 B B R A [128,128]
Replay memory size EXNEE & N Dr=300000,

D2 =50000
Subgoal step limit T HARR AEBATF K 100
Episode step limit FEHARKETS K 10000

5.3 ELWERNN
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Table 7 Comparison of different model states and action spaces

. ) # MDP # A 4 B MDP # #
RAZEH B 1E = ] RAEZHE B 1F = ]
Scenario 1 316x8 192 16 38 28
Scenario 2 3358 420 35X 38 47
Scenario 3 31685 1424 16> 38° 105
Scenario 4 33585 3115 35X 385 124
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Fig. 6 Cumulative reward value of each round varies with the

number of training rounds(scenario 1)
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