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Browser Fingerprint Recognition Based on Improved Self-paced Ensemble Algorithm

ZHANG Desheng' ,CHEN Bo? ,ZHANG Jianhui’ ,BU Youjun® ,SUN Chongxin® and SUN Jia'

1 School of Cyber Science and Engineering,Zhengzhou University, Zhengzhou,450000, China

2 Information Technology Institute, PLLA Strategic Support Force Information Engineering University,Zhengzhou 450000, China
Abstract Browser fingerprinting technology has been used by many websites for user tracking,advertising delivery and security
verification due to its stateless,cross-domain consistency and other advantages. The task of browser fingerprint recognition is a
typical classification task of imbalanced data. The data imbalance exists in browser fingerprint long-term tracking task,which will
lead to low accuracy of fingerprint recognition and failure of long-term tracking. An improved Self-paced Ensemble(ISPE) method
is proposed to identify browser fingerprints. And the undersampling process of browser fingerprint sample and the training
process of single classifier in ensemble learning are improved. Focusing on the browser fingerprint which is difficult to identify,
added attention-like mechanism and self-paced factor are optimized to make the classifier pay more attention to the boundary sam-
ples which are difficult to classify in the training process.to improve the overall accuracy of browser fingerprint recognition. The
results show that the Fl-score of ISPE algorithm for browser fingerprint recognition reaches 95. 6 % , which is 16. 8% higher than
that of Bi-RNN algorithm. It proves that the method has excellent performance for long-term browser fingerprint tracking.

Keywords Browser fingerprinting, User tracking,Self-paced Ensemble, Undersampling. Ensemble learning
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7 Recall X Precision
Fl-score=2 Recall + Precision (10)
G-mean = ~/Recall X Precision (11)
MCC— TPXTN—FPXFN

(TPF+FP)(TP+FN)(TN+FP)(TN+FN)
(12)
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Fig. 6 Effect of different weights on training effect
R4 RARR) SPE 8k (it T o PRSI
T 2R T HUHUR S T R R 4 28 SR AL 1Y vk D R &
R R SPE J7 ik HEAT T UL S5 Rk 3 A,
#* 3 ISR X o3 AR Y R

Table 3 Impact of different improvements on classification effects
.. attention-like X
Standard  Original-SPE a . Weights ISPE
mechanism
Fl-score 0.876 0.917 0.912 0.911 0.927
G-mean 0.876 0.918 0.911 0.915 0.927
MCC 0.876 0.917 0.912 0.911 0.927
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Table 4 Optimal sequence results of collected data sets
Fl-score 0.709 0.648 0.615 0. 355 0.921
G-mean 0.710 0. 649 0. 630 0.381 0.922
Mcc 0.709 0.648 0.630 0. 380 0.922

LA B A R T T o AR SCR FH 8 7 16 X6 0] 5 248 48 2L
Y Fl-score, G-Mean F1 MCC 45 ffif & br i 9 #3d T 92% .,
AR T 100 JURP 7 i o A SO 1 0 4 b 28 A T 508 R 7 i ol
B 0 TR 5 0 g B 0L T SO L3R T TSRS IR IR RE

() FLSLFA . R T 4530 B S5 (0 0 B8 4% 18 SOk 35 XL A
SCR JH T W B R FE SCEIRT 60 Y 18 PR L L3S S0 AR I 2k 4
T T (1448 SO FIAK ORI B0 57 A s oxt AT g . )
BT 3.1 75, L SR T D) SR A 8 A 8 BUAE L an SR VT Y
B A 1 AN [ D00 455 BT 4 B0 {5 B, X R O 2T R A AU S vk A
HYBETMERE.

AR SC T WG i B BT A RN SR 5 A

F 5 WCEBUE AR R FS RS A5 R

Table 5 Real sequence results of collected data sets
sandard 0 P e oot ISP
Fl-score 0.631 0. 544 0.585 0. 306 0.815
G-mean 0.633 0.550 0.602 0.333 0.816

MCC 0.632 0. 546 0.594 0.467 0.815
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Table 6 Optimal sequence results on public data sets
Random- Decision- Ada- SMOTE-
Standard . - ISPE
Forest Tree Boost Boost
Fl-score 0. 847 0.761 0.792 0. 845 0.956
G-mean 0. 847 0.790 0.793 0. 845 0.956
Mmcc 0. 847 0.761 0.793 0. 845 0.956
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Table 7 Real sequence results on public data sets

Fl-score 0.797 0.678 0.780 0.806 0. 855
G-mean 0.797 0.679 0. 780 0.807 0. 855
Mcc 0.786 0.678 0. 780 0. 806 0. 854
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Table 8 Optimal sequence results on public data sets STALKER,
Bi-RNN and ISPE

# &M STALKER Bi-RNN  ISPE
Fl-score 0.777 0.788 0.956
G-mean 0.791 0. 800 0.956

MCC 0.777 0.788 0.956
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Table 9 Real sequence results on public data sets STALKER,
Bi-RNN and ISPE

#EArE  STALKER  Bi-RNN  ISPE
Fl-score 0.695 0.722 0. 855
G-mean 0.694 0.735 0. 855

Mcc 0.695 0.723 0. 854
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