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Survey of DGA Domain Name Detection Based on Character Feature

WANG Yu',WANG Zuchao' and PAN Rui*

1 School of Science,China University of Geosciences(Beijing) , Beijing 100083, China

2 China Academy of Information and Communications Technology,Beijing 100191, China
Abstract Recent years have seen extensive adoption of domain generation algorithms(DGA) by botnets. Efficient detection of
DGA domain name is of great significance for discovering botnets and ensuring cyber security. DGA domain name detection me-
thod based on character feature can complete the detection only by using the domain name string. It is a real-time detection me-
thod,and has become a hot spot in the research on DGA domain name detection. Research on such methods shows DGA domain
name can be effectively detected by using traditional machine learning or deep learning. However,for wordlist-based DGA domain
name,shorter-length DGA domain name,or new variant DGA domain name,it is still necessary to improve the detection ability by
improving word embedding method, introducing attention mechanisms,or joining adversarial samples,etc. Finally, this paper sum-
marizes the above methods,analyzes their advantages and existing problems,and proposes future research directions and key is-
sues that need to be addressed for DGA domain name detection.

Keywords Cyber security, DGA domain name detection, Machine learning, Deep learning, Word embedding, Attention mecha-

nism, Adversarial example
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Fig. 1 Diagram of DGA domains generation
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Fig. 2 Flow chart of detection method based on traditional

machine learning
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Table 3 Common handcrafted features
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Table 4 Comparison of traditional machine learning detection methods
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Fig. 3 Features of deep learning automatic feature extraction
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