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Facial Physical Adversarial Example Performance Prediction Algorithm Based on Multi-modal
Feature Fusion

ZHOU Fengfan' ,LING Hefei' ,ZHANG Jinyuan® , XIA Ziwei' , SHI Yuxuan' and LI Ping'
1 School of Computer Science and Technology, Huazhong University of Science and Technology, Wuhan 430074, China

2 Software Development Center, Industrial and Commercial Bank of China,Zhuhai, Guangdong 519080, China

Abstract Facial physical adversarial attack(FPAA) refers to a method that an attacker pasting or wearing physical adversary
examples,such as printed glasses, paper,to make the face recognition system to recognize his face as the face of a specific target,
or make the face recognition system unable to recognize his face under the camera. The existing performance evaluation process of
the FPAA can be affected by multiple environmental factors and require multiple manual operations, resulting in very low efficien-
cy of performance evaluation. In order to reduce the workload of evaluating the performance of facial physical adversarial exam-
ples,combined with the multimodality between digital images and environmental factors,a multimodal feature fusion prediction
algorithm (MFFP) is proposed. Specifically.different networks are used to extract the features of attacker’s face images,victim’s
face images and facial digital adversarial example images,and the proposed environmental feature extraction network is used to
extract the features of environmental factors. A multimodal feature fusion network is proposed to fuse these features. The output
of the multimodal feature fusion network is the cosine similarity performance between the predicted facial physical adversarial
example image and the victim image. MFFP algorithm achieves a regression mean square error of 0. 003 under the experimental
scenario of unknown environment and unknown FPAA ., which is better than the performance of the baseline. It verifies the accu-
racy of MFFP algorithm for predicting of the performance of FPAA. Moreover, it verifies that MFFP can quickly evaluate the

performance of FPAA,while greatly reduce the workload of manual operation.

#UH5 H#1:2022-11-15 3R & H#:2023-03-04

HATH . FRARRE 4 (61972169) 5 1 Z T AW & 1H 1 (2019QY (Y) 0202, 2022YFB2601802) 5 M b 4 T &4 #F % i % (2022BAA046,
2022BAA042) 5 BT BT 1R EIHT I H (2020010601012182) 5 [ 18 4 J5 B2 2 42 (2022M711251)

This work was supported by the Natural Natural Science Foundation of China(61972169), National Key Research and Development Program of
China(2019QY(Y) 0202, 2022YFB2601802) , Major Scientific and Technological Project of Hubei Province (2022BAA046, 2022BAA042) , Re-
search Programme on Applied Fundamentals and Frontier Technologies of Wuhan(2020010601012182) and China Postdoctoral Science Founda-
tion(2022M711251).

WAEAEH % B (lhefei@hust. edu. cn)



Jo IR, &5 < 5 T 22 05 3 0 I 1 B0 N T 4 B R 0 AR P B TR B vk 281

Keywords

modal feature fusion

1 3l

il

B 2 B 2 2] OO0 H R W 5 30D H R 0 R I & J L HLA%
HEIHARCABB T I IZ MR . SR HRE A (1 £ A
X SEHLAR S S RGN M T MK . X B R A 2
— P R, S LR T RGN A W E
H0 0 2 T 8 A T A R BN o R R AR X LR 2
R GE AT B B B AR S et B0 R A ot ml R R P .

NI U ML 24 2 T — AN 5 WAE 55, IR B T IR
22 B IR R Gt BoA XA REA T B eSS L x
NI VU R A % B A A T o 09 % e B A e ik Sy A Sk e A
A, R — AN R AR X A U R S AT
i, B HUREAS (Y PEBE R A8 47, 36 17T DL BT Bk AT AT R
T AR i i RS B R G

PRI KB X B RE AR ) 7 A8 25 TR AR TR 1 2R 55 Y %2
SRR T AR K B o e — AN A SR 7 A R ARG
BB AS R 0 . ARG ) B X B R A S — A A E T EL
St B H B S S B RE AR, AR T AT AE TR R A
I X HOREAR N B PR AR 4 N TR R

AR N ) B B0 AR (3 R R B T fE E KL R
JE A% P R B IR 26 (AN G BRI B X BB A 19 TR AR R B A B
BUREA B A P R e 4 R 8 45 ) il g 2 e A G ) B B RE AR 1Y
PERE =AM BRI, B AT TE R R 3R B R T A
G 0 B Xt L AR ) M R AR IR ST A L o G v BELAR IR 5T R AT 1Y
— AT A S PR R X A B XA R AR AR R IR PR R B i
HEATIFI AN T AR AR K, E it , A 9 35 X 40 4 A
BB VT DU 3o A8 1T LA 43 Sk A 4505 % B A4 10 A o B X
ENEIREIPN: 590 7k N ORI NN SR O i 2 NOE S - SN 54
XEHUREA B MERE T 5 W . X 5P R RENA TR
VE o AR A BRI T 9 A% S 3 B s e ok o N R A CHIDRS Y 58 %
AN AR X B AR S VR o TN B B X B R AR 1 i
P 3o 2 v 1 SR8 4 1 s )

ST U AR N G BT AR A PR R T I A 0 AR &, A
SCHE TN B X B R AR T PR R IO AT 55 AR S R
JETE AR I B3 A D A ARG By B X B RE AR A 1S B L B
B BB XA B B DL A R R B R
FPAA [ PERESEATIM . S T 58 IZAT 55 . 3 T Z AR AE
AhA RS AR ORI T 2 B R AE Gl & B 5
(MFFP) . MFFP 553l FHAS 6] 09 A G 4 AiE 468 B o0 2% 42 Bt
T DN A NN AN oA D | DN o8 S s D 1 = N
JE R E L I R BT R AE B R 4% B IR B [N 2R 4
TE o ZJG Wik S0 Rp AF E 47 Bl G, I )5 8 2 — A 26 X Rl
A J5 R AE SR AT 00, 0 0 45 00 b 5 B S 0 NG B 3k
BUREA B 7 Nz E H N B R 22 1) (9 A 52 R L BB i 4z
I, MFFP A Dhxt 3 — A 45 52 3858 F 1 ARG 9 38 X 4t #f
AR 1 B R AT T L 25 BN B U OR TR 2R BT R NS 4 B
X0 RE AR I 1 R PE I B A T R L e T RN XSO TR

Artificial intelligence security, Adversarial example, Facial physical adversarial attack,Performance prediction, Multi-

FRBE B N B:  EOGE R R 9 RE AT PRI A T AR R
2 MXIIE

AR TS HURE AR Tty L B R AR e R
I ) B 0 AR A B i 5 3 A O T X AR SCAY AR ¢ AR #E AT
4,
2.1 XNmEERREH

Xof B 7 T ot 2 A8 ) 0ot 0 O TR A 08 B0 X L2 2 )
RGEIATYGE L UL AR5 > R G007 AR 5 ) 5 R SE 1) 4 iR
B9 R . A HUAEAS B T LA 23 S 2505 X B0 RE A T A A
£/ SN T U € SO 71 & o L e s P U 5 | W )
HAE X LS 2 2] R Ge AT I B A B0 o AR TR R
T AT . T A B PR AR Tt 32 R R 2 B
XF Bl 2 2 R GEHEAT B9 Bk, 7R B A AR P SR AR A X
PUREA i BB B S A DA S X LR 22 S R Ry ey .
5 S S b A O R AR T RGBT RE AT L
O CHAE BORBLAA 4 4 R T 45 M) (3 B0 X TR AR 14
i A 34 2% 1% J7 # (Momentum Iterative Method, MIM)™ |
£ REAL S A 77 (Diverse Input Method, DIM) /7 46 ; i #1 1) 4y
BP0 A o A I % #h T (Dirty Road Patch, DRP)™ 1 if
5 1 FUXE PO R ( Adversarial Laser Beam, AdvLB) 3 7 J5
A,
2.2 NBHFWRERIE

AT X SR BN I B R AR i T i AT A

(1)Dropout A J& 35 ™ 4%

— P A U X AR A g B D A A TR A 2 2 )
S i AR R BB, Zhong 455 I S 1 48 U I 6 4R A
A 2o AR P SR TT LA AR T R AT B 1 2 R DT AR T
A NI X BT RE A 9 45 T 11 22 R L T 4 03 2R 0 A X
PUREA B TR RE M. BAASR . Zhong % 78 A B XS P ke
A R A T dropout B LA AR I AR XS BT RE AR 7
AT A L ROCR B2 5 i 44 O dropout A I
™ #% (Dropout Face Attacking Network, DEANet)™! | [K i,
XFF B & Uil . DEANet 78 A 5% H0 A 48 1Y 2 72 o m] LUA &%
7 Lk X5 R A QAR R Y i UL

(2) % mA R AR 7 12

Yang 5500 4 1 T & 1) A K 4R 4 1% AR 5 3k (Targeted
Identity-Protection Iterative Method, TIP-IM), TIP-IM j&—
TPt X I 43 2 AT 55 149 X6 0 e AR et i AE a2 BT 1 R 43
N X A A BBt AR S A R NI B8 I AT 45 Y X B RE AR 1R
o AR EZ B =X AN B R 47 0 % AR ANk 4
FHYUREE 2% 2 R G 0 vk N2 i B v b B AR 11 R e i)
WiZE R RN AN AL S0, RN EENERAR
BER A 09 B S T R R AN 1 4 TR
2 2] ZR BT TR IO T R 22 R N R P R T S S S
1 gallery 445 Gy b (9 B R GO B v i 48 2 — K &1 BRI
ENIIE R DI R e o A DN S = N 1 el N



282

Com puter Science I HEMLEL2:  Vol. 50, No. 8, Aug. 2023

TN I8 H , Yang S5 TR A A PIREAR W B A I T o kT
1124 % (Maximum Mean Discrepancy, MMD) 45 2% D) £ &5 4= 1%,
B X BLREAS (1 B SR M . A T AR RO TR A 5 R T
B, AT fd ] Greedy Insertion B ¥ 7E G #4110
B R AR g 32 5 38 NI B R DL e d 28 A Ry X 0 R AR 1Y
2.3 ANBEYENmERLE

AT 32 N e B 1 N S 0 B X T AR A ik O T ) T4 LA
KNI By 3% PURE A B PRI S R AT A

of i MR 10 s 2 — b 7 IR B 58 AE ) R o sk g s
W Bt 7 % I B T vk SR AR TR B 7 i A AT RE AR
ot B R T e A — b AR I T S i B R R el ik
R ey O N = N U T R A - AP 7 = 2N UK
JE 5 DARE X NI Hy 350568 0 A RS W0 5k 2 v A A R AR
FHUHR 5 (Adversarial Makeup, Adv-Makeup) ' g i & — F
T GAN WA B POREAR BT O s . 5 i A6 3% i
FEA T o T A A2 X HURE A T B 00 P 3 B R A A 1 &
SN IEE. R T fif iz 0] 8, Adv-Makeup fli | GAN
TE N HR R A5 25 2 8L B 52 B 6 P RE AR DL w8 2R L N
I AT RE A AR BRI . g T 4R S X HUAE A (9 TT E RS
P s Adv-Makeup 7E 42 SO0 BT FEAS iy 2o B2 o 4 1] T o8 2% 2T 1
7k

BRI A A g FRG HRE AR T TE A AER  T O
Xof H0RE A 1 BBk PR AR SR A0 2000 T N 0 3 7 R AR B Y
Job A Y — AN AR R Y 1) R N 4 B B A A P R PRI A
FEROARANE o AR X O A M 8 VI o R RT3 AR
B X B RE AR 19 A R AR B AR BT D AR R AR AR Y
LN RO T = NI 22 NN 0 I T e N TR G 11 = MR
g1 o N ECTF X HUAE AR 09 A gt A4 32 22 4l 5 A T Bt
FEAR T i 7 i A B A — & 1 B0 8 00 1 R B N Bk
A, NS X HUREAS B 3T B A Ao 72 3 2R K B X B AR A
Az s B AR B N IR T T A A R R B A TS R RSE IR R AT
ENHLATEN K . i AT it o i AN i T8 A & A ) L 34
RN G B RO R Bt i A T R A AR R . A e
o BT A A ) U o R R T B A A AR X R A G O A
ARG M b, BRI BT AR ARG I B AR B LT R
kg i SN SO = N2 N SO i = N SE K- Su
2 g R S e OB B R U R X B A AR 1 A A
FI NI R S ATER N o A X OB A 9 M BB 58 1 oot
FE T YT PR A B R R A2 o A B R R P RE AT I
B — M R G P RE A B A2 i AN Z A Ay
SEOMEBLBE A Dy P 0 A S AR . A ROR T, N ) B XS PR
A g PP ok R AE AR N T AR R K AY IR i RSB TS TA
K5 40 BN 0 A B 5T 0 R

3 MFFP &%

SR 2 1 Bnak AT BN K 0 B 6F T A A P B T A
T AR R W — AR B 4 5T JR B R A AR TR ) B R
A ZEEE G Z B AR EE . Bt JFA A
JIG: 9y BRSO AR 1 R DT DU A AR A A N T AR R [R] A

TR ) R AR SC R TN S ) B B A e
WAL 55 . AT 55 1 A AR 32 B 30 0 5 R BRI R X
N 9y B XA AR 4 1 B B AT 0 B AR A P R R 32
PR 22 TE) B A 52 AR AR E AT T00I o %A 35 A 2R R AN 1R 1 i
o T YRR 2 S TR N BT B R AR i Y AR
LR NI PR A B i R . B 1 RIS A
PR 2R TEZAT 55 09 AT 33 A2 P R A5 52 B9 IS ) B X 4t
FEAS, R WZAE 55 10 58 I T0 75 76 K B RG TUh 58l 3 T 4

BT HUREA

Attacker

Cosine Similarity: 0.03

perturbation

|
Add adversarial |
: Cosine Similarity: 0.99

Victim

facial digifal adversarial
exampple
Without printing, |
paste(or wear)
adversarial examples |

N

?

facial physica aaversarial

example

Cosine Similarity: ?

L N 0 38R 47 A5 A T A T A 55
Fig. 1 Facial physical adversarial examples performance

prediction task

P T 0 A A TR A 1) 1 e T A £ BN A
SRR EMRME B 50 R R85 B R A% 48 1 IR 8
2 [\ )5 B 2% (il 56 Transformer(Vision Transformer)t'™ [ £
BB A #% (MLP-Mixer) M) 5% 2% 26 4% % 95 101 19 M) 4%
(AN #% ™ 2% (TabularNet) ™) R g X} A [ 235 T A9 A 9
BN YU A A 1 R 84T AR g A TR S B A BE AR Gt 52 1 S
WYX BUAR A M BRI AT 55 . o0 T A PR A ) B, AR SC 4R
T — R 22 A5 R AR Rl A DA o T NG BT 47 R A
A A ) R AR BN A% 15 B AT Rl A 00 53 3 o DT X
AN TR PR B (9 A B0 B AR A Y e RE AT AR A T . B
PR, AR S0 T3 R 45 4 e ARG R AE B BRI 4% L3R
B FRAE AR O 45 TN 2 B2 ARAE ML A P45 . A NS R E 42 BUM) 45
FH R4 B PR 5 0 R AIE 5 B 5 o A1 418 B9 2% P OF £ A B
WY BE X HURR AR B O HRR B RGO R A R T AR R A
JPEG JE 45 72 B2 55 TR 5% X 2 10 RRAE 5 22 B0 25 R AE A& 0 246 0
TS R 2 TP 45 L B B 55 R AF 2 T 0 465 452 B3 174 R F 30k A7
ZRAS A . SRS ERE 2 BN

1A SO A B 2 R 0 2 S R A X AR
W BT R A ) A0 X R A7 5 N TEL R =2 8] 4y K A
BB AT IR 5 P 0h 2 RV A R O 22 SRR AE Al T B vk
(MFFP), MFFP 5 3k i B 09 3 2% of 88 39 5 1R 22 (Mean
Square Error, MSE) i & . it 55 =0 an =X (1) 7w

Ll
L= NZ,‘(“mI simy) (D



JEL R 5 45 < 55 T 20 RS R A A5 A9 AT 0 Lo B0 A P B T 4 v 283

o, N #8480 batch BRI/, simy T8 AR BEXS PURE A B
Mz EHE T Z AR AL E R ground truth, sim; 1§ £
LSRR AIE Rl 5 0 46 i 1 1 ARG A L0 A A B R 32 7 A R
Ji Z 1A B 4% 5% KR BLRE ) BUIN A . R TE K 4P MFFP B VL
3 AT 5 L BV ER B R B H I 45 L A R IR et H ) £ T 2 A
BFERLA M4 HEATN A,

(D FRETHFAT 2 B 25

PR AR AR 4 U 2% 1 3 2 E G J2 48 OR B8 N 3R B9 AR1IE
H TN 3 X R AR 1 BB IR 3R 2 IR OC RS AR B 4k
It FL 0T B8 77 76 40 B 29 FUAR B 52 M 9 R 2L B, MFFP 390 3%
i FH P 25 1) 246 fe i Bk 4 B 45 D) 35 A R AE . 01 ] i 20 IO 4% 4
HURFAIE B 528 2 T LB A 2 X5 e NS 40 BT BT A A Y 3 B
PR B K 2Z H] /Y 6 R AT B i B . MFFP B0 5E 4l ] /9 26
BR R AIE B IO 2% 1) R A5 a1 3 BOR .

i -

Victim face feature
extraction network

|
#
/I
. ﬂ (-
| ]
Add adversarial | Attacker face feature O

perturbation | extraction network /.

Digital adversarial example feature
extraction network

Attack :

Multimodal feature
fusion network

Environmental
factor

Environmental feature
extraction network

E 2  MFFP &3k 1 %k 45 1 |
Fig. 2 Overall framework of MFFP algorithm

A 3 TR FRATTSE N Ol MR BE X TR A 1 AR BB
FEHE N BT AR A B 1 1 s 0 R B A BOME DR I — A T OF
Pz A ARIE B LN 45 . 25 AR UK ik 2 R B
FHAT W EH 2 R K 2 B MO GRS 2 76 B ok m
) JE AT — IR R R IE B, R4S B IR R R W R, 7R
S R N FH S e — BT R SO RT DL RE O A O BB
TIE 44 0P 265 0 V500G o AR . R T B B RE AR i IO 2% 1 I 2 L, R
VTR P A0 558 R 1k 342 B0 2% A Sy 8 A 19 4% 1) — A I 4% 19 7
O HHAT N

JPEG compression level l

Illumination intensity

Shooting angle .

Degree of wrap

3 PR BT 4R AE 4R B 45 25 4 1
Fig. 3 Framework of environmental feature extraction

network

(2) N JK 50 A 412 3R IR 2%

N R A 5 R0 205 43 oA BBk A N I R A AR R L 2
BN R A 2 JBC ) 2 0 BRG] TR AR R AT R BB 4%, T AT 43
S T 48 B Bk B NI T AR AE | 52 A N B YRR AR
FUNMG 7 X BUAEAS [ 7 AR AIE

TE 2B N P A 2o AR T 0 ERE S 9 46 (AN ResNet,
DenseNet fll EfficientNet™'™ 48 ) — figt ¥4 0] DL AR g Bo i & A MG
A DO 4% 32 5 3 NG R AE 412 B0 IR0 4 B30 o PR A AR
TE 42 BP0 2%, fie 24 SR 1 1 A R R 26 1) OO 2% S5 A A O

(3) Z BLAS FRAE B & I 2%

ZESFE RS M 2 00 F 28 H B2 X 2 F H AN RRE
Bt 3 N RAE B0 0 0B A 4R I 0 B0 58 45 I 2 A7 4 AiF Rl
B o [ Z B REE R A W 2 AT R Rl A 09 o R T LLBER
B 2 0T 52 0 I 0 B X B0 RE A 1) PR 358 (R 3R 32 3 3 TR AR A
Bt 3 N FRHAE B0 0 0B A R A B H 22 ) 1 06 R AT
BRI, MEFP 5kl A 2 B0 45 A 110 6 1) 4% 119 32 22 45
FanE 4 friR.

Feature of the facial
image of the victim

Feature of the facial
image of the attacker

Feature of the digital
adversarial example

Feature of the
environmental factors

Bl 4 Z AR E R 00 4 45 4 1R

Fig. 4 Framework of multimodal feature fusion network

4 LIGIHIE

AR 1 SRy 3K PR A il T 0 8 A A ) A
Fr iR L B X MEFFP 85k 78 A ] B9 16 300 19 45 F #4 4 i
AT,
4.1 AR X 34 A A TR AT 5 SR SE RO U ME

NI 9 B A P B 0 AT 45 2% 5k A B0 I A R
R 5% PR 2850 T 1 3% B0 AR AR R 0 M 1 AT TR0 (9 4E 55
PR AT 55 6 I O B0 4R I L & ik B AR R 2 EH
INSACN N % & SO LR N C PN S 3e S IPN 27/ FLP S Ei
FEACIE R 5 & 43 . XFF1Z BOHE 48 1 4R FR AT S H Zhong
SEFESCHRCS8 ]l Y r50-webface-arc #E1 (32 B B X R (14
ROC M4 W SCHk[8 D Hl/E NI B X kA, KRG EL A
AN [ A BB 7T 3 4 NI 2505 o TR A T B I i 00 A R R
B b R FRATTRE R M L G o HRE AR 1 R R G NG E
ATHA4E, I ic S0 A i A o PSR BB RGO 7 B L4 A B RO
AREEATHEHR, HAIRE T Y 46800 MAF IR T
Ny X HURE A . SR B2 N ) 20X T A A B e P 1 988 43 1
IR 5 BTR . B 5 Ca) 2 AT 3 BORS I 4 B0 % ke
A e PR B S R B BROEE AR B . R 5 (b)) & T R AR 3R
B IESR M S AT R E R .



284

Com puter Science I HEHMLEL:  Vol. 50,No. 8, Aug. 2023

(a) [lluminometer used to obtain the
ambient light intensity when pasting
the physical adversarial sample

(b) Desk lamp for adjusting ambient
light intensity
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Fig. 5 Pictures of some of the devices used to collect facial

physical adversarial examples
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Table 1 UE performance of different algorithms on different

image feature extraction networks

Network MSE
SB DB MFFP Average

ResNet 46.1X107% 27.0Xx107*% 62.9x10°* 45.3x10°*

DenseNet 30.3X10° % 54,0X10°% 24,7Xx10°1  36.3X10 !
MobileNetV2 — 95.4x10 % 27.7x10~* 23.9Xx10° % 49.0x10 *
WideResNet  109.7X107*% 78.8X10~* 45.7x10~ % 78.0x10*
EfficientNet  75,8x10 % 32.4x10° ' 37.3x10 ' 48.5x10 !

Average 71.5X107 % 44,0Xx107% 38.9x10° % 51.4X10*
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Table 2 UA performance of different algorithms on different image

feature extraction networks

Network MSE
SB DB MFFP Average

ResNet 72.7X107%  47.1Xx107%  60.5x10°%  60.1x10 !

DenseNet 38.6X107% 55.8X107% 30.2X10°% 41.5X10*
MobileNetV2  62.5x10 % 112.4X10° % 46.8x10 % 73.9x10 *
WideResNet 68.0X107% 49.5x10°* 33.5x10°* 50.3x10°*
EfficientNet 64, 1X107*%  66.4X10"* 40.1x10"* 56.9X10"*

Average 61.2X10 4  66.2X10 % 42.2Xx10 1 56.6X10 *
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Table 3 UE-+UA performance of different algorithms on different

image feature extraction networks

Network MSE
SB DB MFFP Average

ResNet 50,9104 40.2Xx101 34.5X10* 41.9x104

DenseNet  74.5X10* 48.7X10 4 44,2X1074 55.8x10 1
MobileNetV2 48.4x10* 74.5X10* 32.9X10* 52.0X10*
WideResNet  56.2>x10%  186.3X10" '  44,5x10 ! 95.7x10"1
EfficientNet  77.6Xx10* 55.3X 10 * 42,9X1074 58.6x10 1

Average 61.5x10* 81.0x10* 39.8x10 14 60.8x10 1
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