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Compiler-supported Program Stack Space Layout Runtime Randomization Method

ZHU Pengzhe' , YAO Yuan®,LIU Zijing' and XI Ruicheng'
1 College of Cyber and Space Security College,Information Engineering University, Zhengzhou 450001, China

2 Purple Mountain Lab of Network Communications and Security, Nanjing 211100, China

Abstract Multi-variant execution is one of the most popular active defense technologies. MV X identifies attack behavior by run-
ning a set of functionally equivalent heterogeneous variants parallelly and detecting inconsistent state transitions between different
variants. The defense effect of MVX depends on the heterogeneity between program variants in a large extent. Generally, the
higher the heterogeneity between program variants,the better the defense effect of MVX. To improve the heterogeneity between
program variants,this paper proposes a compiler-supported, dynamic and static program stack space layout randomization me-
thod. The method is based on LLLVM 12. 0 compilation framework. At static compile stage,the method identifies the key variables
in program based on external input acquisition functions,locates their stack space allocation instructions.and adds additional call
and allocation instructions before these allocation instructions. At program runtime, the method uses the instructions added during
static compilation to randomly fill memory blocks before the key variables in stack space,realizing program memory space layout
runtime randomization. Simulation experiment results indicate that the dynamic and static program stack space layout randomiza-
tion method proposed in this paper can effectively improve the heterogeneity between MVX programs. For attacks based on pro-
gram memory address overflow,the method not only increases their own attack difficulty, but also makes it impossible to conduct
attacks by constantly testing program addresses,improving the defense ability of program effectively.

Keywords Cyber security, Active defense, Compiler, Multi-variant execution, Randomization
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Table 1 Some low-level external input acquisition function in C/C—+ —+

Function Name External Input Type Acquisition Method

stdio. h scanf terminal input parameter

stdio. h getchar terminal input return value

stdio. h gets terminal input parameter
iostream cin terminal input parameter
stdio. h fread file read parameter
stdio. h fscanf file read parameter
stdio. h fgets file read parameter
sys/socket. h recv socket transport parameter

sys/socket. h recvirom socket transport parameter
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