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Privacy-preserving Data Classification Protocol Based on Homomorphic Encryption
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Abstract With the development of big data and cloud computing, the demand for cloud computing services is growing dramatical-
ly. When users apply for cloud computing services, their privacy data needs to be stored and computed on cloud platforms,which
may cause leakage of private data. Homomorphic encryption allows direct computation on ciphertexts,and the decryption of the
resulting ciphertext is the same as computing on plaintexts, so homomorphic encryption can protect users’ private data. Here a
framework for two parties in the semi-honest model is considered. The client encrypts the privacy data into ciphertext according
to a homomorphic encryption scheme and sends it to the server,and the server uses the plain machine learning model to classify
the encrypted data from the client. Finally. the server sends the encrypted classification result back to the client,and the client de-
crypts the classification result by itself. With the framework above, three machine learning classifiers, the hyperplane, decision
tree,and k-nearest neighbor classifier, based on the Brakerski-Gentry-Vaikuntanathan(BGV) homomorphic encryption scheme are

investigated. According to the characteristics of each classifier, different ciphertext data packaging strategies and calculation
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processes are designed with single-instruction-multiple-data (SIMD) technology, which significantly reduces the communication
overhead between the client and the server. In the prediction phase,the hyperplane and decision tree classifiers achieve interaction-
free,and the KNN classifier only needs one interaction. Moreover, the three classifiers are implemented with a homomorphic en-
cryption library HElib. For several UCI public datasets, the hyperplane classifier can complete the privacy-preserving classifica-
tion within tens of milliseconds to hundreds of milliseconds for a single sample,and the decision tree can complete it within tens
of milliseconds. The prediction accuracy of the first two classifiers for ciphertext data exceeds 90% ,and the two parties only need
the communication cost of the client sending the encrypted private data to the server,and the server returns the encrypted classifi-
cation label to the client. The k-nearest-neighbor classifier completes one sample’s classification in about 4 seconds on average,
and the prediction accuracy of ciphertext data is also more than 90%. In addition to the communication overhead of privacy data
and classification labels,the two parties also need an additional round of intermediate calculation results between the server and

the client to complete the classification. Compared with similar protocols based on homomorphic encryption, the proposed proto-

cols have advantages in the number of communication rounds. prediction accuracy.and computational efficiency.
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Fig.5 Framework of secure two-party classification computing

protocols

3.2 BEASEFZNREAFHRITEDI
3.2.1 WGk

PRI 1 SR T M 55 4% i SR R V- THT 43 288 8 B 1Y 22 A BT
SARIFE P, i BGV M SIMD $AR KA1 T FF
TR A YL R4 26 3808 T SRRk
1280 QI R AT e e oy L <3 = N7 § 'S

Client BIHIA : X= (X1, X)) HiP Xy = (x4 x5 o x50) o0 R 1

T AE AR KL, u Ry B AR AE B

Server AYHI A : B SO 43 8B (w, b) L 7 y<<0 JIARZE L(x) =0,
#y=0 MR Lo =1 % y=wTx+b

Client B%H - (Xy 5o+ X)) BYZPRARLE Label=(Ly -+, Ly)

Client:

1. Datae[X.]:[(x.j)],i:l,2,---.n;j:l,2,---.u;

2. for i==1 to u do

3. CtLi]<BGV . Encpe(x1i»Xais*** » Xni) 3

4. end //fHIF 5 AT G Data

5. % Ct &K% 4y Server;

Server:

6. g — 23 5% 30 Cr» 5 UHGE p/2 W% 3L Cry s

7. A OB y=wT x+b;

8. for i==1 to u do

9. Ctli]<-BGV . Mult, (W', Ct[i]);

10. CL<BGV . Addy(Cp,Ct[i]);

11.end //3H5 wix

12. CL<-BGV . Add,k (Cysb);

13. CL.<=Compk (Cr s Crip) 3

14. % CLE %% Client;

Client:

15. Label=(L;,Lz,++, L) <BGV . Dec (CL) 5

16. output Label,

1 Yy Client fff FH 51 J5 2047 42 fin 25 2088 © Server 11
HR A 51 7 2 1 32 45 X5 n % B R AT 43 2833, B Server A
AT BT 43 0 A PRI 53 25 B B ZE 43 JE B Be h , Server A7
) Client %5 4h o 375 HAth B0 B AT 58 4326, B Bl 1 a7
DR &P R i e

Prl 1 Server #EAT 42T B AL AR AT I 4 A
RS 4 I is B AR L % B Y B — AT O — > %5 30, BGV. Enc
BAEAEIZ S B E AR Enc, HABERAERI I,

1 56, Client #4 R 19 B FA B8 Data fif F 51 7 04T 6
g 5 49 30 % 3C Ce, Cr (55 i ATAEPRI 1 Hat)e Ce[i].Ce )
AIE0mT

Enc(ayysxor 50t sxm)
Enc(ayy sxas 50t sx)

Ct=

Enc(zi, sxou s s )
IRJF s Server ¥ Cr FEER g w' AT AT . Ce A N
TIBERK:
w; ¢ Enc(xyy saxo1 s s,)
wy ¢ Enc(xiy sxos st sx,)

Ci=

W, + Encyy a2
1% . Server Jelt Cr W5 — 47 2wl AR N, FF 5 W 3C 6 9
FAMGEAE C . BT BGV F R LWL S H IR A2
S Has B &5 R 9 %50, K B SC o B %30 CLJE . C e
i 435 4 2 B S T AR A oy fH .
Co =Enc(Swars Swas o L)+ (bo )

:Enc‘(y1 s V29 V39" ’yn)
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e RE .Cohm#Em y A EA . # T BGV Jr
FE 0 30 AR S B AOR UL R, € [0, p— 1T I35
WU SRy R, WX AR, o TR R B AR
AHIHE T BN v 5 p/2 B YO SR XA RS X
o3 W THSE G5 R A IE L, R AS B A R U AR AR B 4> 28, R
T SCHOAB R R ATET - DR B TSR A 51 4y 20t
B3 2) X % SO e B SO LR L SR SN 0 5 1. X
FERE S B 1k 8 S8 R 5 =07 X ar A R AT Bk

C. =Comp(Cr,Cp,)

:Comp(Em‘(yl Y2 9"'s_')/,,)»EﬂC(%y%»"'v%) )

=FEnc(Ly Ly, ,L,), L, =08 1

g5 LR B 1 B TE B PR AR E L R b E S R BT LA
F Ll ad ST PR 1L AT DR B S R e AN REA 5 T
3.2.2 L1 # AWM

P MW AT

(OFERATH I 1B ,C 5 S AR A 5 3

Ve=C(pkssk,Data;C; ;Label)

Ve=(pk,y;Ct;Cp)

(2) [ B4 %% ScHi A (pk sk, Data; Label) Ji 1 pk
Label G381 CL . HL BALEE Sc M b R .

Se=(pk,sk,Data;C, " ; Label)

M BGV FRMBE XL ShEE .05 CLZ M
RRTTIX A I Ve=.Sc.

) LR St A (pls ) Ja T pk iM% « KR RE
RERLEL A5 B o AN %5 30, I 4 IR 58 J5 U 2 A [l — A% Sl s
B3 C.

PRI L B A0L 2% S B4 i 1R

Ss=(pk.y;Ct)

Hhimi R, C/ 5 Cr Z AW X4, H I Vs=.Ss.

g5 LTl U 1 9% A PR TR W SE 58 L PR 1 7R e il S A
BIFRRAEN.

3.3 REWMZEFAFETEDHIL
3.3.1 skt

FH T DR SR AR (00 R TR P o 5 S e S R A B A e Ry — A~
MEMR T TR 8, BInEERRAZFR LT K
HEAT VIS4 3 00 25 SR A5 80 TR PR B 1 A e g 1T,

W Rt F M R Ir kB 6 i
AP RS E T SRR AR TR,
Ry Ry s BAM T4 AR — D KGR AR 0,1, 2: 805
Xof 12 2R A AT IR B AR e il I, A5 B 3 R B AR, 4 R
Ri—R,—0,R,—R,—1 N R —R,—2,

TEIZ Z YRR, G A TN A A W R & Ry LB 4
TESF A 2 WP Ry W (R IR 1, R 22 IR 0, e Ath 1) 2% 4 W)
L OXRE,3 AREEAR X R R 3 A2 .

P,=0+R, * R,<R,—R,—0

P,=1+(1—R,) *Ry<R,—R;—1

P,=2+(1—Ry) * (1—R;)<~R, —R; —2

LL P, 2Ry 09, 5 A 155 00 R A 1 43 20 48 Sy 1, 0 AN
RN RMAWHRESKMS R, F L R MEE 0 H R, MMEE L.
HPIEZE LT Pas B mER 1, P 5 N (1—Ry)

Bk Ry FIRSH RS R ARA B 5 AMA 2 5K 1
HERHEA 0.

Fo )7 ¥ 3X 3 A Z T 0OR N . BT 45 201200k S 19 8 £
Wiz P=P,+P,+ Py, HBIEAR AL P &0
7%, 138 Ry LR, Ry BB R AR P AT HH 3 3T 3 45
BV SR AR X L 9 53 26

Bl 6 PSR 4 o S5 A 2 X
Fig. 6 Transform decision tree to polynomial

33 T PSR X L 1Y) S L 2 TSR T N K % £ T
2 T vk B de R R BE TR g 4% ST TRD 1 3 vk R B dee R IR
By 25 5 43 2 B ROR L B T E 4 S 2 SR e A IE I
. — ORI, PR IR E B 2, 5 v i RO R AT
BEE P N H BEAT G O 5] 28 30, H: ofe 1 vk B0 A8 15 b ok
A B B ok R B S AR AR Bk R Rt PO ABUAT: £ b
PHEPIRAS T H I L AR K, P ¥ &I AR IE R ARE T
HAEREE K, P ICie Ak T WA 4% o, 43 B BORHRA &
R mAR M O AT P Y R e KR BE DL IA B
B 53 2803 T Re A% R 2

Bt 2 Ah SR A AR 5 U 2 4 1 S5 A 2
FOBE S5 B R Z% L T A5 B — A 20 28 4 14 R 1 {E 30 75 2 A in 25
RS THEAT — R B, 8% ST Y L B 45 /R i B R AR,
Ty TR 2 R S BRI AT SR IR AT 1 7 2Ok R
& ., JHATH A T B AT AR 02 32 = 1 AR R E 5
AT Uh OB I R 1 AR B A A O IR AT Y SE PR AR 5 4y
BroLsf 4.2 75,

FEFRAR A G0 T S8 B 1 KB SO LA B i |2 T,
W 7 Bos, DL AT 58 0 3 IR SC LB AR ZE M i (] o 3T, 24
FIE 3 ALK TIHATE  IFAT 58 3 W R 2 1T
Fry s (]

( \
| |
I I R e I
I SEEmE—= L, ST, e |
| |
: ] Comp(a,b) Comp(c,d) Comp(e.f) :
| Serial: > |
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| |
! Comp(a,b |
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Fig. 7 Serial and parallel
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Wi 2 PSR % AW 7 A 25T S

Client B3I : X=(Xy o+ Xo) » HrP Xj= (xj1 5 xj2 s x3u) » 0 2 Ff
TREAEL, u Ry FEA R 2L

Server %A : I M LT K P(R, .R>
Sy R 1Y 53 2 S 1B

Client %t : (X5, Xo) 53 264528 Label= (L, -, Ly)

Client:

1.Datae[Xg]:[(xU)].i:1,2.-",n;j:1,2.-",u;

s ROGHEH P Rj=08 1.t

2. for i==1 to u do

3. Ctli]<BGV . Encpk(x1isXzi»*** » Xni) 5

4. end / /M%) J7 AT AN % Data

5.6 Ct £k % Server;

Server:

6. A — A2 S0 Cr L AR 3 304 Cos

7. i A PR B e 4 i S 2 K P

8. t<P F A PSR M5

9. Re=(C)i=1,2,,t,Re i T RiEOR LLEL IO HHAES 55

10. Ve=[Enc(V) ],i=1,2, =, t; //VET R K HFE, I R
x <5, 04 Vi=6

11. parallel for i==1 to t do

12, CyLiJ<Compyk (Ct[Re[i]],Ve[i]);

13. end//FFAT 56 BU SC O HAR TR 5 B B0 4

14, CL<-P(Co) s/ /M i fi R AN P AT

15, 8 CL &k 4 Client;

Client:

16. Label=(L; Lz, L)< BGV . Decy (CL) ;

17. output Label,

Phi 2 SR 1 M AR R R RN, TEPM 2 FF R
B, Client 5 ¥R 1 —FE3e B3 J7 AT AN % Data If K % 4
Server,

Server TE PMZIT U 1T 35 5 1 £ 4108 32k e SR A5 A 4% 6 11
G2 WiaC POFRYE P oA S dr A N AR B T 2805
Wit P A% 0. Ve, Re AR B . B 2 WP Y Client [A] £ K
Data #% /%) 7 AT M 5 A2 Cr, X 5P 1 4T %
Data 1975 = R #, L AR F R

KRG Client ¥ Ct & 3% %5 Server, Server MR #E Re B H Ct
RIARRNEAT 5 Ve %5 I RRR B 2% 4008 AT LB, HL 3 Re AEAE 1Y
Jt A5 RR AR B L 85 58 e R AR AR T A i IO AE A 1 T
A R BE 3 B 3 AR AR BT AR 7R % SCdl Coh, G 3t
A B A I AEA B A R E M R

Re=(Cy,Cyy0+,C))

Comp(Ct[C, ], Vc[1DH—~C,[1]>R,
Comp(Ct[C, ] Ve[ 2D—>C,[2]>R,

Comp(Ct[C, ], Ve[t D—C,[t]>R,
R,=Enc(a; saz s+ sa,)»a; =0 5§ 1
T RBR CoPMEMRAFR 2 P 7 5E, BT
b BN U AE A B N85 5328 Cr L IS5 Server ¥ H R % 45
Client, Client fll FIFAGT sk fif % C.. B AT 45 3 4 4> 155 B0 A A
Mo, HHHEER CINT .
C.=P(R,,R;,*.R)=EFEnc(L,,Ly,*.L,)
ZE R, 2 BERR AR, SR 1 R,

PAT PR 2, AT LA ) B 58 B e AR A B S5
3.3.2 Wil 2 8w A

P 2 R MRS BT .

(DFEHITH 2 18.C 5 SHMMAN .

Ve=(pk,sk,Data;C; ; Label)

Vs=(pk,P;Ct;CL)

() [ 2§ Se ¥ A (pk, sk, Datas Label) , 9% 5 13 1
k¥ Label N#EGRHIC,,

A . S i 4 e o

Sp:(pk,sk,Data;CL/;Label)

BT BCV FERAF IR TeShikee  Fitc.5C,'
ZAE X A3 B V=, Sc.

() LR SsHA (pk. PYJE i pk I « AR
BEDLEL . 15 B o A% 30, I1 4% JR 58 )5 BT 42 A il — A~ %6 SCdl e
23

A I, S B R

Ss=(pk,P;Ct")

i, Ce 5 C Z AT X 4, F Ik Vs=. Ss.

g5 LTIk U 2 A eV IE I S8 e L BRI 2 7 2 I S

BIF R4,
3.4 KNNHWREWMASEITEHIN
3.4.1 Bl

7E Server i I KNN 43 26 85 #E 47 43 2 it 0 B3 4T K b
£ KR H 45 4 T 6 SC L 4 000 TF S K G TR G B 3
KNN 1 B3R SE 45 Client 76 W] 3CHP #EAT . FRATTR AR Y
ST A0 35 T R MR % 4% R R R
SRAERE AR (R I IS B S5

T AT 40 T WA G SCRE T RE AS 5 1| 25 48 B AR 1] B 2
dist W7 . BEHEAFFHMAEA R d= (21 vxp 0o
ANGRAEREA KT 6= Cyr oy oo s 30, » I 20 33 19 o 8 28 4 3 58

s2,) s

Jr A E
(1) B ER I 85 09 °F- 7
dist=(x; —y )+ (2 —y) oo+, —y.)° (5)
() F e NIRIE B .
dist=d » b=x, * yi+ a5 * yo+ta, * y, (6)

i FH e 5 DY ARUE 25k e SCTPT A TR) 1Y B 8 A, T SN
RETIUI A A 55 I S A B A AT SR A IS A Re 4 F =X (6) R AT
BB TTEE MRS SR Y dise S AN RE AR ] Y e £ Y A B (E
dist R AR ANHERFMEE BT, BT BGV FER
SR B R B I TR R T B A B X B b A R
AR AT TR AR5 B R 5 A B AR X S R AR N SE I dist 7]
HIR/DKFR .,

PP 3 M Client #4047 . I F3E 7% 419 A SCH A, IF
HAEPAT L A2, Client TC 3R BUE] Server 19 Il 25 4 £ A (5
B WL 3 A 2K dise R/ R SR i HG R I 52 R Y
Fb A I A 4% TR AT R B P B Z R RN G R IR ED
BHURAE L=[2.8.5.4.3]. W H LB K CM A .

1 0 0 0 0
1 1 1 1 1
CM=|1 0 1 1 1
1 0 0 1 1
1 0 0 0 1



328

Com puter Science I HEMLEL2:  Vol. 50, No. 8, Aug. 2023

CM M5 7B L % AR SL AR (&
FEHIATRADFITARTETHRESRN. HHE
LIS ] DICRIR THETRANE IR CM IF i 175 )
B TEER 1, ENH 0,

¥ CM E—1r s S 8EA L' =[1,5,4,3.2], &
SR IEABAE LS Ry A (8RR R I EE Lok .

P 3 MR R AR AN T
Wi 3 LB ML secure_comp(DS)

Server %A : DS(DS & Server J15EH (4 I 25 22 45, H B (4B LWL B
W

Client BY% H - BAFE BN BEA R k AR AFFEA RTIME k_idx. k_
idx= (idxq1 »*** s idxq s idxo1 o+ »idxog s =+ s idxa) » He 1 n
Ay 1 T A A 4

Client:

1. for i==1 to m do

2. Pt S[i]<BGV . Decy (DS[i]);

3.end //fft % DS,DS L 5 #ES WM 4.

4. HEE 0 DFUEER mox m B9 2 FERE XA BEALIC N M

5. for b<=1 to n do

6. fori<=1 to m do

7 for j<=1 to m do

8 row=<—(m-i+j) %m;

9 col<=b+1i e n;

10. if Pt_S[row ][ col]>>p/2 do

11. MIbIL[]<0s
12. else do

13. MIbIL[ ]~ 15
14. end

15. end

16. end

17. end

18. for b<1 to n do
19. It MEb, i A —47 (9 R, JF 86 AT A0 il kR 947 4 R

14510 5 T ok, I X 2647 4 5 # U A A k_idx: //3K k_idx
20. end
21. output k_idx.

FE B 2248 DS th Server 1154511, DS W) B AR THHE 2 W
P 4. FEBE 22 disty — dista BB AR BFFIFEA o FOI| L5
A O ZHMBE R, 5B AEA c MUIZGEMEARJ Z
Vi) Fr B 5 079 3K 7 1 L (B =2 T 0 R/ DR R [l I sy, —
disteq 9 TH AN A 5 A A7 4% 09 B RD B30, PR I Server 38 4 45
Client JEAT LA &1l 58 Server MY Zh EHHE . DS 1Y Bk
T B R . DS W B —47 Ry — 8 30, Hob iy D ¥ TE
W4 P Server THE A,
rEnc(D,’—D,")

Enc(D,"—D,")
DS = :

L Enc(D,"—D,")
r Enc(D,—D,.D,—D;,*,D,—D,,)
E?lC(D] *Dz 9D2 7D3 LR ’DmiD\)

_Enc‘(D] *D,,, sz 7D| R va 7Dm,| )

o D = (disty; sdisty; s+ sdist,; ) s j=1,2, ym,
D\,:<D1 sDZ "'.VDm*\ 9Dm)
D2,=(D2 sD.w“'annDl)

D,’=(D, Dy, ,D, ,,D, 1)
4 Client #: U 3 DS Z J5 75 B 566 DS ff % 15 81 B 3C
Pt S, Pr_SIHIERWTF .
D,—D,.D,—D,,.D,—D,
D,—D,.D,—D,,.,D,—D,

D,—D,.D,—D,,.,D,—D,,

T 5B, WSS Pr_S s —%1, B D, — D,
F| D, —D, X m X F . XX FHY T D4 Mls D,
Dy ,-,D, WIBEBEME AT T — R L. h THEEEEITH
Ji A T RE S 0B, 55 R0 T A B ISCRE DR R, SRR T 5 A IR 1
Pr_S B S T AR IR R, BRI R P 3 v A AR
RERE AR, MR 2 p/2 #E4T 1 I HL 3R A Al W o6 I 755 22
T IE B, 6 T 0 07 L B R B I T R R 1 2 0.

D, —D, 0

D, —D, distyy —distis s sdist, —dist,

D, —D,, disty, —disti, s sdist, —dist,,
SRR R E S L5 1 FRAR ORI PR L2 M iy
BE—A LB RE RS 147, M3 Pe_S 55 2 51y D, — D, 5
D, —D, KGR K ZE M i E— RS 2 17,
PIBLZEHE . 2RI P SHIZE 2 IT LR ML R BAR A 2B 1
G 33X FE U HEF S B BRI 3 H Y row 5 col RN T HE
A8 FNA Sk D, — Dy ISR 5 IRES 1 53k RE A ¥
SN LA R IE AR A LR M 1T .
wJE gt M P R — A LB RE T A AT 0 R DL AT
5 DT A5 B B — A1 T R A Y b A 35 30T S8 AF A 7E I 25 4R
PSR k_idx, SR Client ¥ H & % 45 Server,k_idx X i
A 2R = AEAANL Server REMLISHI,
L5 LT IR L PR 3 B IE B AR E L SRAT I 3 BB Ak 3
B DR A B RS 254
PRISL 4 4 1% SCRE B BV E EATIT 3R, HO T hE e IE W L 35
LA i A B SO B SCRE W 4 S TN REE AR AR B m 5 R T
WREA K n AR, LEX A HTIR T, DT J7 H OB 45 8 B SROKE B0 i
FI A T B S0 B SORE RIS,
PRI 4 DR AR O TR TT A B TR
15 9 BREE B 0 B 1Ak B Gk A
i 4 KNN %29 J5 70 257 il
Client BUHTA : X=Xy, X0, Hiib Xj= (xj1 5 %525 0
TRE AR, w W AR S HE R
Server MM A B SCINZREREAR TDATA = (Yi.+, Yo . Hif Y =
(yiisyiz s yin) »m HYIZREREALL, u A b
Client FYHH : (Xy 5 Xo) Y43 284528 Label= (Ly o+, Ly)
Client:

1. Data<[X;]=[X;Joi=1,2,»n3j=1,2,»u;

2 X)) o0 N T
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2. for i==1 to u do
A R mik
3. ALi]J<-BGV . Encpk (xiisXoi s+ o X ) 3/ /T M % Data //M xu;
B xR — 2 LT ZHUHH m Rk
4. end
5.0 A Rk Server;
Server:
6. fii A TDATA<[y; 1=[(yp) J,i=1,2,,m;j=1,2,,u;
7.for i==1 to u do
8. TLil<C(yiis=sytisyais o sym)s //F 4L TDATA HARN% //
yu B HUE 0 W IRJR IR B o T A I ERE L LA 2RI
@J Ymi
9. end
10. for i<=1 to u do
11. D'<BGV.Add(A[], —TLiD;
D' <BGV . Mult, (D", Dy )5 (R (5)
i
2D;'<BGV . Mult, (AL, T 5 (R (6))
2.end //3H5 D)/

13. for i==1 to m do

—_

14.  D;'<BGV.Rotate(D;', —n+ (i—1));
15.  DS[i]<-BGV.Addu (D', —Di");
6.end //IFA M E 24E DS

17. % DS k3% 45 Client;

—_

Client;

18. k_idx<secure_comp(DS) ; //Client {47 HHil 3

19. % k_idx K4 Server;

Server:

20. 43 51 3% BUBE A 15 00N BE A Y & A 550 40 43 26 X A R RIS R
vote(candidate) , HHt candidate S i 74 70 I A A< 1) k A B 305 45
TER R 51{H

21. for b<=1 to n do

22, Label[ b]<vote(k_idx[k « b—k+1],-.k_idx[k « b]);

23. end

24. %% Label &% 45 Client;

Client:

25. output Label,

B 5E, Client TN A O #FA B BRAEIE Data, % 5

B SCHIC N A, S RTIH AT ER L — A M 0 — AT D — A

S, HA AW AT 1 AT RN R I RE AW ES

AR R G M — TS 1 Ao F B E TR S0 AL m

RS 45 HRIEL 70, 0 2% ST W) SRS 8 4 B JEL 0

E‘n(-(j11 S To1 9t s Tpl s 11 8 s Tl 8t 8 Tl )

ETIC(.Z"M 922 9% s Ty2 s TL12 9" 9 Tp2 9" s T2 )

E?’I(‘(Ilu ST 2u 9 " s Ty s L1y 9" 9Ty 9°°° s Ty )

SRR s Server 4% FRANT B 04T B O H5 4 19 U1 2R 4 B dis
TDATA,TDATA BATA A%, 765 W& #EiCh T,
BT —47 R —AC, Ho, TS 758 1 oK
AN GEREARMNE 1LHE AN EELEHAE » KA

B ATH 2 TR R T U R AR R AR B 2 S
ANILREEIATE n WHAFE] - DAL S 4 B2 m DU 2R
A R A B AR RO O 3R A R W A ST e L IR TR B SO
A IF I 4% L

g

Viz s s V12 s V22 9" s V22 9 s V2 9 °°0 s Yoz

Vla s s Vi s Vou s Yo s s Vo 2" 5 Yo

Rk N TR R 224 DS, B DL DY RKA
5T AR AXG) S8 6 PEATH 2 5 F8 & —47 A
JEA . Dy TR TR RAIC R dise MEAFFSE - 7k
REEBEE, HiFRdRnT.

A T=

Enc(aiy ® yi1s® s Xl ® Y119 o1 * Yol 2°* s Tut * Y1)

Enc(ayy ¢y sZu * Y125 sZ12 * Yl 95 5Tz * Yoz )

Enc(rlu VI s T V1u s T 1w Vo s s T ymu)

D; = (disty; »distsj »*+*
FTLL D, = (disty, » -
(D, ,D;s*+,D,),

ZJ5 . Server X D, #E17 % SCIEH B 4E 45 8 D", D,
«.D,/. D,’#i D\ MZEHes n MR, D, "t D, 4k Lk i 72
BERHe n AR, LI e, 1T D i BE TESF o o R TE
)G D& L ENES T —1.

D, =Rotate(D," s —n)=Enc(D,+Ds s*+,D,, ,D;)

D, =Rotate(D," s —n)=Enc(D;+D, s+*+D; D)

sdist;)sj= 1,2, ym

’ diSf,,] ’ dl:\‘hz L) diSf,,z LI dl:\‘f,,,,, ) =

D, = Rotate (D,,1"s — n) = Enc (D,,» Dy, =+
D, 1)

5% DAY S D LDy e D, AR L A5 B % S0
Hi DS,

T 3k, Server ¥ DS k% % Client, Client UL DS H#i A
PUT PRI 3 J5 2044 B4 1 T AE A= 19 & A~ Je T 48 7E TDATA
AR GBI k_ide kY Server,

Server TEHUN k_idx ZJGHKHITTE L b AN —41, B
X & ANRDIN NI AEREAR R IF G X £ DI ERE
A MR 2 AR L, JF8 LAE SRR O A o A4 F5000 25
F AR EE AT LR BRI o T AL AR T o HE

2, Server ¥4 T A T AR 4 Label & 3% %5 Client, {3
S50

25 LTk Wl 4 B IE R PEAR IR, Server &5 Client 76 43 28
By B A0 A8 T — %8 Sk as A7 PR 3 #EAT BE B (R Y LB HR AR L X
FETT R S8 A S I B, B AT WL 4 BRAE W B 432 A Fif
T AEAS
3.4.2 3 B4 R AW

M T ER 4 B B A, HoAE AT BRI 4 I T AT

’ Dm*?‘ b
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PR3, R e 4 BT R 3 1y Atk

P 3 By A MEE BT I R

(DREPATHUL 3 0 EM K C A5 A h S 4L, B
WMAERSG S, AEPATHIIL 3H,.C 5 SHUMA N,

Ve=C(sk,pk,Pt_S;DS;k_idz)

Vs={(pk,DS;k_idx;)

(2) L ES ScHi A sk pls Pr_S)JE AT pk #% Pt_S
#5155 DS’

R I . S Ay By A

Se=(sk, pk,Pt_S;DS)

HFBGV FEREAHRNZESMEKE e, Wikt DS 5
DS’ Z [ A0 X4/, I Ve=.Sc.

(3 ML ES S A (pk.DS) ZJ5 . 1T Ss Wi 2 i3 &
k_idx &R & BEFLECIE B B SCfE B L 2 18 V=S5,

g5 L TR WML 3 FE R ST R R A2,

B R R B 4 B R,

(OFEPATHI 4 BF.C 5 SHHAMA N

Vo= (pkssk,Data,Pt_S; DS, Label;k_idx, Label)

Vs=(pk, TDATA;A k_idx; DS, Label)

(2) (I 78 Sck A (pkosksDatasPt_S)J5 i pk i
% Pr_SJR1SE DS’ WL, ScHH N,

Sc=(pk,sk,Data,Pt_S;DS")

HMTBGV FEEAH L LZ2ESMEZE, NIt DS 5
DS’ Z 2 ARl X4, Bk Ve=.Sc.

) I ES Ssti A (pk. TDATA) J& f#i F pk 4% 477
KRATANE TDATA JG3 8] DS 9RJ5 IN%E w A~ A 5] B Bt ML
B AT BN 0 A S0, 4 RS R T A7 A TR — A~ %5 S0 R 45 3
A, HI, Ss %A .

Ss=(pk,TDATA;A';DS")

S5Hrm R B L.A 5 A2 DS 5 DS’ Z [ AR X 4y,
At Vs=.Ss.

ok ik

BRESW

S0 A A TS AL 1 2 CPU A Intel(R) Core(TMD
i7-10710U CPU @ 1.10GHz,6 #% 12 £k #2; A7 N 16 GB; #
£ & %t & Windowsl10 5 # T WSL(Windows Subsystem for
Linux) ) Ubuntu 20. 04. 2 LTS, JF 47 92 5 68 T 1) K45 5 3
BH UCI AT 8R4 HTA LR & S8 A KT 120,
4.1 BEmH LS

FRATYERH T breast cancer,iris PA & balance-scale % #f5 4
JHF %525, H P breast cancer 5 balance-scale 0 #E £ & &
B T A BRAT » iris BOUE 4 MK 4 3B 4R R LA 10 LU
e It B R4 T 5 50 A8 T A2 mm, X 3 A
Bl B2 4 IR 8+ 2 By LB REAIL R 43 N R B SN &R . 7E
python P& S8 T3 3 S04 4 09 BRI 2, f 4 B S 8K
PRE) C++ & LLME/MHA . SRR MIT RSN 1
JT 3, L s Rk 2 g,

S 4 AR K T R R

4 xH

R T E AR RS

Table 1 Parameters in hyperplane experiment
data set » log g Nslots N
balance-scale 163 300 3000 24000
breast-cancer 1249 400 2500 25000
iris 491 300 2800 28000

ER A R R ES AR AP

Table 2 Experiment results by hyperplane classifier

data set balance-scale breast-cancer iris
Num of predict 116 136 20
precision rate/ % 93.10 97.79 100. 0
ciphertext evaluate time/s 0.117 0.225 0.117
ciphertextcompare time/s 5.101 21.955 11. 369
total time/s 5.22 22.18 11.49
real amortized time/ms 44.98 163.08 574. 30
ideal amortized time/ms 1.74 8.87 4.10
2 2 ARG 8 JLA £ ) real amortized time A 52 BR 43

e ], B s (7) B R L ideal amortized time A
PRAR A3 WEH SO R], HAH S A= (8) TR . 2 BR A e
[ A I A5 000 A A $L (num of predicted) £E Jy 43 & HI T 1F A
3R — AT T BB LT By B 7 B e, AR 5
Fisf [ fefE FH BH SCAE 0 (Nslots) £ b 43 &F , FH T PF A 78 B S8 &
T A B CRAED A AR B — AR TR R
i I

. . total time
real amortized time=————— 7)
num of predicted

total time
ideal amortized time=———— (8)
Nslots

SER LS AR W] O — AR AR AL =R
FJLEZRAE, H il T iris B0H5 8 09 1o 70000 A A< 520, 5008
NG Ty B0 ﬁﬁtﬁ‘/ﬁﬁf@%ﬁ 100% . PR, dE R34 1Y
TS BORAS  AEAE U A A B0 8 2 W SORE 4L Nislots 19 1%
/JL—F,ﬁfﬁ‘{m']*—frﬁVE&@Zéﬁ{f]ﬂ"]ﬁ]‘&ﬁ%iﬁ%?ﬁ%@%c
4.2 REH

TE DR A SE 5 P % F T car, nursery LA & breast cancer
B dk . b nursery BRI SE L BR T o5 HUAR K Y W0 2K %
H% . Bl recommend LA B very_recom 432 ; breast cancer 5 4%
A5 T TH 4> B AR A2 R — A B R . X 3 AN B AR
FEFE IR 822 Y LLBIBE ALY 43 S U 25 4R 5 R 4R , JF 45 U 25 i
O B4 D SR AR A e 4 Sy T S 2 A

FATBIAT OpenMPY7 LUSTHLIFAT (9 85 3C LU AL, IFAT Y
g Lt CPU B PERE LK TS i 4R B2 B b L 2 CPU HA il
FIFRIKE] 100002 J5 » T i B 20 i 2 A o A 2 W 8 48 g ok
W, 2 330 T nursery BUH54E 09 IEAT 4% SCLL B AR B 19 52 06
SR TR ATIR BT AR AT ] e R A AR A,
MBS 6 Z . B BRI A BT R, IR
CPU iR RARCTELE R AEBR T 100% ., toh, Hjm
W 2Z B IR A A B AR BR T CPU HE R /Y %2 e Z 51, i
i 475 2 2 [R) B I BE AT 55 R0 40 L M & A R Y R B0 34 A
R,
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# 3 nursery FUUE 4 19 AT 8 SC LB B[R]

Table 3 Total time of parallel comparison on nursery data set

threads compare time/s
1 40.11
2 25.95
4 19.93
6 16. 82
8 16. 97
10 14.52
12 14.51

AW IR I Ir RS HN R 4 o, B A 809E 5 4
SIHRA 1~3 A% SO ik R BUA [A)(H 43 25 45 2R 58 42 48 A 1
Gz mA . REZT T SEF AR %2 T 0% S0k
VR U A PSR Tk T

Fo IR SR RN TR B K

Table 4 Parameters in decision tree experiment

poly(multiplication

data set . b logg Nslots N
times)
1(23) 180
car 11(19) 13 235 3120 18720
1I(15) 240
121) 240
nursery 13 3120 18720
11(17) 240
breast cancer I(4) 29 240 2970 17820

YRR 92 0 45 R K 5 BT L M S R 45 R AT LR
i SR AL 2 T 00 e vk RS SR K T vk IR E s St R B e A
A AT R ROR , [F I et R T A e — AR ER
AT fl 4 T RE A 36 1T S A N LR AR G 0
(i
FIArS LTS

Table 5 Experiment results by decision tree
o real ideal
Num of precision total K .
data set poly . . amortized amortized
predict rate/ % time/s R .
time/ ms time/ms
1 8. 45 24.42 2.72
car 11 346 93.93 8.39 24.26 2.69
111 9.27 26. 80 2.97
10. 20 4.04 3.27
nursery 2526 95.17
11 9.82 3.89 3.15
breast
1 136 97.08 4.07 29. 89 1.37
cancer

#* 6 KNN PRSI

Table 6 Experiment results by KNN classifier

distance definition formula(5)  formula(6)

data set Autism-Adolescent

Num of predict 20

parameters(p,logq, Nslots, N) (293,340,1560,18720)

precision rate/ % 100. 00 90. 00
evaluate D1 time/s 3.63 0.17
D;'<Rotate(D1") time/s 25.56 19.97
client decrypt middle result time/s 57.64 57.46
total time by both sides/s 87.61 78.35
amortized time/s 4.38 3.92

4.4 5HMIEHHFTELE

TR 9P T A 3 PS5 SCERE16], 3
HRCL7 JFNSCHRC L9 TS ] — $ i 4R #E AT 70 I 2 B 85 2R . S
% 2ZHIRT 120,

TER 7 R LS R, AT F e X BA 30 AN RERY
breast cancer(original) $04 45 ik T 32 5L 5343 1 (PCA) B 4 J5
TS FHEAT N S5 o SR 5 H U 2R 0 50 8 7 380 22 2 1 4
Fita, BRI 1 5 SCHRC16 4R Le 78 # 0k 19 35 47 B ) 1 A 1<
TR HTE T & I REREAL ., 1 T &I A
B BT T AR AR T Yy L XHE L BN T p /2,
T p {88 DR ) 285 S L 650 19 200 246 2 BT, (EL IR 80 1 1% 4 2K M
HRIEIL R T OCHRL16 TR

TER 8 FIAIM X LL S R M 2 FE P B R Lk s T
SCHRLL7). R 2 MER R Bl 2 A K, SCRRLL7] 5 2 28
RURSY Ml 5 AE T A8 TN RE A R A b BR A 0 T, fop 0000 A A
M T RCR R

TEFR 9 FrFI XS L &5 3 b, SCaR (19T 7 R s BEAE M7
Z VA HEAT A 1 58 LA R 5E I, W PRI 4 R P U7 A 28
H %5 BAT 5% BT A 1 T AR A 1Y 43 2 B AE A R AR 1T
HZERAK,

T OOV T R

Table 7 Schemes comparison of hyperplane classifier

Num of classification

N dat . precision

schem ata s

cheme ¢ predict time/s rate/ %4

paper [16]  breastcancer - 1.65 63.2~70.5
Ours (original) 20.57 92.98

8 BT R

Table 8 Schemes comparison of decision tree

4,3 KNN &8

£ KNN 432588 19 5236, {3 A T Autism-Adolescent
R 0T S0 BOE A 2 S R BR T AR Al T e B
1. KNN SRR T B SE S m e Rk 6 o, % 6
Y GETE T R (5) 53X (6) e iE RE A fa] B B 1 ST 06 4%
B, Sz K A B B ) Client %8 M Server 324 51 19
rhE] TR B DL R SO R . AN, B T EUR D,
PRI 25t B0 22 A H 45 (1 5 2 8 . A 45 09 B 3 2o 22 23 30 i i
S P B AR AT A 45 L X PR I B A I B B
SRR PO [R) , PRL A T B s SO 20 5 e 4 2R o i) T
WRSAAE,

Num of total

average precision
scheme data set . . , . ,
predict time/s time/s rate/ %
paper [17] Seismic . 5200 10. 06 89.01
517
ours bumps 90. 72 27.78 0.05

# 9 KNNGHIRW TR ILE

Table 9 Schemes comparison of KNN classifier

data Num of classification  average both-side
scheme . . . . .
set predict time/ s time/s interactions
paper [19] 97. 42 2.70 3219
200 36
Ours 95. 34 2.65 4
GRIE AT BGV FEBINE TR 4G E 3 s

R HLAS 2 S RSB T R R AR W o R
AR 30T 58 E A5 AR A 3 DR 47 P s ) BRORD BOHE L S B T R HE
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