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Abstract Aiming at the opposition between the high energy consumption of data security authentication protocol and the re-
source limitation of sensor nodes in wireless sensor networks, this paper proposes an aggregation protocol based on reversible di-
gital watermarking. On the one hand, at the sensing node, the watermarking is embedded into the sensing data,and the elliptic
curve is used to encrypt the watermarked data homomorphically, so as to ensure the privacy of the data in the transmission
process. At the cluster head node, the received data are only performed aggregation and forwarding operations,so as to reduce
network communication overhead. At the base station, the watermark is extracted to authenticate the integrity of data. On the
other hand, this scheme proposes an aggregation tree protocol based on clustering protocol, which can reduce the transmission
energy consumption of nodes and prolong the network lifetime. Theoretical analysis proves that the proposed protocol combines
watermarking technology and data aggregation technology better, has good security and lower computation cost,and can realize
the integrity authentication of perception data. In addition,experimental results show that,compared with the latest similar algo-
rithms, the proposed protocol has certain advantages in communication cost and dela
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